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IBM Fellow
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» Founded SRD in early 1980’s

= Architected, designed, developed 100+ systems over three decades
» Funded by In-Q-Tel in 2001 & 2003

= Acquired by IBM in 2005

= Selected affiliations:
— Board Member of EPIC and USGIF
— Advisory Board Member of EFF and Privacy International
— Senior Associate at CSIS, Transnational Threats Group
— Adjunct at Singapore Management University, School of Information Systems

= Current focus: Sensemaking Systems w/ Privacy by Design
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Resolving the Fang Wong
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Graphing the (resolved) Fang Wong

%Q\/%\

Fang Won
Top 100 Customer Fraudster
2.5M Followers

Newsletter SubscribVCustomer

Employee

Bill Smith

Member of the Board



Sandy Maden in Context
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“Entities”
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Use Cases

» Insider Threat Detection for Las Vegas

» Fraud Detection at MoneyGram

» Post Katrina re-unifications for Louisiana Governor's Office

» Maritime Domain Awareness for Singapore Ministry of Defense

» Foreign Corrupt Practices Act (FCPA) Risk Assessment in IBM



My Basic Privacy by Design (PbD) Principles

1. Full Attribution (mandatory)

2. Data Tethering

3. Selective Anonymization

4. Tamper Resistant Audit Log

5. False Negative Favoring (mandatory)

6. Self-Correcting False Positives (mandatory)

7. Information Transfer Accounting



VOTER REGISTRATION MODERNIZATION
USING “SELECTIVE ANONYMIZATION”



Is this Voter Deceased?

Because many people
share a name and
year of birth, this is

a “‘maybe.”

With thousands

of “maybes” there

are not enough humans
to review them all.

VOTER Voted 2012

Bill F Balston

Born: 1951

D/L: 4801

13070 Karen St Apt #7

DECEASED

William Balston
Born: 1951

SSN: 5598

Died 2015




Tertiary Data Assists

Fortunately, this DMV
record comes along and
resolves to the Voter.
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Tertiary Data Assists
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Tertiary Data Assists

VOTER Voted 2012 DECEASED  Died 2015

Bill F Balston William Balston
Born: 1951 Born: 1951
D/L: 4801 SSN: 5598
13070 Karen St Apt #7 )
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3043 Clancy Blvd
deceased person.




Tertiary Data Assists

The combined record
has ‘learned’ an SSN,
making it possible

to assert this is the
deceased person.

VOTER

Bill F Balston

Born: 1951

D/L: 4801

13070 Karen St Apt #7

DRIVER FExpires 2019

William Frank Balston
Born: 1951

SSN: 5598

D/L: 4801

3043 Clancy Blvd

DECEASED Died 2015

William Balston
Born: 1951
SSN: 5598

Voted 2012




Insight ... Revealed

VOTER Voted 2012

Bill F Balston

Born: 1951

D/L: 4801

13070 Karen St Apt #7

DRIVER FExpires 2019

William Frank Balston
Born: 1951

SSN: 5598

D/L: 4801

3043 Clancy Blvd

DECEASED Died 2015

William Balston
Born: 1951
SSN: 5598

This voter is not expected

to vote in 2016!




Information Sharing with Privacy by Design (PbD)

Using “Selective
Anonymization” to
reduce the risk of
unintended disclosure.

This is not
de-identification.

Every entity is re-

identifiable i.e., auditable.

VOTER Voted 2012

Bill F Balston

Born: 00c9782a552a2d09b1b8
D/L: Cd5dced41028cb7ea51d
13070 Karen St Apt #7

DRIVER FExpires 2019

William Frank Balston

Born: 00c9782a552a2d09b1b8
SSN: 7f2b6e48ea7d042bbe85e
D/L: Cd5dced41028cb7ea51d

3043 Clancy Blvd
DECEASED Died 2015
William Balston

Born: 00569782a552a2d09b1b8
SSN: 35886e48ea7d042bbe85¢
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Benefits of Anonymous Resolution

= Unlike other anonymization techniques, identities can be resolved after anonymization
(versus k-anonymity techniques)

= Guaranteed source attribution — resulting in a fully auditable and reconcilable system

= Domain-specific implementations virtually eliminates the opportunities for re-purposing
the anonymized database

= Where there is sharing or there are pressures to share sensitive identity data, presents
an important alternative to “wide open” sharing

» Enhanced protections against unintended disclosure (e.g., insider threat resistant)



Vulnerabilities: Various Crypto Attacks

» Dictionary attacks against the whole anonymized database
» Chosen text attacks carried out by users with Anonymizers
= Statistical or traffic analysis attacks

= Others



Different Missions Necessitate Different Measures

» Information sharing with oneself

» Information sharing with similar organizations (e.g., private-private or public-
public)

» Information sharing across organization types (e.g., private-public)
» Information sharing across friendly governments

» Information sharing across other entities with high levels of bilateral distrust



Legal Analysis and Opinion Papers

As related to the EU Data Protection Act As related to US HIPAA law

ANONYMTZATION, DATA-MATCHING AND PRIVA Research Report:
A St v

Application of IBM Anonymous
Resolution to the Health Care Sector

February, 2006

[ DEMAND BUSINESS®

http://www.steptoe.com/publications/279d.pdf



http://www.steptoe.com/publications/279d.pdf

Other Reference Material

Blog
= To Anonymize or Not Anonymize, That is the Question

Video
= Modernizing Voter Reqistration in America

Papers
= Privacy by Design in the Era of Big Data

= Anonymous linking project - final report
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