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 * Died October 30, 2008. 

* 
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This afternoon I will: 

• Begin with a very brief tutorial about the bulk power 
system and note some of its key vulnerabilities. 

• Observe how much modern society depends on the 
continuous availability of electricity. 

• Say a few words about:  

The importance of being better prepared to restore 
the bulk power system after an outage has occurred. 

The need to develop strategies to continue to support 
critical social services when the power goes out. 

• Conclude with a short comment on challenge of 
balancing the desire to add more intelligence in the 
power system with the need to reduce the systems' 
vulnerability to cyber attack. 
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A brief tutorial on the  
structure of the power system 
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A brief tutorial…(Cont.) 

Control  
 center 

Not shown are 
connections to 
other control  
centers 
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A brief tutorial…(Cont.) 

Control  
 center 

The high voltage transmission 
system moves power from central 
generators out to where it is needed by 
factories, homes and commercial 
establishments. 
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A brief tutorial…(Cont.) 
While it is tempting to think of the high voltage system 

as working like this: 



Stiff Coil  
Springs 

Stiff Coil  
Springs 
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A quick tutorial…(Cont.) 
While it is tempting to think of the high voltage system 

as working like this: 

Because of its dynamic AC electrical properties 

a more accurate model looks like this: 
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A brief tutorial…(Cont.) 

Control  
 center 

Once the power has been delivered 
to the region where it will be used, 
the voltage is reduced and it is 
delivered to customers over lower 
voltage distribution systems. 
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Potential points of vulnerability 

Large Central Station
Generators

High Voltage
Transmission System

Lower Voltage
Distribution System

Customer 
Loads

Contral centerControl center 



11 

 1. Real or feigned attacks on 

(or failures at) central 

generation stations.  

Potential points of vulnerability 

Large Central Station
Generators

High Voltage
Transmission System

Lower Voltage
Distribution System

Customer 
Loads

Contral center

Most power plants are 

rather secure against all 

but very large terrorist 

attacks.   

Large natural disasters can 

of course disrupt them. 

Photo from www.rsc.org 

Control center 

There might also be some cases of 

fuel supply vulnerabilities (e.g. gas) 
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Potential points of vulnerability 

Large Central Station
Generators

High Voltage
Transmission System

Lower Voltage
Distribution System

Customer 
Loads

Contral center

2. Attacks on (or failures    

    in) transmission lines. 

In other parts of the world, 

terrorists and insurgents  
have attacked transmission 
lines. There have also been 
occasional "loan wolf" attacks 
in the U.S. Ice storms and 
hurricanes probably pose much 
greater risks in the U.S. 

Images: environment Canada; glassian.org 

Control center 
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3. Attacks on (or failures at)    

    substations. 

Potential points of vulnerability 

Large Central Station
Generators

High Voltage
Transmission System

Lower Voltage
Distribution System

Customer 
Loads

Contral center

A coordinated attack on a 
number of high voltage 
transformers is probably  
the greatest terrorist risk. 
 
Of course, in small numbers, 
substations are also 
vulnerable to natural events. 

Photo: firedirect.org 

Control center 
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Potential points of vulnerability 

Large Central Station
Generators

High Voltage
Transmission System

Lower Voltage
Distribution System

Customer 
Loads

Contral centerContral center

4. Physical and cyber attacks 

and failures in communication 

and control systems. 

Not shown are 
connections to 
other control  
centers 

It is very difficult to 

develop a solid 

assessment of the risk, 

but it is clearly growing. 

Unlike a physical attack 

on multiple high voltage 

transformers, a cyber 

attack is unlikely to bring 

power down for many 

weeks or months. 

Image source: defensetech.org 

Control center 
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Protection strategies 
Central plants:  Physical security, guards, guns and dog, etc., 
personnel security. Move spent nuclear fuel to long-term 
storage. 

Transmission system: More use of tower structures that can 
prevent domino collapse. 

Substations:  Protective barriers, walls and roofs, personnel 
security, stockpiled equipment, emergency replacement 
transformers. 

Control and communication systems: Improved/advanced 
monitoring and control systems, improved system estimation 
and response, high quality physical and cyber security, 
redundancy, advanced simulator training, personnel security. 

Distribution system:  Ability to selectively serve only the most 
critical loads, distributed generation, intelligent distribution 
automation. 

 

Bottom line: even with the best protection the 

system will remain very vulnerable. 
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This afternoon I will: 

• Offer a very brief tutorial about the bulk power system 
and note some of its key vulnerabilities. 

• Observe how much modern society depends on the 
continuous availability of electricity. 

• Say a few words about:  

The importance of being better prepared to restore 
the bulk power system after an outage has occurred. 

The need to develop strategies to continue to support 
critical social services when the power goes out. 

• Conclude with a short comment on challenge of 
balancing the desire to add more intelligence in the 
power system with the need to reduce the systems' 
vulnerability to cyber attack. 
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A secure and reliable supply 
of electricity is very important 

Annual U.S. sales of electricity in 2011 

totaled $371 billion, and, of course, that does 

not begin to convey its value. 
 

Nearly every aspect of productive activity and 

daily life in a modern economy depends on 

electricity for which there is, in many cases, 

no close substitute.  
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OTA 
In 1990, in a report titled Physical Vulnerability of the 

Electric System to Natural Disasters and Sabotage, the 

Office of Technology Assessment concluded that: 
Some terrorist groups hostile to the United States 
clearly have the capability of causing massive 
damage-the loss of so many generating or 
transmission facilities that major metropolitan areas or 
even multi-state regions suffer severe, long-term, 
power shortages. The absence of such attacks has as 
much to do with how terrorists view their opportunities 
as with their ability.  U.S. electric power systems are 
only one target out of many ways of striking at 
America, and not necessarily the most attractive.  

 
Office of Technology Assessment, Physical Vulnerability of Electric System to Natural Disasters and Sabotage, 

OTA-E-453, U.S. Government Printing Office, 63pp., June 1990. 
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NRC 
In 2002, the NRC report Making the Nation Safer noted: 

Analysis of possible targets, weapons, and delivery systems 
and of direct and indirect consequences reveals several very 
dangerous scenarios.  The scenarios of greatest concern 
involve the electrical system.  When service is lost, there are 
immediate consequences to every person, home, and 
business. An extended outage of electricity would have 
profound consequences… 

…The impact of a prolonged interruption in the electric power 
supply to any region of the country would be much larger 
than the economic loss to the energy sector alone…The 
nation's electric power systems must clearly be made more 
resilient to terrorist attack. 

NRC Committee on Science and Technology for Countering Terrorism, Making the Nation Safer: The role 

of science and technology in countering terrorism, National Research Council, 415pp., 2002. 
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High value of electricity 

The economic cost of the North 

East blackout in 2003 came to 

approximately $5 per foregone 

kWh, a figure that was roughly 

50 times greater than the 

average retail cost of a kWh at 

that time.  

To operate portable electronic 
devices, consumers routinely 
pay $1.85 for a D-cell alkaline 
battery that can produce 0.017 
kWh, yielding an equivalent 
price of $108/kWh!  

Source: Defense Meteorological Satellite Program 

Source: 

energizerbatteryfinder.com 

Note: for outages of days rather than weeks there 

is the issue of deferred output. See pg. 16 of the 

NRC report for other estimates of blackout costs. 
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A widespread outage that… 
….went on for weeks or months rather than a few days 

could be devastating to the U.S. economy…to say nothing 

of the enormous inconvenience it would produce. 

If it occurred during 

a heat wave or a 

particularly cold 

spell, it could also 

be life-threatening 

for more vulnerable 

segments of the 

population. 

 Sources: CDC and  

U. of Chicago Press 
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This afternoon I will: 

• Offer a very brief tutorial about the bulk power system 
and note some of its key vulnerabilities. 

• Observe how much modern society depends on the 
continuous availability of electricity. 

• Say a few words about:  

The importance of being better prepared to restore 
the bulk power system after an outage has occurred. 

The need to develop strategies to continue to support 
critical social services when the power goes out. 

• Conclude with a short comment on challenge of 
balancing the desire to add more intelligence in the 
power system with the need to reduce the systems' 
vulnerability to cyber attack. 
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This afternoon I will: 

• Offer a very brief tutorial about the bulk power system 
and note some of its key vulnerabilities. 

• Observe how much modern society depends on the 
continuous availability of electricity. 

• Say a few words about:  

The importance of being better prepared to restore 
the bulk power system after an outage has occurred. 

The need to develop strategies to continue to support 
critical social services when the power goes out. 

• Conclude with a short comment on challenge of 
balancing the desire to add more intelligence in the 
power system with the need to reduce the systems' 
vulnerability to cyber attack. 
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Chapters 6 and 7 
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Recommendations 
Chapter 6 

• Reexamine substation 

vulnerability. 

 

• More attention to outages from 

multiple failures. 

 

• Develop best practice for system-

wide measurement and 

assessment. 

 

• Plans for provision of service to 

critical customers. 
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Recommendations 
Chapter 7 

• Fund compact restoration 

transformers. 

 

• MOUs among key players on 

emergency response. 

 

• Utilities with standing and 

emergency regulatory 

exemptions. 
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Ch 7… 
Cont. 

• Training for key 

personnel. 
• Assess organizational 

& technical 

preparedness. 

• Allow private micro-

grids with DG. 
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This afternoon I will: 

• Begin with a very brief tutorial about the bulk power 
system and note some of its key vulnerabilities. 

• Observe how much modern society depends on the 
continuous availability of electricity. 

• Say a few words about:  

The importance of being better prepared to restore 
the bulk power system after an outage has occurred. 

The need to develop strategies to continue to support 
critical social services when the power goes out. 

• Conclude with a short comment on challenge of 
balancing the desire to add more intelligence in the 
power system with the need to reduce the systems' 
vulnerability to cyber attack. 
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While the grid can and should 
be made more secure… 
…and strategies can be developed to speed restoration, 

prudence suggests that at the same time we should 

place greater emphasis on finding ways to sustain vital 

social services, and minimize public and private costs, 

when the power goes out. 

In 2004, Jay Apt, Marija Ilic and I looked at this issue in 

an undergraduate student project course at Carnegie 

Mellon using Pittsburgh as a test bed. Students 

examined how robust the city would be in the event of 

outages of varying duration. 

Chapter 8 of the NRC report built on this and similar 

previous work. 



Some examples of "critical 
social services" 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Emergency Services 

911, emergency operations 

centers, and other dispatch 

Police services 

Fire protection services 

EMS  

Medical Services 

Transport ambulance services  

Life-critical in-hospital care 

(life support systems, 

operating rooms, etc.) 

Non-critical in-hospital care 

(refrigeration, heating and 

cooling, sanitation, etc. 

Clinics and refrigerated 

pharmacies 

Nursing homes and other 

non-hospital care 

Non-electric Public Utilities 

Water 

Sewer 

Natural gas 

Lighting 

Building evacuation and 

stairwell lighting 

Domestic lighting 

Lighting in commercial 

establishments 

Security lighting 

Street lighting 

Food  

Cash registers 

Lighting  

Refrigeration 

Restock operations 

Financial 

Cash machines 

Banking services 

Credit card  systems 

Fuel Infrastructure 

Pump operations 

Pipeline systems 

Local fuel storage capacity 

Transport and distribution 

capac ity and operations 

(including river locks) 

Whole sale and retail operations 

 

Communication and cyber services 

Radio transmission and recep tion 

Television transmission and 

recep tion 

Wire-line telephone 

Cable systems 

Wireless telephone 

Wired data services 

Wireless data services 

Computer services on customer's 

premises 

Computer services off  customer's 

premises 

Non-emergency government 

services 

Government information and 

service offi ces 

Prisons 

Transportation and mobility 

Building elevators 

Traffi c signals 

Tunnels  

Light rail systems and subways 

Conventional rail systems 

including railroad crossings 

Air traffi c control 

Airport operations including 

landing and related lighting 

River lock and dam operations 

Drawbridge operations 
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Chapter 8 

Figure source: Narayanan and Morgan, "Sustaining Critical Social Services During 

Extended Regional Power Blackouts," Risk Analysis, 32, 1183-1193, 2012.  
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Chapters 9 and 10 
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This afternoon I will: 

• Begin with a very brief tutorial about the bulk power 
system and note some of its key vulnerabilities. 

• Observe how much modern society depends on the 
continuous availability of electricity. 

• Say a few words about:  

The importance of being better prepared to restore 
the bulk power system after an outage has occurred. 

The need to develop strategies to continue to support 
critical social services when the power goes out. 

• Conclude with a short comment on challenge of 
balancing the desire to add more intelligence in the 
power system with the need to reduce the systems' 
vulnerability to cyber attack. 
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There are good reasons to add more 
intelligence and control to   

the bulk power system 

Extensive use of phasor 
measurements. 
 
Enhanced communication. 
 
Better supervisory control and 
modeling of operations. 
 
Flexible AC transmission systems. 

Photo sources: LBL, ABB, news.cnet.com 

• Greater capacity through existing lines. 

• Better stability control. 

• Ability to make power flow where economics dictate 

• Etc. 
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BUT, more intelligence, communication 

and automated control… 
…mean more potential points of entry for cyber attack.  

One key issue our committee did not address is how to 

strike the appropriate balance. 

analysis will be very challenging 

because of: 

Indeed, doing such an 

• Obvious security concerns and limits on data access; 

• The inherent difficulty of assessing the risks; 

• The motivation of some to hype the cyber risks. 

Image sources:  news.cnet.com; defensetech.org 
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For the balance of the meeting 



Balance of the meeting…(Cont.) 



Balance of the meeting…(Cont.) 



End 


