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Control Systems Definitions

Industrial Control Systems (ICS) are physical equipment oriented
technologies and systems that deal with the actual running of plants and
equipment, include devices that ensure physical system integrity and
meet technical constraints, and are event-driven and frequently real-
time software applications or devices with embedded software. These
types of specialized systems are pervasive throughout the infrastructure
and are required to meet numerous and often conflicting safety,
performance, security, reliability, and operational requirements. 1CSs
include Building Automation Systems (BAS), Building Management
Systems (BMS), Energy Management Systems (EMS), Emergency
Management Information Systems (EMIS), and Electronic Security
Systems (ESS).

Within the controls systems industry, ICS systems are often
referred to as Operational Technology (OT) systems.

Emerging Terms: Cyber-Physical Systems (CPS), Resilient
Interdependent Infrastructure Processes and Systems (RIPS)



Types of Building Control Systems

Advanced Metering Infrastructure Fire Sprinkler System

Building Automation System Interior Lighting Control System
Building Management Control System Intrusion Detection Systems

CCTV Surveillance System Physical Access Control System

CO2 Monitoring Public Safety/Land Mobile Radios
Digital Signage Systems Renewable Energy Geothermal Systems
Electronic Security System Renewable Energy Photo Voltaic Systems
Emergency Management System Shade Control System

Energy Management System Smoke and Purge Systems

Exterior Lighting Control Systems Vertical Transport System (Elevators and
Fire Alarm System Escalators)

Smart High-Performance Green Buildings are
highly integrated / interconnected



Johnson Controls Architecture
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Tridium Architecture
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System & Terminal Unit Controllers, Actuators

Field Server iLon Smart Server

Valve Actuator  Valve Actuator Pressure Sensor Temperature Sensor

Analog voltage, resistance, current signal is converted to digital, then IP



ICS Protocols

Internet Protocols

e |[Pv4 and IPv6

* Transmission Control Protocol (TCP)

e User Datagram Protocol (UDP)

e Hypertext Transfer Protocol (HTTP) - Port 80

* Hypertext Transfer Protocol Secure (HTTPS) Proprietary Control

- Port 443 Systems Protocols

e Tridium NiagraAX/Fox
e Johnson Metasys N2
e OSISoft Pi System
 Many others...

Open Control Systems Protocols

 Modbus: Master/Slave - Port 502
 BACnet: Master/Slave - Port 47808
 LonWorks/LonTalk: Peer to Peer - Port 1679
 DNP3: Master/Slave - Port 20000

* |[EEE 802.x - Peer to Peer

e Zigbee - Peer to Peer

e Bluetooth — Master/Slave



Building Control System Protocols

Typical file

Control systems are fundamentally extensions:
different than IT * ACD
 Can be based on Master and Slaves or * CXP
Peer to Peer * ESD

* Slaves have Registers and Coils * ESX
e Devices use several different * DA
programming languages to perform * LCD
operations * DO

* Not originally designed for security or * | CX
encryption * plcproject
*.PRJ

Master = Client : sends requests for values in the address *.PRT
Slave = Server : replies with data *.RSP
Registers and Coils = memory locations *.QXD

*.SCD



Typical Modbus Architecture
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Typical BACnet Architecture
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Continuous Monitoring and Attack Surfaces
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Tools

Information Gathering

* Google Search and Hacking
 Google Earth

* The Harvester

* Recon-NG

 Shodan

* Costar

Network Discovery & Monitoring
* Nmap

* Snort

* Kismet

* Nessus

 McAfee

* Sophia

* Bandolier

Attack and Defend Tools

« Kali Linux (Backtrack)

 SamuraiSTFU

* Wireshark

* Gleg

 Windows PowerShell

 Windows Management Information
Console

 Windows Enhanced Mitigation Tools

Windows Sysinternals

Assessment Tools
* DHS ICS-CERT Cyber Security
Evaluation Tool (CSET)

Virtual Machines
VM Player
 Windows Hypervisor



Google Hacking
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Google Hacking
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FY¥-13 Energy Projects: Madernize Industrial Contral System RM-1113414
Maval Base Kitsap (Bremerton, Bangor, Keyport, and Jackson Park), Washington

PART THREE - PROJECT PROGRAM

Project Program

RM-1113414, Modernize Industrial
Control System, Naval Base Kitsap
FY13

Naval Base Kitsap
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filetype:pdf -site:tridium.com site:mil

https://www.neco.navy.mil/upload/N44255/N4425513R40020005N4425513R400200
05N44255-13-R-4002_Part_3_Draft.pdf



Google Hacking Diggity Project
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ATTACK TOOLS

b Sometimes, the best defense le a good offense. Bishop Fax's attack taols for Google Hacking
A level the playing field by allowing our clients to find information disclosures and exposed
viulnerahilities before others do. Arm yourself with our arsenal of attack tools that leverage
Google, Bing, and cther popular search engines.

SaarchDiggny - Tool Screenshot Gallery
HACKING DICTIONARIES
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SnarePoirt - Googe and Bing Hacking
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http://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-
tools/#searchdiggity



Google Hacking Diggity Project

Google CodeSearch Bing LinkFromDomain DLP Flash Malware FortScan MotInMyBackyard BingMalware

Jf Simple | Advanced

API Key:| Create Hide

Query Appender
i Cancel
- Enter SHODAN ﬁkF‘Ikey—\[
i
= | Category | Search String | URL | Hostnames | City | Countryp
Queries SCADA Miagara Web Server  http://193.185.169.90/ Finland
|| LeTault Lreqentals = SCADA Miagara Web Server  http://12.171.57.87/ United Stated
Oy Fre | SCADA __ Niagara Web Server _hitp://70.168.40.243/  wsip-70-168-40-243. Cleveland United States
[ Printer SCADA  Miagara Web Server  hifp://216.241.207.94/  sciop-ip24.scinternet. Colorado City  United States
O Router SCADA Miagara Web Server  hitp://206.82.16.227/ niagarafred.norleb.kl Lancaster United States
M ScabA SCADA Miagara Web Server  hitp://184.187.11.158/ Omaha United Stated

[T Electro Industries Gaug -

[ Photovaltaic
[] Rockwell SLC-505 PLC Output \\

[C] SCADA USA \
« [ SCADA HTTPF/1.0 302 Moved Temporarily
] scada location: hitp://70.168.40.243/login Finding SCADA systems
content-type: text/html; charset=UTF-8 via SHODAN Diaai
Niagara Web Serve content-length: 116 gy
[ siemens s7 set-cookie: niagara_audit=guest; path=/

server: Niagara Web Server/3.5.34

...level the playing field...find information disclosures and
exposed vulnerabilities before others do...



Google Earth
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Almost every community has downloadable .kmz files of infrastructure
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GSA Smart Buildings Sources Sought
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Shodan
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Google Hacking-Database
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Google Hacking DB Search
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Shodan — Tridium Search

i B hn w shodanhg.comysearch?g=tridium = & | %) SHODAN - Computer Searc..

Exploits Scanhub Maps Bl Anniversany Promotion

*“ SHODAN [ oo

DDAN - Computer Search E.. Lt Login X
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Distech Controls
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Shodan — Distech Search

166.141.136.68 {HODAN - Computer Search E.. [g* Login

Wesizan Wiinslass

S
DicksSportingSEMS

- Usasrmanme: |

Passwaord:

HTTP/1.0 401 Unauthorized

WWW-Authenticate: Digest realm="Niagara-Admin", gop="auth", algorithm="MD5",
nonce="UvdraWNmNDAWNjE10Dc4NzBhYTc5NjMyYzlkYTk3NTg1ZDQy"
Content-Length: 56

Content-Type: text/html

Niagara-Platform: QNX Attacker has most of the
Niagara-Started: 2013-8-3-4-11-32 information needed to
Baja-Station-Brand: distech exploit

Niagara-Hostld: Qnx-NPM2-0000-12EA-FDCC
Server: Niagara Web Server/3.0



Kali Linux

kali.org - & [ usn . Kali Lire | Rehirth of BackT..

The most advancec . . B
oLl e e LD (L [ﬂ@]m

distribution, ever. B e e
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5t advanced and ile FE!!TE_H_TI[._"_ TEST!HG
testing distribution

eva
n tar beyone REDEFINED.

%
s -
A Project By Offensive Security

External Penetration Test

-

http://www.kali.org/

ABOUT Us




Kali Menu

Many exploitation tools



Target Sequence

Target 1 — Corporate
DMZ Web Server, php
exploit, use
Meterpreter

Target 2 — File Server,
psexec Pass-the
Hash exploit, use
Meterpreter

Target 3 — MS
Domain Controller,
nbtstat, netsh to
create Beacon, use
Meterpreter

Target 4 — ICS/BAS,
Modbus exploit,
locate devices

LEVEL'S
Enterprise Business Network

Corporate level applications used to support Enterprise Business and User Goals. tems
typically found in this zone include; Interet access points, Email servers, customer facing web
servers, internal web servers, CRM systems, HR systems, corporate directory architectures,
enterprise document management systems, and remote access VPN endpoints.

LEVEL 4
Business Unit or Plant Network
IT shared services for a local site, business unit, or subsidiaries. ltems typically found in this

zone include; local file and print servers, local phone systems, site directory replicas, site specific
remote access solutions, security event aggregators, and site specific Intemet access points.

DMz

Provides a series of function specific zones where services and data can be shared between

the zones. ltems typically found in this zone include; patch management servers, Anti-Virus
management systems, site specific application servers, jump host environments, business
intelligence systems, backend databases for site specific applications, and development systems

LEVEL 3
Operations Support DMZ

Includes the functions involved in managing the operations environment. items typically found
in this zone indlude; operations scheduling resources, reliability tracking tools, operations
simulation and modeling tools, contingency analysis tools, replicated historians, and data
visualization utilities. There may also be dedicated operations specific IT services such as
DHCP, LDAP, DNS, and file servers.

LEVEL 2
Supervisory Control LAN

Indludes the functions involved with operating the real-time control system. ltems
typically found in this zone include; control center operation workstations, Human
Machine Interfaces (HMI), engineering workstations, security event collectors,
operations alarm systems, communications front ends, data historians, and
network / application administrator workstations

LEVEL 1

Control Devices

Includes the functions involved at site spedific operating environments.
Items typically found in this zone include; dedicated operator workstation,
Programmable Logic Controllers, control processors, programmable relays,
Remote Terminal Units, and process specific microcontrollers.

LEVEL 0

Process Control Instrumentation Bus Network

Includes the functions involved in transitioning from cyber to physical and from
physical to cyber. Items typically found in this zone include; sensors, actuators,
motors, process specific automation machinery and field instrumentation devices.

IL, CUSTOMER FACING W
SERVERS, CRM SYSTEMS,
HR SYSTEMS

LOCALFILE

AND ECTORY REPI

ENFORCEMIENT ZONE

DEDICATED
CONTROL
OPERATOR
WORKSTATION

MOTORS ACTUATORS INSTRUMENTATION




Target 4 (ICS/BAS)

msf auxiliary( ) = show options
Module options (auxiliary/scanner/scada/modbus_findunitid):

Name Current Setting Required Description

BENICE Seconds to sleep between Stati
RHOST 10.254,254.20 yes The target address

RPORT 502 yes The target port

TIMEOUT 2 yes Timeout for the network probe,
UNIT_ID FROM 1 yes ModBus Unit Identifier scan f
UNIT_ID_TO 254 yes ModBus Unit Identifier scan to

msf auxiliary( ) > run

[+] Received: correct MODBUS/TCP from stationID
[+]1 Received: correct MODBUS/TCP from stationID
[+] Received: correct MODBUS/TCP from stationID
[+] Received: correct MODBUS/TCP from stationID
[+] Received: correct MODBUS/TCP from stationID
[+] Received: correct MODBUS/TCP from stationID
[+] Received: correct MODBUS/TCP from stationID
[+] Received: correct MODBUS/TCP from stationID
[+]1 Received: correct MODBUS/TCP from stationID
[+] Received: correct MODBUS/TCP from stationID 10

[*] Received: incorrect/none data from stationID 11 (probably not in use)

OO~~~ WKN R

Attacker has now identified the number of
Modbus devices on the networKk.




SamuraiSTFU Applications

T F ©
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puter Recently Used Leave

Favintes Apphoations Coarm|
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« Embedded Electronics  Network Protocols
* Field Technician Interfaces -« User Interfaces
* RF Communications




Launch mbtget Modbus Command Line

SamuraiSTFU 1.4 - VMware Player (Non-commercial use only) il

Player = = 0w -
r_ b v, E
Fle Edif “iew Bockmarks Setfings Help
= - | sk i
coaali) 3 @l 3l TR~ sb1get -h

uzaqe | mhiget |-hdsf]
|-u wnit_id] (-2 address| [-n rosber valua)
[-r MT]] 1-w5 bif_walus] |-wd word_walual

|-p port] |-t timeout] secveur
command 1irs ;
I show this Felp message
- o (ahow Tasre Trs
-8 mode [c=v on stdost)
rl ,
-ra
-F3
rd
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n hex [@sfault o= decieal)
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Mbtget: universal Modbus read/write, no authentication required



Mbtget Change Registers and Coils

rrrrrr

Player ~ | Hil ~ & = [
il ¥ ol Lay i
! Hslding regist olls | | i Tufiing
Fle Edit WView Bookmarks Settings Helj Add || memav o || i 4 Unblnd
|
—— 1112 p I
samural@SanuraiSTRU: -4 nbiget -a O -r3
values: ;
1 (ad GOBGA): 113
samural@SanuralSTFU: -4 nbtget -3 1 -r3
values
1 (ad GOBOL): 110
samural@SanuralSTrl: -4 abtget -3 2 -r3
values
1 (ad WIEClZ:'f 145
samurai@samuralSTEU: -4 abtget -3 3 -r3
values:
1 [Ellj I-_'l:lﬂl:la:l 125 Addang (ol ¢ empleted
samurai@sanuraisTel: -4 mbtget -3 @ -rl
values:
1 (ad GOG0A): 1
gamurail@sanuraisTrl: -4 nbtget -a 1 -rl
values
1 (ad GoBOL): e}
‘?EI'IUFB].@EHHLIPEiS'l'-U;-ﬁ nbiget -a 1 -w6 mgroil Euport | Modbus |- Slay on Lo
word write ok
EEIIIUFE'_[‘JEEI'IUI'“EiFFEU:'-E ﬂtthT a3l -r3 Holding reglsiers Calls Funcilans Tusmirg
values Y T i e Hind I d
1 (ad GoE01): z26
samural@sanuraiSTey: -% mbtget -a 1 -wS 2 >
option "-w5": bit_walug = .

samural@sanu raisTel: -4
b1t write ok

samurai@SanuraiSTEL: -4 nbtget -2 1 -rl

values
1 {ad GOEEL): 1
samuraigSanuraisTel: -5 i

Adding calls complels

ModbusPal Register and
Coil values have been
overwritten by mbtget.

Attacker uses vendor
product, install instructions
to identify initial settings,
then alter them.

No “error codes” show up
to alert operator a system
parameter has been
changed, but High Voltage
Alarm would be triggered,
unless attacker also
changed the Alarm value.....



Wireshark Home

| The Wireshark Network Analyzer [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)]
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The World's Most Popular Network Protocol Analyzer

T
WIHESHARK Version 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)

Interface List Open o Website
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Live k=t of the capture interfaces Open a previously captured file Wisit the project's website
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Open Recent: o User's Guide
*
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Start a capiure wath detaded opticns
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MNetwork Media
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L
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Wireshark is the world's foremost network protocol analyzer. It lets
you see what's happening on your network at a microscopic level.




Wireshark Modbus Captures
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Passive method to collect ALL IP data traversing, wired and wireless



