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Industrial Control Systems (ICS) are physical equipment oriented 
technologies and systems that deal with the actual running of plants and 
equipment, include devices that ensure physical system integrity and 
meet technical constraints, and are event-driven and frequently real-
time software applications or devices with embedded software.  These 
types of specialized systems are pervasive throughout the infrastructure 
and are required to meet numerous and often conflicting safety, 
performance, security, reliability, and operational requirements.  ICSs 
include Building Automation Systems (BAS), Building Management 
Systems (BMS), Energy Management Systems (EMS), Emergency 
Management Information Systems (EMIS), and Electronic Security 
Systems (ESS). 

Within the controls systems industry, ICS systems are often 
referred to as Operational Technology (OT) systems.

Emerging Terms: Cyber-Physical Systems (CPS), Resilient 
Interdependent Infrastructure Processes and Systems (RIPS)

Control Systems Definitions



Types of Building Control Systems

Advanced Metering Infrastructure

Building Automation System

Building Management Control System

CCTV Surveillance System

CO2 Monitoring

Digital Signage Systems

Electronic Security System

Emergency Management System

Energy Management System

Exterior Lighting Control Systems

Fire Alarm System

Fire Sprinkler System

Interior Lighting Control System

Intrusion Detection Systems

Physical Access Control System

Public Safety/Land Mobile Radios

Renewable Energy Geothermal Systems

Renewable Energy Photo Voltaic Systems

Shade Control System

Smoke and Purge Systems

Vertical Transport System (Elevators and 

Escalators)

Smart High-Performance Green Buildings are 

highly integrated / interconnected



Johnson Controls Architecture



Tridium Architecture



System & Terminal Unit Controllers, Actuators 

Valve Actuator Valve Actuator Pressure Sensor Temperature Sensor

VAV

JACE

L-switch

Field Server iLon Smart Server

BAS Remote Server

Analog voltage, resistance, current signal is converted to digital, then IP



ICS Protocols

Internet Protocols

• IPv4 and IPv6

• Transmission Control Protocol (TCP)

• User Datagram Protocol (UDP)

• Hypertext Transfer Protocol (HTTP) - Port 80

• Hypertext Transfer Protocol Secure (HTTPS) 

- Port 443

Open Control Systems Protocols

• Modbus: Master/Slave - Port 502

• BACnet: Master/Slave - Port 47808

• LonWorks/LonTalk: Peer to Peer - Port 1679

• DNP3: Master/Slave - Port 20000

• IEEE 802.x - Peer to Peer

• Zigbee - Peer to Peer

• Bluetooth – Master/Slave

Proprietary Control 

Systems Protocols

• Tridium NiagraAX/Fox

• Johnson Metasys N2

• OSISoft Pi System

• Many others…



Building Control System Protocols

Control systems are fundamentally 

different than IT

• Can be based on Master and Slaves or 

Peer to Peer

• Slaves have Registers and Coils

• Devices use several different 

programming languages to perform 

operations

• Not originally designed for security or 

encryption

Typical file 

extensions:

*.ACD

*.CXP

*.ESD

*.ESX

*.LDA

*.LCD

*.LDO

*.LCX

*.plcproject

*.PRJ

*.PRT

*.RSP

*.QXD

*.SCD

Master = Client : sends requests for values in the address

Slave = Server : replies with data

Registers and Coils = memory locations



Typical Modbus Architecture



Typical BACnet Architecture



Host Based 
Security 
Systems 
Scanning 
(Active)

Windows, Linux
HTTP, TCP, UDP

Intrusion Detection 
Systems (Passive)
PLC, RTU, Sensor
Modbus, LonTalk, 
BACnet, DNP3

Client Side Attacks

Server Side Attacks

Network Attacks

Hardware Attacks

McAfee

Nessus

Retina

Nessus Passive Vulnerability Scanner

Sophia

Grass Marlin

Others?

Continuous Monitoring and Attack Surfaces



Tools

Information Gathering
• Google Search and Hacking

• Google Earth

• The Harvester

• Recon-NG

• Shodan

• Costar

Network Discovery & Monitoring
• Nmap

• Snort

• Kismet

• Nessus

• McAfee

• Sophia

• Bandolier

Attack and Defend Tools
• Kali Linux (Backtrack)

• SamuraiSTFU

• Wireshark

• Gleg

• Windows PowerShell

• Windows Management Information 

Console

• Windows Enhanced Mitigation Tools

• Windows Sysinternals

Assessment Tools
• DHS ICS-CERT Cyber Security 

Evaluation Tool (CSET)

Virtual Machines
• VM Player 

• Windows Hypervisor



Google Hacking

https://www.google.com/#q=navy+tridium+bangor



Google Hacking

https://www.neco.navy.mil/upload/N44255/N4425513R40020005N4425513R400200

05N44255-13-R-4002_Part_3_Draft.pdf

filetype:pdf -site:tridium.com site:mil



Google Hacking Diggity Project

http://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-

tools/#searchdiggity



Google Hacking Diggity Project

...level the playing field…find information disclosures and 

exposed vulnerabilities before others do…



Google Earth

Almost every community has downloadable .kmz files of infrastructure



BING

Bird’s Eye provides high resolution 3d imagery



GSA Smart Buildings Sources Sought 

(1)

Google Street View provides very high resolution imagery 

of building &  surrounds



Shodan

Shodan is to OT IP addresses as is Google is to text search



Google Hacking-Database

http://www.exploit-db.com/google-dorks/



Google Hacking DB Search

Honeywell results



Shodan – Tridium Search

Direct Internet 

connected HMI



Distech Controls



Shodan – Distech Search

HTTP/1.0 401 Unauthorized 

WWW-Authenticate: Digest realm="Niagara-Admin", qop="auth", algorithm="MD5", 

nonce="UvdraWNmNDAwNjE1ODc4NzBhYTc5NjMyYzlkYTk3NTg1ZDQy" 

Content-Length: 56 

Content-Type: text/html 

Niagara-Platform: QNX 

Niagara-Started: 2013-8-3-4-11-32 

Baja-Station-Brand: distech

Niagara-HostId: Qnx-NPM2-0000-12EA-FDCC 

Server: Niagara Web Server/3.0 

Attacker has most of the 

information needed to 

exploit



Kali Linux

http://www.kali.org/



Kali Menu

Many exploitation tools



Target Sequence

Target 1 – Corporate 
DMZ Web Server, php
exploit, use 
Meterpreter

Target 2 – File Server, 
psexec Pass-the 
Hash exploit, use 
Meterpreter

Target 3 – MS 
Domain Controller, 
nbtstat, netsh to 
create Beacon, use 
Meterpreter

Target 4 – ICS/BAS, 
Modbus exploit, 
locate devices



Target 4 (ICS/BAS)

Attacker has now identified the number of 
Modbus devices on the network.



SamuraiSTFU Applications

• Embedded Electronics
• Field Technician Interfaces
• RF Communications

• Network Protocols
• User Interfaces



Launch mbtget Modbus Command Line

Mbtget: universal Modbus read/write, no authentication required



ModbusPal Register and 

Coil values have been 

overwritten by mbtget.

Attacker uses vendor 

product, install instructions 

to identify initial settings, 

then alter them.

No “error codes” show up 

to alert operator a system 

parameter has been 

changed, but High Voltage 

Alarm would be triggered, 

unless attacker also 

changed the Alarm value…..

Mbtget Change Registers and Coils 



Sample Captures (pcap)

Start and observe packets being captured

Wireshark Home

Wireshark is the world's foremost network protocol analyzer. It lets 

you see what's happening on your network at a microscopic level.



Modbus

Wireshark Modbus Captures

Passive method to collect ALL IP data traversing, wired and wireless


