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TO MAINTAIN NATIONAL SECURITY, U.S. POLICIES SHOULD CONTINUE TO
PROMOTE OPEN EXCHANGE OF RESEARCH

WASHI NGTON — To strengthen the essential role that science and
technol ogy play in maintaining national and econom c security, the United
States should ensure the open exchange of unclassified research despite the
small risk that it could be m sused for harm by terrorists or rogue
nati ons, says a new report by the National Research Council. Because
science and technology are truly global pursuits, U S. universities and
research institutions nust continue to welconme foreign-born science and
engi neering students, said the commttee of former national security
| eaders and senior university researchers and admi nistrators that wote the
report.

Whi |l e concerns about certain types of research findings falling
into the wong hands are legitimte and saf eguards are needed, the gains in
science and technology that flow fromthe free exchange of information far
out wei gh the slight risks, the report says. Extreme neasures to curtai
the flow of essential information or people would significantly disrupt
advances that are critical to U S. mlitary and econom c security. Meeting
t he chall enges of future technol ogical or biological threats depends upon
devel opnents that can only come from |l ong-term academ c research.

“In the years following the Sept. 11 attacks, research
institutions have established policies and procedures that address concerns
about security,” said commttee co-chair Jacques S. Gansler, former U S.
undersecretary of defense and vice president for research at the University
of Maryl and, College Park. “However, both the security and scientific
communi ti es agree that | osing our |eading edge in science and technology is
one of the greatest threats to national security. Unnecessary or ill-
conceived restrictions could jeopardize the scientific and technica
progress that our nation depends upon.”

Al t hough National Security Decision Directive 189 (NSDD
189) was enacted to assure that basic research remain open to publication
and foreign participation, many government policies and practices have
effectively reversed this in recent years, the report says. To ensure that
both security and scientific interests are protected, the federa
government shoul d establish a standing entity, preferably a Science and
Security Comm ssion, that would review policies regarding the exchange of
information and the participation of foreign-born scientists and students
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in research. The report suggests that the comm ssion be co-chaired by the
nati onal security adviser and the director of the White House Office of

Sci ence and Technol ogy Policy, and include representatives from academ c
research institutions and national security agencies.

“The U.S. security and research communities need to work
together to weigh the latest information about potential threats and ensure
the continuation of scientific research that could help mtigate them”
said comm ttee co-chair Alice P. Gast, president of Lehigh University,
Bet hl ehem Pa. *“Establishing this standing body would allow the nation to
stri ke the appropriate bal ance between science and security.”

Taking Action

After holding a series of regional meetings on university
canmpuses with a broad range of officials from security and academ c
research institutions, the National Research Council committee identified
speci fic actions that should be taken to foster open exchange of scientific
research -- all of which could be addressed by the proposed Science and
Security Comm ssion. They include:

e Ensuring that grants and contracts awarded to U.S. universities and
research institutions do not restrict the publication of unclassified
research. Although the principles and much of the wording of NSDD
189 is incorporated into federal acquisition regulations, contracting
officers and universities sometimes overl ook them the report says.
In addition, federal funding agencies should nmake clear to industrial
grant recipients that restrictive clauses governing publication or
the participation of foreign-born scientists should not be passed
down to universities subcontracted to conduct basic research.

e Reviewi ng the number of research projects that are categorized as
“sensitive but unclassified.” Numerous concerns have been raised
about the increasing use of this designation, which limts the
scientific comunity’'s right to publish the results of basic research
and restricts participation of foreign-born researchers. A survey
t hat exami nes the frequency of these restrictions and other
restrictive clauses should be perfornmed annually.

e Working with the U S. departnents of Commerce and State to conduct
regul ar, governnmentwi de reviews of export-control policy. Both
agencies maintain lists that bar the export of certain technol ogies
and information to foreign countries. However, many of the
restricted itenms are technologically outdated, w dely available, or
not controlled in other countries, the report says. |In addition,
reviews are needed to justify limts on “deenmed exports,” which
refers to the transfer of information to a foreign national within
the United States, such as a foreign-born scientist in a research
| aboratory or a graduate student.

e Fostering a productive environment for international science and
engi neering scholars in the United States. Foreign-born researchers
are significant contributors to U S. science and technol ogy
endeavors, the report says. |In fact, between 1990 and 2004, nore
t han one-third of all Nobel prizes in the United States have gone to
foreign-born recipients. The success of many U.S. universities and
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research institutions depends on attracting the best and brightest
students both at home and abroad. After tighter visa restrictions
were enforced followi ng the Sept. 11 attacks, international student
enrol | ment decreased dramatically. Although some visa restrictions
have been lifted and foreign enrollment is again on the rise, the
vi sa cl earance process should continue to be nonitored, the report
says. In addition, the government and Congress shoul d consider
extendi ng tenmporary visas for those working in high-demand research
areas and creating a new noninmm grant visa category for doctoral and
postdoctoral scholars. And the Technol ogy Alert List -- which
restricts some non-U.S. students and scientists from working on
legitimte technol ogies that could be m sused to threaten nati onal
security -- should be revised to include only areas of study that
have explicit inplications for national security.

e Devel oping policies and procedures for international oversight of
bi ol ogical and life sciences research that could be used for harm
The governnent must continue to devel op policies and procedures for
t he oversight of dual-use life sciences research that fosters
i nternational collaboration and control. Local nonitoring mechani sns
shoul d al so be coordi nat ed.

Forging Partnerships

To inmprove relations between the scientific research and
national security conmunities, universities and federal agencies should
create opportunities for university scientists to participate in governnent
security fellowships, and for members of the national security community to
participate in university fellowships, the report says. |n addition,
university | eaders must continue to educate adm nistrators, faculty, and
students about security, export controls, and other relevant policies and
procedures and ensure that they are in conpliance.

The report also calls on the National Science Foundation, the
departnments of Defense and Homel and Security, and intelligence agencies to
i ncrease funding for the social sciences, particularly |anguages and area
studi es. Such research could inprove understandi ng of the social,
cultural, and political bases of terrorismand identify potential
responses. The agencies also should fund additional research in security
risk assessnment and cost-benefit anal yses of security strategies affecting
uni versity research.

The study was sponsored by the National Institutes of Health,
U. S. Depart ment
of Health and Human Services, and the National Science Foundati on. The
Nati onal Acadeny of Sciences, National Acadeny of Engineering, Institute of
Medi ci ne, and Nati onal Research Council make up the National Academ es.
They are private, nonprofit institutions that provide science, technol ogy,
and health policy advice under a congressional charter. The Research
Council is the principal operating agency of the National Acadeny of
Sci ences and the National Acadeny of Engineering. A committee roster
foll ows.

Copi es of Science and Security in a Post-9/11 World: A Report Based on Regi onal
Di scussi ons Between the Science and Security Communities are available fromthe
Nat i onal Academ es Press; tel. 202-334-3313 or 1-800-624-6242 or on the |Internet
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at http://ww. nap. edu. Reporters may obtain a pre-publication copy fromthe
Office of News and Public Information (contacts |isted above). 1In addition, a
podcast of the public briefing held to release this report is avail able at
http://national -academ es. or g/ podcast.

[ This news rel ease and report are available at http://national -
academ es.org ]
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