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PROCEEDI NGS [9:05 a.m]

Agenda Item Welconme - Dr. Gast

DR. GAST: &ood norning, I'd like to wel cone you,
|"mAlice Gast, the co-chair of the conmttee fromthe
Nat i onal Academ es that’'s hosting this event and |I'm
pl eased to wel cone you to the second day of this
interesting and exciting conference, we're |ooking forward
to another day of fruitful discussions and I'’mjoined with
Jack Gansler in adding ny welcone to this nmeeting and thank
you for com ng.

|’d like to thank CGeorgia Tech and Enory
University and the Sout heast Regi onal Center of Excellence
for Bi odefense and Energing Infections for hosting us here
today. And 1'd also |ike to thank the Acadeny staff for
all their work in hosting this neeting.

W’ ve been delighted by the range of speakers and
the participants and we are strongly encouraging you to
freely participate in the discussion and we'll try to keep
to our schedule and | eave as nmuch tine for discussion as we
can today.

So we’'re here under the auspices of a National
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Research Council commttee called the Commttee for a New
Governnment - Uni versity Partnership for Science and Security.
W’ ve been charged by our sponsors, the NSF and NIH, and

al so by OSTP, to identify and host a broad and open

di scussion of the key issues at the heart of the bal ance
bet ween sci ence and security, and to offer them a range of
policy options for their consideration.

In carrying out this charge we’'re holding three
regi onal neetings at university canpuses, this is of course
the second neeting, the first was in MT in md-My, and we
will hold a third and final regional neeting Septenber 27'"
and 28'"" at Stanford, University, in California. Then we
wWill culmnate this activity with a convocation early in
2007 in Washington, D.C. So these regional neetings are an
essential part of the commttee’s activities to collect
input for its report, therefore we would |like to encourage
open and fruitful discussion fromthe speakers and the
attendees and fellow comm ttee nenbers.

It’s inportant to understand that the committee
has not yet drawn any conclusions and thus we greatly val ue

the input fromour participants so as our speakers franme
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sonme of the challenges we face in science and security we
wel come your thoughts and particularly your potenti al
sol utions and suggesti ons.

|I’d like to remnd you that we are in open
session on both days and we wel cone the public and so there
coul d be press present although | haven't seen any, but an
unedited transcript of the neeting will be posted on the
Acadeny’s website in a few weeks if you' d like to | ook back
at the discussion.

| have another little bit of a disclainmer that
sonetinmes conmttee nmenbers will nmake comments to provoke
further discussion and they shouldn’t be interpreted as
final conclusions or viewpoints, they do not represent the
views of the National Research Council or the commttee,
and soneti nes our probing questions are really just a line
for the purpose of gaining insight and provoking further
di scussi on.

The commttee will deliberate thoroughly before
witing its draft report and once it is witten it will go
t hrough a rigorous Acadeny’s review process, so there wll
be anple tinme for thought and revision and input. And to
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



that end | ask that anyone who has further thoughts and
would i ke to contact us to email Jack or me with further
itens of interest or news itens you m ght want to

contri bute.

So before getting started I’d Iike to introduce
our commttee nenbers to you for those of you who weren’t
here yesterday, Jack Gansler of course is the co-chair, we
have Louann Burnett, she’'s the biosafety officer at
Vanderbilt University, Gary Hart, fornmer U S. Senator and
now at the University of Col orado, M chael |nperiale,
prof essor of m crobiology and i nmunol ogy at University of
M chigan, Julie Norris, director eneritus of the Ofice of
Sponsored Prograns at M T and now a consultant, and General
John Gordon, retired fromthe U S. Ar Force although he
doesn’t seemto be retiring or retired.

Unfortunately several of our nenbers could not
make it, Arthur Bienenstock from Stanford, Karen Cook from
Stanford, Richard Meserve fromthe Carnegie Institute of
Washi ngton, and Elizabeth Ri ndskopf Parker from University
of the Pacific.

|"d like to especially nake note and thank Julie
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Garton and Mchelle Geen from Georgia Tech for their help
in having us here and hosting this nmeeting as well as Ruth
Ber kel man of Enmory University, so thank you very nuch for
your hospitality.

Sowith that 1'd like to turn it over to Paul
Gl man, the director of the OCakridge Center for Advanced
St udi es.

Agenda Item Concerns of the Academi ¢ Community

DR. G LMAN: Thank you. 1'Il rem nd our
panelists that we really do want to stick to the tine
limtations of about 15 m nutes each so we have anple tinme
for discussion, that’'s really inportant for the conmttee.
My own observations on this, yesterday we heard a | ot of
tal k of peer review as a process, institutional review
boards as nechani sns for wendi ng our way through the
security and research issues. In ny tine at the EPA |
heard nore criticismof those processes and those
institutions as nechanisns to safeguard then | did sort of
have them held up as the solution so | put that out for the
commttee renenbering that especially as it relates to
i ndustrial participation in those things there are a | ot of
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fol ks who woul d ask you to justify the use of those
mechani sns.

I nt roductions, Bob Cook-Deegan is the director of
the Center for Genone Ethics, Law and Policy at Duke’s
Institute for Genone Sciences and Policy, and is also a
research professor of public policy at the university and
at the nedical school, he’'s going to speak to us on ethics
and law in this matter.

Gary MIler is an associ ate professor of
envi ronment and occupational health at the Rollins School
of Public Health, also part of the Center for
Neur odegenerati ve Di seases at Enory. And he’s going to
speak to us fromthe perspective of the chair of the
institutional health and biosafety conmttee there, he al so
served while he was on the faculty at the University of
Texas on an institutional biosafety commttee.

Bill Wepfer is vice provost at Georgia Tech for
di stance | earning and professional education, he's going to
be speaking to us on the inplications of all this for
di stance | earning and professional education. | noted in

his bio he said as Georgia Tech noves towards a nore
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gl obal i zed university, ny center ran a session on export
control and the globalization of universities and we
actually used Georgia Tech as a poster child who gave a
presentation on that just a few nonths ago.

Gary Bertsch is the university professor of
public and international affairs, he’'s also the director
for the International Trade and Security Center at the
University of CGeorgia, he does research on trade,
technol ogy and strategic issues and he’s going to put this
in a framework of export controls for us.

So those are our panelists, Bob, do you want to
| ead of f?

Agenda Item Concerns of the Academi ¢ Community
- Bi odefense-Policy, Ethics, and Law

DR. COOK- DEEGAN: So thank you, |I’'m from Duke but
|’ mrepresenting the sixth university consortiumthat is
part of the Sout heast Regional Center of Excellence for
Bi odef ense and Energing Infections. Several other of the
menbers of this commttee are in the audi ence but the
peopl e who deserve special recognition are Meghan Davi dson
who's in the beautiful turquoise shirt and N cki Vonness(?)
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who' s right next to her.

And one of the features that I’mgoing to be
tal king about is an education nodule that was actually done
by sonmebody here at Enory, he’s not here today but Ruth who
was our connection to himis. And then each of the
uni versities has a nenber, at |east one nenber that is part
of a commttee that is overseeing the set of activities
that 1’mgoing to be tal king about and | |ist them here.
Ray’s in the back, Sam where are you, Sam Til den(?) was
here, there he is, and who el se, who am| m ssing, Stuart
Finder(?), and | don’t think I’ve m ssed anybody else. So
if you have questions about it you can ask any of us, we
actually do talk to each other.

So about three years ago the nation started this
huge i nvestnent that we’ ve heard about in increasing the
| evel of research going into biodefense and one of the ways
that that was done was through the National Institute on
Al lergy and Infectious D seases at NIH that decided to
spend | arge anmounts of this noney through regional
consortia, they mapped to the federal regions, there are
now ten of these centers. W are one of them as far as |
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know we’re the only one that has a policy, ethics, and | aw
corps and | thought it would be worth talking a little bit
about what we have done in that corps because | think it

m ght help you in the task that's facing your commttee in
t hi nki ng about the policy issues.

Policy is the first word in this corps activity
and there was a pretty good reason for that, we didn’'t know
exactly what we were going to be doing when this al
started so we decided the first thing we should do is go
talk to the people who were doing the science because we
were very clearly a corps of a grant. Now corps are things
that other parts of the grants are supposed to take
advant age of and use to nmake their work easier and better
and nore effective and we thought that what we should do is
actually ask the users what m ght be nost effective for
them what issues were facing them so we did.

Each of our nenbers at our respective
universities went out and talked with folks at their
universities and in the process of doing that we set an
agenda, we began to do conm ssioned white papers. | won't
go into the topics of those white papers, the nost
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10
inmportant thing on this slide is the URL to go to the
website. We have several white papers, the author of one
of them G G (?), is here, and there are several other
white papers that have conme up. Those were to educate
ourselves on the Pell (?) Corps first, then the
i nvestigators who are part of SERCEB, but these are
actual ly docunents that we think are of general interest,
several of them have been published in journals for general
r eader shi p.

But | wanted to talk in particular about three of
our activities that grew out of trying to figure out how we
could be useful. One was sonething that all of us have
tal ked about and it’s the first thing that anyone cones to
when they think about what are they going to change the
cul ture, change the norns, and nake scientists aware of the
consequences of creating results that m ght be m sused,
that’s a new gane that nmany biol ogists are not used to.

The first step is obviously to educate people and the way
that we went about doing this, we did not want to preach,
what we wanted to do was cone up with a tool that would

all ow people to engage the issues but w thout speaking down
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11
to them and so this was where the nmagi c of Verizon hel ped
and we designed an education nodule that is intended, our
primary audi ence for the nodul e was the peopl e doing
research in our regional center, nowits turned out to be
useful to other groups.

And | won’t say anything nore about it except
pl ease go take it. It does not use a select agent, it uses
a non-sel ect agent, but it goes through the issue of what
happens if you' re doing research, you submt a paper, and
sonebody cones back and says well you didn’t think about
how sonebody m suse this information so we're going to
review, we’'re going to do a special review of your
publication and we go through the | ab dynam cs and how to
t hi nk about those issues. So that was an education tool
first for ourselves, then for investigators, and now nore
general ly.

The next thing that we bunped into was these
regi onal centers have resources that they can spend on
pilot projects and there’s an application process, so it’s
i ke applying for a grant except it’s an internal

application process. Qur steering comnmttee that makes the
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fundi ng deci sions for those grants, or for those funding
streans, turned to us and said well you know there are a
few of these that kind of caught our attention and we think
that they mght raise issues of dual use. That imediately
got us in the gane of dual use review. Now we weren’t put
in place for that purpose but since we were there our
steering commttee turned to us, we are advisory to the
steering commttee, we didn't make any deci si ons about
fundi ng, what we said is here are sone questions that you
m ght ask the investigators.

So for exanple one of the first protocols that we
| ooked at that kind of nmade us stay up at night was a
proposal to take one of the henorrhagic fever viruses,
break it into pieces, nutate one of the proteins that is
involved in infectivity and pathogenecity and the intention
here was to attenuate the virus so that you could devel op a
vacci ne, everybody would agree that’s a wonderful thing.
But there’s a possibility of course that in the process of
doi ng random nut ati ons you' re going to change the host
range or you're going to change the infectivity in the
direction of increasing it, so we just asked the question
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wel | what are you going to do if that happens, are you

13

going to publish it, are the grad students and postdocs who

are doing this work going to talk to everybody, what are we

going to do with this information, what are you going to do

with the materials. Wat we quickly discovered is all we
did was ask the questions, it was left to the investigator
to figure out what the answers should be and the
investigators in answering those questions have al nost no
gui dance.

And that’s where we are, three years later that
is still where we are. If this cones up in your |ab you
can turn to places for advice, our policy right nowis
pl ease turn to the steering commttee for advice and we're
going to figure out sonething sensible to do. But we do
not have any particul ar guidelines for what shoul d be done
and | don’'t think we will until we’ve accumnul at ed enough
cases like this that the rules that we're beginning to
apply in making sensible decisions begin to codify what it

is that makes sense in a different context, then w'll hav

S

e

sone criteria, then we'll have sone experience, and then we

wi |l kind of begin to know what to do when these things
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happen.

Next step after having done sone dual use review,
and we’ ve done that now in two rounds and there was at
| east one protocol in each round that raised sone concerns
anong us that were reflected back on the investigators.
The next thing we did is we're trying to follow the
bounci ng ball in Washington, the same group of activities
that you all are trying to contend with as you're witing
your report, which is what are the rules going to be, what
are the criteria going to be, and we kind of thought we
could see the direction things were going, the Fink(?)
Report of course reconmended basically that the
infrastructure that’s been set up to do reconbi nant DNA
revi ew be retool ed, because it exists that infrastructure
could be used to do this dual use review

So we thought well okay, well then that neans
that institutional biosafety conmmttees are going to be the
ones that are in the crosshairs, maybe we should talk to
them So we got Gary and his col |l eagues fromthe other
five institutions that are part of our consortium we got
them together and said well what’s happening at your |evel,
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are you expecting to do this. And what we | earned of
course is that sonme of our institutions are goi ng ahead,
they’'re going to do dual use, Duke for exanple has deci ded
we’'re going to do dual use review for our institution and
our institutional biosafety commttee has said we want the
resources to teach our people what they need to know in
order to do a good job of this. Sone of the other IBCs are
waiting nore or less for the NSABB to nmake a decision in
Washi ngton and they're waiting nore for direction fromthe
top. And | think that’s probably what you would find if
you did a national sanple right nowis different groups are
approaching this in different ways.

So that’s ny plug for what we’ ve done with the
Pell Corps. | also after yesterday’'s talks, | learned a
| ot yesterday but | thought it would be useful to use a
nodel, a historical nodel, | tend to do history of
technol ogy, and I want to march, I’mgoing to go through
about six slides in a row here very quickly and |’ m goi ng
to only nake one very major point which is that we’'re
fighting the old war, we do this over and over and over
again, but I'’mgoing to show you sone nunbers about funding
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of research and bionedi cal research

This is a slide of all major, all the seven nmjor
accounts that fund R&D in the United States over a three
decade period starting in the *70s going through to 2000
and the only thing you really need to notice, these are al
inflation adjusted, and what |’ ve done here is |’ve
stitched together a bunch of disparate funding accounts and
the only one that you need to pay attention to is this huge
wedge in the back, that’s bionedical research, basically
what is nowthe NIH, and the thing to notice is that it’s a
whol e | ot bigger then it used to be.

This is the part of R& that has grown a | ot and
the United States is unusual in that it spends a higher
fraction of its R&D on |life sciences then our CECD country,
peer countries, and as a fraction of GP, U S. is the red
thing on the left here, as a fraction of GDP our
expenditures on life sciences are higher then any other
country that | know of of these that are accounted. And in
fact when the G obal Forum for Health Research took a | ook
and they added up the governnent and non-profit funding for

health research all over the world their first cut at this

NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the
workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



17

in 1998, they did this actually in 2000 but the nunbers
were from 1998, they thought the U S. accounted for 57
percent of the world total.

Now that’s probably down from what was probably
two thirds sonetine in the late *70s and it’s probably
going to continue to go down. And actually when they redid
t hese nunbers just last year it turns out that that nunber
shoul d have been 49 percent but it’s still a very, very
high fraction of the total funding for R&D.

Now t hat’s governnment and non-profit and that’'s a
rough equivalent to this red line here which is the, this
i s budget function 550, this is a nunber that Paul knows
quite well fromhis work at OVB, it’s roughly, NIH is about
85 percent of this but the thing to notice here is the
private R&D, this is just the nenbers of the Pharnmaceutica
Research and Manufacturers Associ ation, since the 1980s
when the arns race for R& and pharmaceuticals began it has
exceeded the rate of increase in the public sector.

And now I'mgoing to shift gears to one
particularly salient technology at its peak, this is the

year 2000 when the genome project was the thing. And we
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did a little snapshot of who's funding that research and we
found that governnent and non-profit, we had 70 funders
that we kept track of and they accounted for about a
billion and a half dollars. |If you took only publicly
traded conpani es, of which there are about 70 sone in the
year 2000, they accounted for about two billion dollars.
And then if you took the big pharmaceutical firnms and
est abl i shed biotech firns that’'s about another billion. So
if you add it up it’s about two to one private dollars to
public dollars.

Now why do | nention that? Well, these dollars
do not cleanly conformto national boundaries, they don't
behave by the rul es of governnent funding and they are not
constrai ned by national rules or many of the policies that
we were tal king about yesterday, it’'s a conplicated gane.

Now |’ m going to now, the nunbers that you’ ve
seen before are overall health R&D, these are the genone
funding figures and of course the U S. was spending the
nmost on genone research in the year 2000 conpared to any
other country. But here’s the magic of actually taking
figures and making them normalizing themaccording to size
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of the econony, suddenly the U S. drops from bei ng nunber
one to being kind of in the mddle of the pack here. This
was an anomal ous year, the country of Estonia has a | ow GDP
and decided to plow all of its health research into a
massi ve effort to study its popul ation using high tech whiz
bang genomcs, so it’s a really funny outlier here. But
the point is that Canada, the UK, Sweden, Netherl ands and
Japan and Germany were all spending a higher fraction of
their GDP on genom cs which is the hottest science of that
day. So these are countries that have deliberately
targeted genomcs and in fact what | think we’ve probably
seen since, we're redoing this right now, | don’t know what
t he nunbers are going to be, it would not surprise ne to
see that the Asian countries are probably now spending a
hi gher fraction of GDP on genomcs then the United States
iS.

Now what does that tell you? That tells you that
other countries are being strategic about how they think
about |life sciences and a lot of the talk that we were
goi ng through yesterday is not terribly relevant to that

kind of a gane. |If these countries are targeting their
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i nvestnments and we are not it suggests that the prem se
that we have sonething that’s really val uable and we have
to guard it is probably not the exact framework that you
want to be applying to your policy because we’re part of a
much nore conplicated worl d.

Here are sone hot areas right now where | presune
that the sane thing is probably going on, stemcells and
certainly synthetic biology and nanot echnol ogy are highly
relevant to our discussions today and other countries are
certainly paying attention to what’s going on in those
fields, at |east as nuch as we are.

So what are we going to do about it? Wll, |
think I've heard several historical nodels for how we
shoul d think about this problem the two that | think cane
back and forth were invoked several tinmes yesterday were
institutional review boards and the reconbi nant DNA revi ew
process. |RBs grew out, the way they happen in the United
States and here I'’mfocusing on the U S. nodel, basically
| RBs as we know them grew out of the intranural research
programat N H, that was beginning to develop in the 1960s.

Then there were a bunch of scandal s including Tuskegee but
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not restricted to Tuskegee in the early *70s, and an
apparatus was put in place and it was put in place under
threat of legislation, in fact Senator Kennedy basically
told NIH get your regulations in place or we’re going to
pass a | aw.

So the regulations, the 45 CF. R 46 and the
equi valent for the FDA were put in place very quickly by
NlH in response to threat of legislation and the thing to
noti ce about that, one of the issues that Lisa raised
yesterday was that industry is not covered for reconbi nant
DNA. Well, it is covered for human subject protections to
the extent that any product or service is going to be
regul ated by FDA confornms to the common rule for |IRBs
t hrough the FDA regul ations and that’s a nechani smt hat
coul d be used for any procedure that you put in place for
dual use review.

The ot her nodel is reconbi nant DNA whi ch grew out
of the noratoriumin the md-*70s and |led to guidelines
that were devel oped in 1977. Again there were 16 bills on
the floor of the U S. Congress in March of 1977 and none of
t hem passed, and the reason they didn’'t pass, probably two
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reasons, one is that that’s the year that we cloned insulin
and it began to | ook |ike reconbi nant DNA was going to be
really useful for medical purposes, took a little bit of
the heat off because all the discussion up to that point
had been about the dangers of reconbi nant DNA and suddenly
there was a retooling, a reframng of the questions in
terms of benefits of reconbi nant DNA.

And al so the scientific comunity stepped forward
and basically put in place a credi ble set of guidelines
that are admttedly voluntary for industry but they’ ve been
in place for a good long time. This structure has been
ret ool ed once already, the reconbi nant DNA revi ew process
was mai nly about biohazard from 1977 to roughly 1990.
Starting in the md-1980s it began to retool to becone the
process for review ng gene transfer protocols for clinical
research in human beings, that is inserting reconbi nant DNA
into human beings, and it becane a second | evel of review
over IRBs and IBCs at the federal level. So that required
the federal commttee to retool itself and reeducate itself
about clinical research

The proposal that the Fink Conmttee put on the
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table was to retool it again and use it for dual use
review Could it do that? O course it could. But would
it take sone tweaking? Yes, it probably would and it would
take sone attention to covering industry in particular.

Finally just a nmention, nobody has tal ked about
it yet I don't think, there’'s a very active discussion
right now in synthetic biology and nanotech and those two
overlap quite a bit. A lot of it is focusing on one key
technol ogy which is how do you make DNA in large quantities
and control |l able structures. There are proposals on the
tabl e that have actually been proposed by the scientists
t henmsel ves, George Church in particular, to screen any
requests to make a big segment of DNA and al so to keep
track of who's manufacturing these nachi nes because ri ght
now there aren’t a | arge nunber of people who nake these
machines, is it possible to keep control of this particular
sem nal and key technol ogy for synthetic biology. | don't
know what the answer is and that’s an active debate and
it’s sonething that 1'’msure that you all are paying
attention to but | think it mght be worth, if you haven’'t

al ready, you nmay have already done this, it would be worth,
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okay.

And finally, this will be the last thing that I
say, it seens to ne that the real questions facing you are
how do you make decisions in such a way that you begin to
accunul ate a feedback nmechanismthat allows you to nake
better decisions the next tine around so you' re capturing
t he experience and turning it into sonething that can be
i nproving over tinme. One thing that we kind of screwed up
in the *60s when we were thinking about | RB revi ew was they
didn't conme up with a procedure for appeals so IRBs, a | ot
of the pathologies of the IRB process are attributable to
the fact that each institution gets to make deci si ons but
there’s no way that when an | RB nakes a bad decision it has
to take account of other IRBs in other places and there’s
really no federal court systemor court of appeals to
rationalize those decisions. So as you’'re thinking about
it it would be a good idea to pay sone attention to that
f eedback nmechani smthat cones from having an appeal s
pr ocess.

"1l just say orally what | said on the slide,

one of the discussions yesterday was about there's really
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two frameworks going on sinultaneously that we' re tal king
about as we’'re thinking about allocating resources. One
framework is we’ ve got sonething where we want to think
about how do we control access to information, materials,
and di ssem nation of information that m ght be m sused,
that’s a framework for kind of regulation and oversight.
And you can spend resources in doing that to try to achieve
the end of reducing the risk.

G G’'s point yesterday was there’ s another way to
al l ocate resources which is to kind of assune that
sonetinmes bad things are going to happen, sone of those may
be by deliberate use or they may be from energing
i nfections that happen anyway, and another way to spend
sone of the sane resources mght be to have a systemthat
acts faster and better and nore efficiently when sonethi ng
bad happens. And there’s a tradeoff going on here, these
are not inconpatible systens and in fact you' re probably
going to have to do both, but they are two very, very
different ways and | think you do need to have a way of
deci di ng what | evel of resources to pursue through which
channel because you can spend a | ot of noney on regul ation
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and still bad things are going to happen, and | think that
was G G’'s nmain point yesterday and I’'Il finish with that.
Thank you.
-- [Appl ause.] --

Agenda Item Concerns of the Academi ¢ Community

- Challenges for Institutional Biosafety Commttee
DR. MLLER Ckay, so I'’mgoing to be giving you

t he perspective of the IBCs, very nmuch focusing on this
academ c perspective.

As all of you know I BCs are based upon the N H
gui del ines for reconbi nant DNA but many, including Enory,
al so oversee infectious agents, biological toxins,
hazardous chem cals, that Enory just thought nmade sense
because these are concerns on canpus froma health and
bi osafety standpoint, and we are al so now dealing wth dual
use, primarily based on the recomendati ons of the Think
Report and their recent initial draft they put out of sone
guestions that where it’s incorporating those things right
into our application process. So we haven't really seen a
lot of it yet but it will be able to give you sone feedback

on that in a few nonths after we’ ve seen nore proposals
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t hat way.

The ot her aspect of this was that at this point
the IBCs are probably the closest thing to the science and
security entity that exists on canpuses right now. Now
whether this will end up being the arm of recommendati ons
that are given or just a nodel, maybe there will be a new
bi osecurity commttee that’s devel oped, or it m ght just
serve as a sieve that we mght identify things that need to
go to this new commttee. It clearly has many of the make-
up of what you' Il see in a commttee that we' Il be dealing
with, the concerns that will cone out of this comnmttee
ultimately.

You don’t really have to worry about reading
these details, this just gives an exanple of what a typica
day in the life of an IBC nenber is, and what you should
note is that there’s a lot of things going on and the
investigators are worried about their grants and their
teaching and all their other concerns, and they try to fit
inthis commttee work in there but there’s not a | ot of
extra tinme to pursue all sorts of other endeavors. So the

menbers tend to be faculty, they' re over extended, and
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there’s very little time to devel op new policies or forns
relating to biosafety, not to nmention biosecurity, |ike how
do you cone up with all these new forns and every
university is doing all these things, all these different
pl aces. So you go and hire an individual to handle all
these issues and hire a biosecurity person, you may need to
have sone of that support but the idea is to engage the
i ndi vidual s on the canpus that are doing the research, so
you really want to have the conmttee, you want to have the
faculty heavily engaged in this where they rotate through
these comm ttees and nore peopl e understand why they're
doing it, and it will make it nmuch nore successful, so you
still need to focus on this commttee structure.

So what | actually just took over as chair of the
| BC about six nonths ago and as | |earn nore and nore about
it, 1’ve been on the commttee for a while, | canme across
this mantra of the comunity, that if you ve seen one |IBC
you’ ve seen one IBC. And this, it’s sonewhat comcal, |
find this to be very unfortunate because while you’ll
expect to have sone variation across canpuses because
you' Il have a private nedical institution or a state
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



29
university that has a |ot of ag progranms, it would seem
that if some program has devel oped a very good way of doing
it that you' d be enulated by others. There s no reason for
every university to keep reinventing the wheel over and
over and over.

And for biosecurity | think this is even a
greater issue in that you have to have consistency and
conpl i ance across canpuses, if you have 75 percent of
uni versity having great biosecurity prograns and the other
25 percent don’t, that’'s a failure, you can’t have that
many people not working with that. And so what |’ m goi ng
totry to talk about nowis really the how that was tal ked
about yesterday, how can we actually get the university
canpuses to be successful in inplenenting some of these
things. So again, to nme one of the biggest challenges is
how to i nplenent these plans at the individual universities
and | believe that investnent in this information
di ssem nation on the front end will greatly inprove the
conpliance and consi stency across university canpuses, SO
again how would we actually do this.

So it’s by providing useful guidance, if you have
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gui dance for these things that include things |ike chapter
five, section B, article three, line four, you ve fail ed.
Professors don’'t want to read all the |egal ese stuff, they
just don’'t want to see that. But if you had an easy to
fol |l ow gui de book that had advice, training materials and
sanple forns, so rather then having to reinvent these
things they could just say oh, | can just downl oad that,
put the Enory header on top, nmake these nodifications for
my university, you'll really take out all that extra work
that there’'s really no time to do, but you also have this
basic standard that will neet the expectations of the
commttee. And | think this would be very well received by
the academ ¢ community because | think that on these
commttees we’'re not as concerned about like this issue of
an unfunded mandate, it’s nore of the uninfornmed nandat e,
we don’t know what to do, it’'s not that there’ s not the
resources, we just, we’'re flying blind on these things and
it’s a big challenge.

So what | woul d propose when |ike the Fink
Report when you cone out with the Alice and Jack report or

whatever it would be called, that it’s followed up with a
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recomrendati on or conmm ssion of this book, Science and
Security and Academ a, which will be the guidelines for
these progranms to be inplenented in academ c settings, |ike
a how to guide to actually make these things work. So what
you’d have with this, you d have, for exanple you would
have sone background on what it neans for science and
security on the university canpuses.

| think it would be really good to establish |ike
a biosecurity assessnent team on each canpus, this would be
a high level thing, vice presidents of research, deans,
departnent chairs, biosafety people, 10COOC(?) officials,
and they woul d assess what that university needs. And then
fromthat you would build your institutional biosecurity
team So again there will be differences across canpuses
but if you start with this basic guideline about how to do
t hese things everybody will be starting fromthe sane | evel
and then they' || be able to adapt it to their program

And then the idea of devel oping these policies
and procedures manual s, again, this could be sonething that
could be tenplated out for themand then they could add in
as they identify if they have issues of the classified
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research or it’s all mainly nedical school based or if it’s
agricultural, they can adapt these things right to their
policies fromthat.

And then the appendices could actually have these
tenpl ated forns, the policies and procedures, the
educational materials. And this is a very inportant part
of this, for exanple Bob nentioned O eicins(?) educational
nodul e for dual use. Well, this was a very well done
website and | was able to have all nmy I1BC conmmittee nenbers
go and take, go through and take that training and get them
up to speed very quickly on these dual issues. But if it
hadn’t been done in a professional high | evel thoughtful
manner it wouldn’t have been very useful.

And then also the educational materials you would
need for the university personnel. Training |BC nenbers or
commttee nenbers is different then a general university
popul ation, you need different tools, different handouts,
different types of web materials, and | think the
suggestions will nmake these things work.

And again sonething |ike devel oping a web based
program so an exanple of this, I'"mgoing to pick on Enory
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sone here, this is a website fromEnory’ s |1 OCOCC website
and it has new | OCOOC policies have been posted and the
date is 2002, and the chair |isted was gone two years ago
and it’s very hard to follow, there’s no rhynme or reason to
it, and so if an investigator goes to this website or
actually at the tinme, the sanme thing we have for IBC, it’s
very, it’'s not useful, and so the investigators don't see
that as a place to go.

But then I went to UCSF' s website for their
| OCOOC and they have a very nice |layout that has all the
proper |inks and everything you want to know is on that
initial face page, it can link you to what you need to
have. And so the sanme thing, if you re going to set up
these security issues you want to do it at a high | evel
because academ ci ans can be very peculiar this way, that
they go to sone place and it doesn’'t work or it’s not
updated, they just dismss it forever on. And so if you
can put sonething up there that inpresses themthey’' |l be
nmore engaged with it and actually use that.

So sone final thoughts, when devel opi ng these
gui del i nes renenber the people, like ne, who wll be
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i npl enenting these plans. If you want these academ ci ans
to conply we have to armthemwi th the tools that are
necessary for their success. And if you don’'t want to do
that you can go to sonething a bit nore dramatic, and |’ 11
end with this, I'lIl just let you read that and you can see
the surgery this individual had.

-- [Laughter.] --

-- [Appl ause.] --

Agenda Item Concerns of the Academi ¢ Community
- Inplications for Distance Learning and Professional
Educati on

DR. WEPFER: Wiile we deal with the technol ogy |
can start and put a couple things in context, and then
we'll bring the slides right up. | amreally happy to be
here and we're really happy as a representative of Georgia
Tech to have this group here, this is really exciting and
i nportant work.

| sonetines call nyself the cats and dogs vice
provost because | do things that are either not strictly
research, not strictly education, kind of the things that
sort of fall in between. And of the two things that fall
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in between that are of relevance today are both in the area
of distance |learning as well as continuing education. In
any event, that’'s what happens when you' re the boss, you
have people far smarter then you on the technol ogy.

Let me also kind of put a couple of things in
perspective. At Ceorgia Tech | sonetines, we’'re a public
institution, we’'re not a |land grant but in sone ways we’'re
a near land grant, and we’'re al so one of these hybrids that
sort of we’'re sonewhat private |like, sonmewhat public Iike.
And so the reason | coment about that is nost of what | do
is in the education field and if you go back to the Moral
Act or wherever before one of the fundanental values that’s
in our genes, it’s our legacy, is the sense of openness and
transparency. And | think at Georgia Tech we’ve devel oped
rel ati onshi ps over the years primarily based on our defense
work where | think we’ve adapted a healthy attitude and
relationship to be able to have that bal ance between both
t he openness aspect as well as the national security
aspects.

So in any event | think we're a pretty good case

study of how we can do things and I think, | sort of Ilike
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the spirit that during all those very intense Cold War
negotiations with the Russians the idea of trust but
verify, | think we’ve got a spirit |ike that on our canpus
that so far has served us very well.

| also want to nake the comment that in the area
of distance | earning we have nine engi neering degrees,
they’'re all physical science based, we do have engi neering
prograns and bi onedi cal engi neering but none of the health
or biologically related stuff is delivered either as a part
of any of our continuing education prograns or as a part of
our distance education prograns. And what’s kind of
i nportant about that is the fact that the nmasters degree in
the hard core engineering areas has a | ot of professional
value. Sonme of the science based prograns, the nasters
degree can sonetinmes be viewed as a consol ation prize for
t hose people who don’t go on to the Ph.D. but in the
engineering world it’s a very val uabl e and i nportant
credenti al .

The other comment | want to make before | nove
forward is distance learning is a real noving target.

have a coll eague of mne who is just retired and he worked,
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had a career doing sone fairly interesting signa
processi ng work, he spent the last three or four years of
hi s career working on devel opi ng these techni ques for

t eachi ng technol ogies and his definition of a distance

| earner is anybody beyond the first row And so | think
t hat gives you sone context for just how sort of the
education dissem nation of information has becone so
pervasive, it’'s a real noving target.

Let me go through and just put sone standard
items up here. Wen we do a distance |earning program
when we do a continuing education program we have to ask
oursel ves what’ s the objective and does it nmake sense, and
|’ ve got educationally and financially but I think we’ ve
gotten pretty good at Ceorgia Tech at asking are there any
national security inplications to these prograns. |If
you're going to partner it is absolutely critical that you
ask sonme very, very serious questions about the partner.

We have a lot of faculty that have for exanple
col l aborations with China and I"msure |ike many fol ks you
go over and you cone back and you're really excited but
then you’ve got to kind of deconpress and ask yourself sone
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i nportant questions about who's getting what, what are the
benefits, what are the risks. Definitions and | anguage are
critical because sonetines what we nean is not what either
a customer nmeans or what our partnering entity neans.

Wthin the State of Georgia and Georgia Tech
we're pretty firmin insisting on using State of Ceorgia
| aws which will help us a lot. Sonetines there are issues
and our counsel is here to make sure | don’t say anything
wong but | think that’s been a very inportant thing for
us.

And then a key issue is curriculumcontent, we’'re
not going to conprom se on curricular content, our faculty
hold that authority. But now curricular content in a day
and age of distance learning gets to be very interesting
and |1"ve kind of intentionally put curricular content right
in front of inport/export. In this day and age what do you
do about | aboratories? In the old days people in our
di stance prograns woul d actually cone to canpus and do
| aborat ori es but now you can do virtual | aboratories, you
can do simul ations, very sophisticated software. W talk a
| ot about dual use but | al nost view sone of these
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si mul ati on packages as being sort of a nmulti-tiered use.
And so the separation at the graduate | evel between
educational content and research is a very grey area. |
mean |'ma faculty nenber too and you can have a syl | abus,
you can plan ahead of tine, but you re in the fifth week of
cl ass and you’' re doing sone stuff in the research | ab,
you' re teaching this high | evel graduate course and you get
an idea and you say well | want to do this in ny class and
soit’'s really critical that for faculty nmenbers working in
sensitive areas we provide sone education and awar eness for
them so they have a sense of how far they can go and when
they can pull back.

The ot her area of the conputer technology is do
you have the right safeguards in terns of protecting your
systens and not allowi ng the software or your networks to
be abused. And with the advent of very |ow cost high
bandwi dt h vi deoconferenci ng you can have sem nars now with
participants from several locations in the world, how do
you manage the content, how do you make sure your protect
what ever information that you need to protect.

The inport/export, deened export concerns,

NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



40
certainly nost of what we do is either public domain,
graduate | evel material or fundanental research, but again
when you get into interactive global situations how do we
know that that student in our Shanghai Jao(?) Kong(?) dual
degree program does not work for the Chinese equival ent of
the CIA | nean | do worry about that at tinmes. W worry a
little bit about sone of our programs in the sense that we
have an aerospace programthat we provide donestically,
it’s open record, educational graduate |level stuff. W
have not taken that overseas because its in sonme circles
considered to be a pretty sensitive technol ogy and yet we
provi de our electrical engineering globally and there’'s
sone pretty sophisticated courses in electrical
engi neering, they're part of the traditional or the
enmerging curriculumin the country, and yet it’'s sonetines
hard for me to explain to our faculty in aerospace
engi neering the concern about that content as opposed to
t he concern about what we’'re already doing in nechanical or
el ectrical engineering.

So those are sonme concerns that we have, |’ m not
sure we have any easy way around them we handl e things
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case by case right now

Anot her issue that | think we have to deal with
that is sort of interrelated to sone of these is the
copyright issue and Congress passed the TEACH Act in 2002,
the intent of that was to begin to deal wth what you m ght
call digital rights managenent and it puts sone, it
enhanced sone of the definitions, added sonme clarity on the
limts of the use and the dissem nation. Froma provider
standpoint we try to rigorously adhere to the limtations
i nposed by that |egislation, but we al so have to be careful
about again technol ogy access, |icensing, and issues |ike
t hat .

We al so understand that the copyright |aws are
going to continue to evolve just because of the technol ogy.
Certainly there are IP licensing royalty tradenmark issues
that are very, very inportant, again our open nature, we
tend to want to give stuff away, and if it’'s intellectual
property one of the challenges that | have is to explain to
our faculty that yes, you mght want to give it away but
wait, there may be some value to this that you could
benefit from the university could benefit from the state
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or the nation could benefit from
Accredi tation issues, we have had sone
exploratory discussions to work in some way shape or form
inIndia. For the last four or five years we’ve had about
a half a dozen students at the GE research lab in India.
The arrangenent we have with GE is we work everything
through GEin the U S. so all the noney flows, they pay ne
real U S dollars, | maintain tuition integrity, the
students are admtted, they access stuff through our
servers, it’s areally nice situation and its worked well.
I nteresting, when we were in India a couple

nmont hs ago we had di scussions with a variety of people and
there was a real m xed reaction in the sense that are we
subject to the accreditation policies in India and we’ ve
taken the position no because we deliver everything from
the U S. but we did have sone discussions and sonebody
printed out the Indian educational stuff and that may be
one where we’'re going to have to beg for forgiveness rather
then ask for permssion. But you run into all of those
ki nds of issues educationally when you go overseas or have

an international partner. And certainly there are HR

NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the
workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



43
regul ati ons, even student discipline situations, that you
get so Anerican centric about dealing with the advanced
state of our |abor |laws and human rel ations issues that
they’'re different in different parts of the world.

The last point | wanted to put here is another
itemthat | sonetines worry about and that is our faculty
consulting. W have a policy like every university where
we try to have clear policies and faculty try to go through
and ask for permssion, it’s within certain guidelines and
protocols. But our faculty and entrepreneurial and it’s
not sonetinmes that they don’t want to pay attention,
sonetinmes they forget, they don’t know, and oftentines
there’s a fine line between what they' re doing for the
university and what they’'re doing on the consulting side,
and al though at the end of the day the faculty nenber
t hensel ves have sone liability if they don't followthe
protocols you really don’'t want to get into that situation
you' d prefer to avoid it.

This is not so nuch dealing with the national
security issue but | think we in the universities in spite
of our legacy and tradition of wanting to evangeli ze
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knowl edge to the state, to the nation, to the world, we
also live in a financial world and we’ve got to ask sone
very tough questions and | sonetines think we maybe aren’t
ri gorous enough in asking the fundanmental dollar questions,
| mean |’ve just put down a nunber of different itens there
and then at the bottom when we do these activities how do
we know we’'re successful, | think that’s sonething we
really have to think about.

And then finally, the advantage of being here on
the second day is | think Senator Hart asked the question
yesterday, how can this conmttee help us, well |let ne just
say what do we do. Well in ny shop, working with our | egal
staff and Jilda s(?) office, we do have a protocol that
we’ ve established where we ask all of our faculty invol ved
in distance ed and continuing education on a yearly basis
to go through and file sort of self reporting process for
export control as well as copyright. And we review them
|”ve got a couple people in ny shop, we work closely with
Jilda’s office, legal and research security, to make sure
t hat our ongoing prograns are in sone |level of conpliance.
And then we al so have a simlar review that we’ ve
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instituted for any new prograns that people wish to start
or create and certainly we’d be happy to share that with
anybody here who m ght be interested.

And what do we want? Well, | think two real
things and when | say clarity |I’mnot |ooking for
exactitude because obviously it’'s a noving target, | don't
t hi nk you can have black and white rules, but sone
additional clarity on the deemed export issue, | think that
woul d be hel pful to us. And then certainly sone clarity
and gui dance wth respect to the various overl apping and at
times conflicting federal regulations. | know that’s kind
of |ike asking for the inpossible but again we want to
conply, we want to do the right thing, and so anything you
can do to bring that clarity and give us sone gui dance
woul d be appreci at ed.

Thank you.

-- [Appl ause.] --

Agenda Item Concerns of the Academic Community
- Export Controls

MR. BERTSCH. Good norning. | want to thank the
Nat i onal Acadeny, our conmttee and our sponsors for
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organi zing these neetings, | found them useful and | hope
that you have as well. |’masked to address the concern in
the Acadeny related to export controls.

| went around ny university, |’ve gone around
sone ot hers, and asked about concerns on export controls
and nost of the faculty said what are they. Not only
faculty but about 30 years ago | went to a fell ow professor
at the University of Georgia, former Secretary of State
Dean Rusk(?), we both cane as new faculty to the university
in 1969 and about ten years later we were in a discussion
about export controls and he said you know during ny eight
years of service to Presidents Kennedy and Johnson | really
never figured out what these were and how i nportant they
wer e, whether we were doing the right thing.

And | thought well that probably requires sone
research and attention and we put together over the last 20
years a program at the University of CGeorgia Center for
I nternational Trade and Security where we’ve given a | ot of
attention to export controls. | started by going to
Washi ngton and tal king with people in our Congress and

executive branch about what we were doing, | got involved
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in the renewal of the 1979 Export Adm nistration Act, one
of our last real in depth renewals of this |egislation.
More recently we’ ve been working primarily on international
export controls, places like Russia, China, India, need a
ot of help and we’re involved in that work. But | also
think giving considerable attention to how we handl e our
export controls in this country are critically inportant to
sci ence and security.

Well we know that export controls are | aws
intended to restrain the transfer of technol ogy, techni cal
information to proscribed nations and users, we certainly
don’'t want to get sone of the things that are being
researched on university canpuses to get in the hands of
terrorist groups and other proscribed nations. During the
Col d War when export controls were really devel oped as we
know t hem t oday we were concerned about nucl ear weapons
design getting into the hands of the Soviet Union, it was
primarily business, the national |abs that were nost
concerned about export controls, but today there are many
things going on in university canpuses that can be
significant to national security. And so we see export
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controls becom ng nore wi dely discussed on university
canpuses and there are concerns.

These concerns relate primarily to foreign
schol ars, foreign students who are involved in research and
can transfer this technol ogy and know how to their hone
countries and to undesirable users. This is all
conplicated by the concept of deened exports and |I’'m
del i ghted we have our Undersecretary of Commerce David
McCorm ck here to tell us nore about thinking in the U S
gover nment today.

Just briefly deened exports are those transfers
that are deened to be of national security significance,
this is troubling for universities because of the presence
of large nunbers of foreign scholars and foreign
researchers in our universities, in the Acadeny, and the
many ways by which technol ogy can be transferred, through
di stance | earning as we’ve |earned, through involvenent of
foreign researchers, foreign students in the research
process within our countries. Touring |labs, emails,
private discussions, these are all part of this deened
export concern.
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Wel |, although the percentage of controlled
research on our canpuses is small it is significant,

particularly in places |like CGeorgia Tech, MT, Stanford and

others. | think nost faculty and nost adm nistrators are
not well informed about what is expected, what is possible
and how to go about it, | find considerable confusion about

what is to be controlled, a |ack of understandi ng about the
excl usi ons, fundanental research, so forth. Universities
do have an inportant role to play but | think they need
much nore gui dance. There are key people that need to be
educated in universities and they should be aware and they
can be nore useful and becom ng nore self regulating and
self governing if we reach out.

My assessnent is that those who are aware of
export controls and deened exports are concerned about how
we’'re going to manage this in the Acadeny. Those who are
unaware or poorly infornmed are going to be part of the
probl em for us and so education and outreach is very, very
inportant and the U S. governnent | think has an inportant
responsibility to helping with this.

The governnent and the scientific community
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acadeny shoul d be working much, nuch nore cl osely together
and this isn’t happening and | think part of the problemis
that there is confusion in the U S. governnment about what
we really want to do, need to be doing. There is no
overarching strategy and resulting policies governing
export controls for the 21° century in this country. The
U.S. Congress has tried repeatedly to update or to really
pass a new central piece of |egislation, the Export
Adm ni stration Act, which expired over ten years ago.

There are many reasons for this pitting of national
security concerns against free trade pro trade concerns,
but this is a national tragedy for a country who really was
a |l eader during the Cold War in export control policy, has
really lost that |eadership because we don’t have a cl ear
vi si on about what we want to do and we need that very mnuch.

Wth all due respect to Undersecretary MCorm ck
and to our U.S. governnent, they're trying to do the best
they can, but there is a lot of nuddling through on this
problemand that is not serving us well. | think it’s
possi ble to design a new export control system | would be
delighted if sonmeone provided just a bit of funding to the
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University of CGeorgia in our center, | think we could do
it, but we’re busy with other things |ike every one else is
and | don’t think there’s anyone in this country who has
really taken a responsibility, tinme and effort to try and
do it.

| think that it can be done, we had sone neetings
on our canpus | ast week where we hosted the first group of
peopl e who we’ ve asked to join what’s called the
I nternational Export Control Association. W put together
uni versities, non-governnmental organizations, think tanks
around the world to work on sone of these issues. And I
believe there are growi ng international norns about how to
handle this in the world but we need | eadership in the
United States and we need to try to work to create a new
export control strategy that can be shared with others
around the world and organi ze our own system

Vell, I'’mgoing to make just one recomrendati on
today and it really goes beyond the work of this commttee
but I think it’s inportant in this field of science and
security and that is that we make a call for a conm t nment
to devel oping better policies in the area of science and
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security and one exanple is that of export controls. W
indicate to everyone the inportance of U S. |eadership in
this field, it’s critical, | have studi ed export controls
and ny center has worked on these issues in 40 different
countries, field research on the ground, and while these
countries are prepared to try to follow they' re not going
to take the lead so U. S. leadership in this area is
critical.

And | think that this new system should be based
upon nmuch nore of a partnership between the U S
government, between the Acadeny, and between busi ness.
These three groups are critical players in the field and
the past it was sort of a top down nodel where the U. S.
government woul d tell business and universities, the
Acadeny, what needs to be done. | think this idea of
inform ng and invol ving and engagi ng the Acadeny and the
busi ness community is critical and they can becone nore
self regul ated, nore responsible for hel ping out, because
this issue of deened exports and export controls is too b
for the governnent to manage, it requires cl ose good
part nershi p.
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So in closing, going back to our opening keynote
address by Frank Gaffney yesterday | disagree, | think we
know what the challenge is, | think we have a good
under st andi ng of what needs to be done, | don’t think
however that we’ve taken the tinme and put together the kind
of brain power and people who can really devise a strategy
of dealing wwth it. Everybody is busy doing their own
things and no one is really comng up with a good policy, a
better way of doing things, and | think that that’s a
national challenge that | hope the commttee will address.

Thank you very nuch.

-- [Appl ause.] --

Agenda Item Discussion

DR. G LMAN. Ckay, we’'re open for discussion, why
don't we start with commttee nenbers.

CENERAL GORDON:  Gary, on your |ast set of
remar ks and you tal ked about calling for a kind of broad
review of policy, could you give just a mnute or two of
sort of the key features that you would think would be in
that, or the key functions, we’'re not going to pay you for
the university go sal vage the whole policy but what would
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



54
be the three or four things or two or three things that are
nost inportant to address.

MR. BERTSCH. Well | think the point that
President duff(?) opened with yesterday about very high
fences around very well defined technol ogi es of national
security concern, | continue to think that in the area of
export controls we may be trying to control too nuch and
not focusing on really what is inportant, we need to think
carefully about what are the critical things to be
control |l ed because in this day and age control is so
difficult so let’s make sure we’'re focusing on the right
things. And that requires | think closer collaboration
bet ween researchers, scientists, people in the business
community who are generating this new technol ogy along with
gover nnent .

| know t he Departnent of Commerce and ot her
government agencies are trying to do this, | think we need
nore of it, and | think that a group like the National
Acadeny of Sciences should speak |oudly and clearly.

Finally I would say it’s not just a U S.

chal l enge, it’s a global challenge and unl ess we work these
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issues nultilaterally with our friends and allies around
the world and energing suppliers like India and China we're
not really going to solve the problem W can work as hard
as we want in this country but we have to recognize that
the technology is getting out there and if it’s not
transferred fromthe United States it can be transferred
fromother countries. And so fortress American will not
work, this is sonmething that requires a national |eadership

in this country but within a nultilateral international

cont ext.

| think we can build upon the old system but we
need to think anew about what kind of century we’'ll be
living in.

SENATOR HART: To follow on that question then
for the entire panel if as a nunber of people here and
el sewhere have indicated to us scientific know edge is
becom ng increasingly international aren’t we really
dealing with an interimproblem that is all of this
di scussi on supposes Anerican superiority in science and
technology. |If in fact other nations are on crash prograns
in a whole variety of areas aren’t we really tal king about
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a problemthat exists for the next five to 25 years where
all inventions are not occurring in the United States and
increasingly fewer and fewer are, sadly.

MR. BERTSCH. Well | couldn’'t agree nore but 1’11
| et other panelists talk about in their fields what this
nmeans.

DR G LMAN: | think the focus for the future
will be on the areas of innovation as opposed to an
exi sting body of know edge.

DR. COOK- DEEGAN: One of the things that your
committee is obviously facing big tinme is that biology is
not physics and bi ol ogi cal and toxin weapons are not going
to be in the sane franework as controlling fissile
materials, and so we’ve got a Cold War framework for
t hi nki ng about things that’s dealing with an organi smt hat
is entirely different. Universities are a nuch bi gger dea
inthe life sciences then they ever were in the physical
sciences and particularly in the applied donai n because
there’s really nothing related to the biology that isn't
both fundanental and applied and that’s the nature of the

beast. And universities have been a really, really
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integral part, everybody who does anything in it is trained
in those places, information exchange i s happening there,
and the fact is yes, the U S. for tw decades has been, it
was really domnant in the *70s in the era of reconbi nant
DNA, when that was di scovered nost of the science was goi ng
on in the US. or Europe and ever since then other
countries have been catching up and now they’ re grow ng
faster then we are, so that’s going to be a feature of the
future so you' ve got to features of this organismthat are
very different fromthe old nodel and | think you just have
to contend with that.

The framework of trying to identify | don’t
t hi nk, one other thing you can generalize about biology is
that generally it’s full of surprises and it’s not nearly
as controllable or predictable as the physical sciences and
in fact that’s going to be true of the ideas that are
seeping out of this. Look, the Jackson experinent, they
didn’t do that because they wanted to create a super bug,
they wanted to contracept it, all right, in rabbits, excuse
me, in mce, for a problemthat plagues Australia. This
wasn’t a designed experinent and it wouldn’t have triggered
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any of our review nmechani sns.

So that’s going to happen in biology and we just
have to live with that, that’s G G’'s point that she made
at the end of her talk yesterday | think is really, really
inportant, we need a structure that detects bad things
happeni ng qui ckly and acting quickly as nuch as we need to
try to prevent bad things from happening.

DR. WEPFER  For sonebody who | ast took a bi ol ogy
class | think in about 1967 I'’mnot qualified to conment on
any of the life science thing but |I have this sort of naive
belief that having been to China, they' re pouring noney
into their universities like they build expressways, it’s
very command and control and there was an interesting
article in a Chronicle of Hi gher Education about a nonth or
so ago about sone of the problens at the top Chinese
universities with regard to intellectual property and
whatnot and | have this innate naive belief that they wll
al ways be a brilliant people but at the end of the day we
can really be of service to the entire world comunity by
the whol e i ssue of openness, transparency, | think that’s
definitely got to be the way to go, we have to be carefu
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as we do it and I don’t nean to be a unilateralist or play
to Anerican exceptionalismhere but | really think that
val ue of openness in education and research is going to be
critical for the world to overcone sone of the issues we're
dealing with now.

DR MLLER | think that over the next 20 years
we W ll see the volune of research catching up from ot her
pl aces but | still think the quality, and the reason so
many people conme to the United States is that our nodel of
science is superior and | think that you'll still get these
maj or breakt hroughs that will come fromthe United States.
And so while the volune of concern may not be as nuch
there’s still going to be these instances where the U S
will take the |lead on things that we do want to have
control over

SENATOR HART: We only take the lead if we
i ncrease our investnent, which had been declining.

DR. MLLER | support increased investnent in
t he sci ences.

DR. | MPERI ALE: | have a comment and a question
and |l et ne preface the comment by saying | don’t speak for
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this coomttee and | also don’t speak for the NSABB, but
NSABB i s acutely aware of the need to provide not just
gui dance but education so that there hopefully will be sone
sort of standardization and as chair of an IBC, another
thing I don’'t speak for, |1’ve been pushing hard on NSABB to
make sure that there is going to be education along side of
everything so | think that is going to be one of the next
bi g steps that NSABB is taking.

And then ny question is for Bob, with respect to
this educational nodule that you guys have come up with, so
have you been sharing with the other RCEs, you were talking
about this unevenness and so |’ m wondering whether you're
taking the bull by the horns here and doing that.

DR. COOK- DEEGAN: Sharing in a passive sense, |
mean it’s openly available on the web, we’d | ove, we have
been trying to roll it out and get people interested in it,
we woul d | ove other people to do it, the Federation of
American Scientists, | don't know if their nodules are up
but they should be soon if they aren’t already. There are
other materials that are being developed so | think there's
probably, certainly this nodule is out there, it’s ready to
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use and we would | ove to have anybody use it. W haven't,
| don’t think we could say that we’ve been really
aggressive in trying to nmake everybody aware that it exists
except that we have done it through the inside gane, the
fol ks at NSABB certainly know about it and fol ks at our
uni versities do.

DR. GAST: | really applaud both Bob and Gary’s
proposals, using the IBCthere is a sieve or a body and the
mechani snms for education and really bringing this up to the
| evel where each scientists wll be thinking about it every
time they' re pursuing a research project. Gven this
di scussion on international aspects though |’ m wondering
how we can bring that at the early stages into an
international forumand really provide sone | eadership
because so many of our projects are international
col | aborations and it seens |like having the ability to have
this review, have our colleagues in other countries
followng simlar practices would be inportant fairly early
in the process.

DR MLLER It seemed good to start with at
| east sonme partner countries where you have those
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col l aborations and to give themagain |ike these tenplates,
here’s how we’re doing it, we'd really like you to
participate in the same thing and if you could start
getting several countries to do that then you m ght have a
way of getting it to spread out.

DR. GAST: [Question off m crophone.]

DR MLLER W haven't had that nuch
i nternational things that have come through on our side at
Enory but it’s sonmething definitely to keep in m nd.

DR. COOK-DEEGAN: | think on the publication side
that’s kind of got a natural venue for that to happen at
the level of the editorial review. The institutional |evel
review | actually don’t know what’s going on in other
pl aces, | haven’t had any discussions, anybody el se, |
don’t know, | sinply don’'t know.

DR. GAST: [Comment off m crophone.] -- simlar
counterparts in other countries, universities.

DR. GANSLER: A sort of a followup to Gary’s
issue but 1'd be interested in other parts of the panel,
and that is when we tal k about export controls throughout

the two sessions now that we’'ve had at MT and here there’s
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an anbi guity about whether we’'re tal king about it really
for just security or also for economc nationalismif you
will. And then there’s this anbiguity about whether we're
tal king about it for terrorismor for the “Chinese threat”
that we heard about. And | think as we interm x these two
concepts, the economc and the security one what is it
we're really trying to control against issue that we | ose
sight of what m ght be, and | agree strongly Gary about the
need for this new direction in export controls, in the 21%
century these issues are going to be interm xed quite a
bit, I'd be interested in the panel’s comments in this
di rection.

MR. BERTSCH. Well historically the United States
has been accused of using export controls not just for
reasons of national security but also for reasons of
econom ¢ advantage. | don’t think that’s the case, we have
used export controls over decades primarily for national
security and sonetines for foreign policy reasons. During
the Cold War we often controlled things fromcountries |ike
Cuba, China, Russia, because we didn’'t like their ideology,
their foreign policy, they were not of national security
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significance. But what we’'re tal king about here, and I
think what we’'re talking about in the 21% century, is
national security, it is a concern, a real concern that the
U. S. governnent shoul d have that we have to keep certain
t hi ngs out of the hands of people who would use themin
destructive ways. But we should do that clearly so that
the world doesn’t think that we’'re pursuing econom c
nationalismand controlling these things to keep them nore
backwar d.

Also the way in which we inplenment export
controls | think have inplications for our economc
security. If we inplenment them poorly and constrain
scientific research and constrain the economc
opportunities of our high tech conpanies we will underm ne
our national security because we wll|l be underm ning the
econom ¢ and technol ogi cal | eadership of this country. So
this is a big challenge, an inportant challenge to get it
right in our country.

| believe in all due respect to Frank Gaffney who
spoke yesterday that if we inplenent export controls the

way | think he would Iike to inplenment them that we wll
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underm ne our foreign policy |eadership, our credibility as
a responsi ble player in the international system our
econom ¢ conpetitiveness, and our national security.
Because the rest of the world will not go along with
controlling things to the extent that he would Ii ke and
that neans that we would isol ate oursel ves economcally and
scientifically at great cost | believe to the real national
interests of this country.

DR. COOK- DEEGAN: W’'re trying to follow the
hi stories of a bunch of sem nal technol ogies that are
i nportant and this question of, the framework of export
control seens to work in ny mnd only if a technology is
uni quely Anerican, and of the technologies in the life
sciences that | think are really inportant |like mcro
arrays or whatever | cannot think of a single one that
isn't either an idea that could be picked up anywhere in
the world or where there is a conpany sonewhere, the U S.
may be the leader in many areas but | can’t think of any of
t hose technol ogies where there isn’'t another alternative to
a U S source for any of the semnal technologies. So it

seens to me in that framework export control is not the
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nost powerful tool in the tool box and so you better be
t hi nki ng about sonething el se.

M5. BURNETT: | have two questions, the first is
for Bob and for Gary and the second is for the whol e panel.
From where you Bob and Gary sit what do you perceive are
the current tools to get the attention of the researchers
and nmaybe nore inportantly the upper |evel adm nistration
to enbrace sone of the things that you ve suggested even in
the current structure, and if we do go forward with
i npl ementi ng sone of the recomrendati ons, the educati onal
nodul e on a nore broad base and certainly the tenplate
approach that you ve suggested, Gary, do you recommend a
different nmechanismfor getting an appropriate |evel of
support and visibility both fromthe institutional |evel
and froma national |evel?

And then ny second question, I'’msorry, |’1]
repeat it again if we need to, but as we’ve tal ked the | ast
coupl e days just alnbst very intensively about education,
we saw a very conpelling slide fromDr. MIIler about his
day, and we also know that there are, this is only a very

smal | subset of the things that researchers need to be
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educated on, there are certainly people in the roomthat
woul d say that there is grants and contracts issues, there
is other environnental health and safety issues, how do you
propose, how do we create the time for this kind of
t hought ful and actual retention of sone of these issues
that create the kind of thoughtful careful researchers
we're after?

DR MLLER Wen |’'ve talked to the
adm nistration at Enory and remarked about sone of the
troubles in investigators getting their science done, a | ot
of these regul ations and conpliance issues, and have i deas
on how to solve them they were very supportive because
they hear these things all the time. And so | think it’s
very nmuch this consuner friendly and consuner oriented
approach to saying how can we help the investigators and |
think that for exanple, the exanple of the website, you
have sonething that’s useful to an investigator, that can
solve their problens, they ' re going to be nmuch nore
anmenable to being told that they have to do it that way.
| f you say, the admnistration just says we have this new
policy, all investigators have to go through this checkli st
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



68
on this website to determne if they have dual use issues,
if they have infectious agents, and it’s done in a
professional way that | think you' |l get better buy in when
it’s done in that fashion. And it’s actually sonething
we're now trying to develop at Enory as a way to capture
those things, a lot of people slip through the cracks
because they may not apply for an I BC approval or sonething
el se and how can we get all the labs to at |east go through
sone |l evel of registration to identify what the potenti al
concerns are.

M5. BURNETT: Do you feel that the researchers
are advocating putting the staff in place in the university
setting to provide that support? Because that takes, a
website doesn’t just automatically appear --

DR MLLER Right, again it seened that in
talking to the investigators at Enory they all said there's
a need for this and all the investigators seened to think
that’s part of what those indirect and FAA costs are for,
they’'re to support the research and so they tell the deans
and chairs this is sonething we need and so far they’ ve

been responding at Enory. Now I don’t know how ot her
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places will be but that’s certainly been the situation.

DR. COOK- DEEGAN. | guess ny sense is that
education and codes of conduct in the kind of first |evel,
those are al ways necessary but never sufficient, so they' re
really inportant so | don’t nmean to downplay that at all so
that’s where the attention has gone first. It seens to ne
this is an area where we’'re kind of trying to deci de how
high to escalate it, so we could go all the way up to
regul ations and certification, accreditation is an
internmediate step, | think we're trying to figure out how
far on the oversight and real oversight to go. It seens to
me the place where the action is right nowis when you're
asking for noney to do research you have to junp through
certain hoops and those hoops are the places that we’'re
really configuring those hoops and asking investigators to
make sure that they’ ve thought about certain features of
their research that they m ght not have thought about
before, that is howit mght be msused, that is going to
be part of the process of applying for resources to do what
they want to do. And that’s kind of where we are right

now, we could go up another level if it beconmes inportant
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enough.

DR MLLER \Wat we’'re trying to do is we’'re
trying to add new hoops at Enory but at the sane tine
making it easier to navigate all the existing ones and
consolidate them so in kind of adding nore effort but then
trying to make it easier for the investigator so they say
this seens |ike a better system

DR GLMAN: On a historical note I'd just rem nd
us of a little nore then a decade ago as we went through
t he process of discussion on scientific conduct or
m sconduct and the di scussion of the need for coursework in
the universities and the like and training, pretty nuch
t hat di scussion, pretty nuch that infrastructure
di sappeared when Congressnman Dingle stopped witing letters
to the Acadeny. Your notion of how far do you crank it up,
how useful do you nmake it to make it have the inertia to
keep going, is an inportant one | think.

DR. COOK- DEEGAN: One ot her comment on that,
there is one option that | just don’t know how powerful it
is and it’s the one that the genone project chose which was
to indulge in a nmassive experinent in the Matthew effect,
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that is to provide a stream of funding for paying attention
to what was going on in the science and the application of
the science as it was going on, | personally believe that
that actually changed the direction that things went
because there were people out there who were being paid to
t hi nk about issues that were about policy, ethics and | aw
in addition to the science. | think that probably changed
the outconmes but | cannot prove that. That is a, that’'s a
policy option that’s available, it has been tried but |
don’t know how you know how powerful that mechanismis

MR, FISHER  This is a couple of comments and
then a question to Gary and the other panelists, |I’m Don
Fi sher and | head up our export control practice at Price
Wat er house Coopers out of San Francisco and we’ ve been
asked by several clients in the biosciences pharma area,
bi ot echnol ogy, to try to correlate sone of the dual use
applications that we tal ked about yesterday to the existing
ECCN, export control commodity nunber system on the
commerce side. And Bob, to your point, what we are finding
is that the way that the ECCN is currently structured is

real ly about tangible itens that we already know about and
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that the concerns on the part of this industry group really
speak to evolving applications and experinents, and quite
clearly those which are going to be collaborative
internationally, there’s no question about it. And so to
the coment that as we go forward we m ght ask the question
how does the existing CCL or conmerce control |ist get
reframed to take into account these evolving applications
on the dual use science side.

Likewse in terns of foreign availability, we
have historically defined that really froma |icensing
st andpoi nt whereas to say if there is sone foreign
availability to an itemor a technology we wll take that
into account or the governnent will take that into account
in ternms of whether to grant a license to export a
controlled item And now !l think what we’'re saying is is
that this foreign availability issue goes way beyond the
[icensing perm ssion context and it really speaks to the
definition of what's controlled and not controlled at the
threshold | et al one whet her or not the governnment woul d
actually grant a license for sonething.

So ny question first to Gary is has the center
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| ooked at making this correl ati on between the dual use
bi osci ences side that we’ve spoken of and the existing
ECCN? And secondly, has it focused or attenpted to
quantify foreign availability of sonme of the dual use
sciences for purposes of this export control framework?

MR. BERTSCH. These are inportant issues that
you' ve identified and no, we haven't, | think that they
require attention, | think they' ve gotten the nost
attention in the U S. governnent and perhaps the
Undersecretary can refer to this in his remarks. But these
are the kinds of things that need to be known and factored
in and addressed in a policy for the 21° century.

DR. GARTON: | would be rem ss as a university
official who signs the indirect cost proposal if | didn't
follow up on the questions, the cooments, and really rem nd
the conmttee that these costs in general fall under the
capped conponent of the indirect cost rate. These are new
requirenents for the institution, as we’'ve noted a couple
of tinmes here the pie isn’'t getting any bigger, the direct
cost pie on which that indirect cost is calculated isn’'t
getting a | ot bigger nationw de, and so as we seek to do
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t hese educational progranms which | agree are the core of
what we have to do, and invent systens and put out websites
and cone up with the control nechani sns that ensure
conpliance at universities with all of these various
regul ations, we're doing it with no additional funding and
in order to do them we have to take funding away from
sonething else that’s inportant to do, or we have to cone
up with a different way to pay for these prograns. And |
do |i ke the suggestion that we follow the genom cs nodel
and | ook at a body of research in the | aw and soci et al
inplications of what we’'re doing as we create these
pr ogr ans.

DR. G LMAN:  Any other questions fromthe
commttee? Fromthe audi ence? Any closing comments from
t he panel ? Ckay, thank you.

-- [Appl ause.] --

DR. GANSLER: W're going to take a 15 mnute
break, we’'ll be back at 11:00 pl ease.

[Brief break.]

DR. GANSLER: Okay, we’'re really very pleased to

have the Honorabl e David McCorm ck here, Dave as you all
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know i s the Undersecretary of Comrerce for |Industry and
Security and he’'s been in that job for only eight nonths
and |’ mnot ashaned to say this in front of Dave, | think
he’s been a really terrific person in comng into a new
position with a highly controversial activity having
al ready preceded himwith a |ot of the draft deenmed export
control docunents com ng out from both Comrerce and DOD,
and he’s gone way out of his way to in that short tine
period to ask for inputs fromuniversities and el sewhere,
and then besides even listening to them which has certainly
i npressed many of us in terns of the inpact that he has had
in a very short tine period in ternms of responding to these
di scussions that he has requested and been very open in
listening to.

| think it’s inportant to actually read you the
description of what his office is doing, this is the Bureau
of Industry and Security, its charter says advancing U. S.
national security, foreign policy and econom c objectives
by ensuring an effective export control and treaty
conpliance system and pronoting continued U S. strategic
technol ogy | eadership, so it’s very enconpassing and |
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m ght say very challenging. And then the question is how
does the governnment in toto help and support such an
organi zation and that’s one of the challenges | think that
Dave has.

Nornmally we don’t read the resunmes but | think
it’s inportant to have a little bit of a feeling for his
background comng into this position, he was president and
CEO of two publicly traded software and servi ces conpani es,
so he’s got industrial experience. He also was an officer
inthe US Arny and a veteran of the first Qulf War, and
froma university perspective he has an undergraduate from
the mlitary acadeny West Point and then also a masters and
Ph.D. fromthe Wodrow W1l son School of Public
International Affairs at Princeton, so he’'s got significant
academ c exposure as well. And that conbination of the
i ndustry, academ c and governnent is what all of us have
been tal king about in terns of this need for dialogue in
t he changed 21°' century environnent.

So with that, Dave, you're on.

Agenda Item Deened Exports and Academ c
Resear ch
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DR. MCCORM CK:  Well | am happy to be here today,
thank you all for the invitation and thank you for making
time, | guess I'mthe | ast speaker which isn’t always the
nost envi able position but | hope | can nake it worth your
whi | e.

As | was listening to sone of the comments and
concerns that were raised here | was thinking to nyself |
wonder what the Undersecretary is going to say as well and
| really cane to talk primarily about deened exports
because | know that’s an issue that’'s of great interest to
this group, but maybe | could comment a little bit on
export controls nore broadly. And | should probably start
by just thanking and congratulating this conmttee for the
role that you' re playing in bringing groups like this
toget her and tal ki ng about these issues and thinking
t hrough the bal ance and the tradeoffs involved with
national security and science and economc interests nore
broadly. You don’'t have to read too much in the newspapers
t hese days to conme across issues |like Dubai Ports and the
question of foreign direct investnent, the civil nuclear

deal that’s been proposed with India, high technol ogy
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trades with China, and of course deened exports to realize
that this question of how economc interests and nati onal
security interests cone together is really one of the nost
pronounced and inportant issues that we’'re dealing with as
a country right now and deened exports is certainly a
critical part of that discussion and so often when you read
about this it’'s presented as either/or, it’s presented as a
zero sum gane, you can have one at the expense of the
other, and sonetines that’'s the case but | think rarely the
case and | certainly don't think it’'s the case with export
controls.

| was nom nated in the sumer of |ast year and
was living in Pittsburgh, one of ny board nenbers on ny
conpany was a fellow naned Jerry Cohen who is also the
presi dent of CMJ and we were having a great |unch and went
t hrough sort of all the different topics on our agenda and
| was getting ready to nove to Washington and | was j ust
getting ready to |l eave he said oh one thing | want to
mention, it’s this issue of deened exports. And | said
|’ ve never heard of this, what is this deened export thing.
And he described to nme in sone details sonme of the concerns
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that the university community had and | thought about it
for a mnute and | renmenber thinking to nyself, | didn't
say this to Jerry but | renmenber thinking to nyself that
really doesn’'t seemthat conplicated, it seens pretty
straightforward, and I was hoping to be confirmed in
Cct ober which | eventually was and | thought hopefully we
can get that behind us by the end of the year and then
we'll be able to nove on wth nove significant and nore
chal | engi ng i ssues.

Well, as | think with nost people comng fromthe
private sector to government | soon |earned that this was
much nore conplicated then I had once thought, and | think
much nore inportant and really a significant question, not
only for the academ c community for the research community
but also froma national security perspective. | spent a
| ot of time between October and Decenber, January, February
timeframe talking wwth some of the people in this room
about the issue, just listening, trying to understand,
trying to | earn about the various facets of this question.
And | canme away with a set of observations, which | call
observations of a newconer.
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The first observation with regard to deened
exports was that this is really a legitinmate i ssue where
peopl e regardl ess of what side they come down on this
recognize it’s really inportant and sonething that they
want to invest time and energy in getting right, which is
encour agi ng.

The second observation was that this is a very
contentious issue and | think fortunately not partisan,
this isn't a political issue, it is an ideological issue in
many ways for many people but as | sort of junped into the
m ddl e of deemed export question it really felt very
quickly like we had lost, we | nean all of us had lost in
sone ways the forest through the trees. And there were
vol l eys of letters going back between various
constituencies on the definitions of the regul ati ons and
the interpretation and and versus or sorts of questions,
all very inportant froma regulatory standpoint but | think
begged sone very basic questions about our policy
obj ectives, what are we trying to acconplish, how should we
be thinki ng about acconplishing that and then how do
regul ati ons change, be altered to reflect those policy
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



81
objectives. And so we had lost sight of that | think in a
very real way.

And part of the chall enge around the debate was
that there’'s really some widely held m sperceptions, in
part because this is a really hard thing to comuni cate,
it’s very new to nost people in academ a, to nost people in
i ndustry, there hadn’t been a | ot of dialogue, there
certainly hadn’t been a structured dialogue in ternms of
maki ng sure there was great comunication. And as | hope
you' Il leave this discussion with | think there was a sense
this was zero sumwhen | don’t think it needs to be.

Finally there was | think a recognition,
everybody said col |l aboration between the different
constituencies, academ a, industry and the governnent was
really critical to getting this right but I think if you
were very objective about it there wasn’t a whole | ot of
col | abor ati on.

And so that was where things were January,
February of 2005 and when we stepped back and tried to | ook
at the forest there was really a fundanental policy
question, and the policy question is given that there is a
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national security issue here, given that there is, and |
hope | can make this case to you, a reason to really focus
on this issue and have concern about sonme very real risk
froma national security standpoint, how do we address
those risks froma policy standpoint, froma regulatory
standpoi nt eventually, in a way that doesn’'t jeopardize
what has made our country the | eader in technol ogy, the
| eader in research, in the |leader in the finest
universities in the world, the |leader in the finest nost
i nnovative conpanies in the world. And how does one
advance both interests w thout jeopardizing one at the
expense of the other.

And |’ m happy to say | think that this is not a
question that’s unique to the United States, it’s a very
real question that is at the forefront of people who have
t hese sane sorts of responsibility in lots of other places.
| was in Japan | ast week and had a very interesting
di scussion to ny surprise on deened exports with the
Japanese. This is a major issue in Taiwan, this is a major
issue in Australia, major issue in New Zeal and, there’'s

been sone press recently in both of those places. So this
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is sonmething that many people, many countries, many policy
makers, are struggling with. And the reason they’'re
struggling wwth it as | said is because of the significance
of the issue, the threat is real in many cases, and the
risk or inplications of getting it wong are very, very
significant.

Let me talk a little bit about the threat because
when | nmeet with many of you and your colleagues there’'s a
| ot of push on is there a real threat, tell us about it,
quantify it. For those of you that have spent tinme around
intelligence in your careers that's inevitably a tough
thing to do because intelligence is never as clear cut as
you want it to be but | did prepare a presentation for the
H gher Education National Security Advisory Commttee that
the FBI has | aunched wth a nunber of academ c | eaders that
have intelligence clearances and so | was able to share
with themin sone detail sone of the intelligence around
t he deened export issue. | won't obviously be able to do
that today but | can just share a couple high |evel
statistics which | think are interesting.

Thi s question of technology transfer, and I’'m
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speaki ng now particul arly about for national security
reasons, not from an econom c espi onage standpoint, but
this issue really has becone an area of focus over the |ast
four or five years, and if you | ook at the FBI casel oad,
for exanple, that caseload in this area has gone up very
dramatically. In our particular part of the Conmerce
Departnent we have agents that work with the FBI, work with
the university community in this particular area and
there’s also real growth again in large part due to the
focus in the nunber of deened export cases that are under
investigation. And there’s sonme high profile cases which
sone of you are probably aware of where there’s been issues
of technol ogy transfer or deened export violations within
i ndustry but also in the academ c environnent.

Wth all that said there’s not, and finally,
probably sonmething that | should note, is that there’s been
Congressi onal testinony, unclassified Congressional
testinony by a nunber of intelligence executives in the
intelligence coomunity that have noted very systematic
programmatic efforts by certain countries to use
researchers, visiting business people, visiting students,
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postdoc students, to ascertain or eventually repatriate
elicit technology. So there’s a body of evidence. |Is that
evidence ironclad? Is it w despread? The answer is
certainly no but | think there’ s enough evidence here to
suggest that we need to be thinking about this in a very
focused way and worki ng together collaboratively to address
what ever national security threats there are. And this is
obviously a priority froma national security perspective,
if you think about it froman academ c | eadership
standpoint, froma research | eadership standpoint, there's
reliability associated with getting this wong.

Now of course the other side of this and
sonet hing that was captured in great volune but the
response to the G report were the concerns of the academ c
community particularly industry but primarily the academ c
communi ty around sone of the suggestions and possible
changes on the deened export policy. And in particular the
academ ¢ community, or the research community | shoul d say,
focused in on three main policy concerns. The first was
that any of the changes that were being recomended woul d
ultimately inpede innovation, it would inpede research, it
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woul d place restrictions on activities in the future that
aren’t restricted today and in doing so underm ne the
research enterprise.

The second piece of concern or second critique
was that this would be costly, be very expensive, | heard
sone of that today already that rolling out increnental
conpliance prograns and everything associated with deened
exports would just place a burden on our universities which
woul d be too rmuch given the relative benefit, increnental
benefit we’'d get in national security fromsone of the
measures that were being considered.

And the final concern and I think this one is
sonething we all feel right now as Anericans is the concern
that the nmessages we’ ve been sending or could send through
sone of these changes would ultimately serve as a deterrent
to foreign nationals who are comng to the United States
and are really in many ways the |ifeblood of our I|eading
edge research, the nunbers are staggering as all of you
know in terns of the dependence we have on being the nmagnet
for sone of the world' s best brains to cone to our great

uni versities and our conpanies to do their research.
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So this is the backdrop for that along with sone
of the feedback that |’'ve received for our decisions in
terms of the road ahead. And quite sinply there were four
or five things that becane obvious priorities for the
adm nistration and for those of us that are involved in
this particular issue.

The first was to really create a very open
di al ogue and |’ ve probably spearheaded that as nmuch as
anyone but just reaching out to | eaders across the research
community in a variety of capacities, roundtable sessions
i ke this, numerous neetings with the National Academ es,
numer ous neetings with AAU, nunerous neetings with a
variety of individuals and groups that have an interest in
this issue and begin a dialogue. And that’'s really based
on the belief that any answer we ultimately to get to from
a policy standpoint is going to need | eadership fromthis
community to nmake it work, and buy-in fromthis community
to make it work, so we’'ve really done a | ot of outreach.
W’ ve actually had about 100 if you can believe it, this is
conpletely separate fromne, 100 outreach events in the
| ast 12 nonths where we’ ve had people fromthe Depart nent
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of Commerce go out and try to neet with individuals or
groups in the research community, either on industry side
or the academ c side, there's actually one happening this
week at RIT.

The second thing we’ve done is try to invest in
this question of deened exports so one of the things, there
was an | G report which I haven't spent tinme tal king about
and | won’t get into here, other then to say the I G report
recommended a nunber of regulatory changes in this area,
and that was sort of what got this ball rolling, but it
al so recommended i nvestnent and focus fromthe U S
government on this issue. And so we’ve invested, we
actually have a line itemin our budget where we’ ve
invested in outreach, invested in working with the FBI and
t he Hi gher Education National Security Conmttee to talk
about these issues and try to create a better |evel of
under st andi ng between these various comunities.

The third thing we did was we decided to put a
hold, it’s not even really the right way to say it, we
decided not to inplenent the |G s recomendati ons which had

a series of regulatory changes that were recomended. And
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the primary reason for that was because the concl usion that
we had drawn was that whether those specific regulatory
changes were w se or not wise they sort of m ssed the
broader question, and this broader question really needed
to be thought through in a very different way then we’ ve
been thinking about it in the past. And ultimtely that
may result in sone regulatory changes but let’s not put the
cart before the horse, let’s step back and ask sone nore
fundanental policy questions before we go forward with any
sorts of regul atory changes.

VWi ch brings ne to ny fourth point which is that
we decided to create a vehicle, a group, a body, outside
the U S. governnment to advise us on this policy, not advise
on the recomendati ons but advise on this policy. And so
we announced | ast week or the week before, they' ve all sort
of started to run together, that we’' ve created a federal
advisory commttee. And for those of you that have been
around governnent research this is probably not unfamliar
to you, it’'s sonething that is ultimately |aunched by the
Secretary of Commerce wth Wite House approval that wl|
be 12 we think and believe very distinguished individuals
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that will be selected to participate in this group.

We woul d hope and expect that there will be
representation fromthe academ c community and we said that
explicitly in the notice. W would hope and expect there
W ll be representation fromindustry and gi ven sonme of the
interest that’s been expressed already | think both of
those communities will be very well represented. And we
al so hope to have representatives fromthe intelligence
community, representatives fromthose that have worked in
t he Departnent of Defense and sort of understand that
aspect of this issue. And also we hope people who are very
know edgeabl e about or at |east have worked in or have real
insight into our national |abs which is another dinension
of this issue.

So the idea is to bring together not 12 |ike
m nded people but 12 very thoughtful, very credible, very
di stingui shed individuals that wll have had together a
conbi nation of experiences that will really informthis
question. And we’'ll have credentials that not only satisfy
those of you in this roomas very credible people,
scientists, individuals that understand the research
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enterprise, but also as individuals that understand the
national security dinension of this.

That group will have a 12 nonth tinme period to
cone back to the Secretary of Comrerce and to conme to ne
with a set of recomrendati ons and what we’ve asked in that
initial mandate that we’ ve defined, again this group is in
t he process of being selected, the final subm ssions have
to be closed by July 215, the mandate is to really cone
back to the Secretary of Commerce with recomendati ons on
deened export policy, not deened export regul ations. They
may i nclude regul atory recommendations but it’s deened
export policy and I'’moften pushed on this well what does
that nean exactly. And this group really has the nandate
to ask nore fundanental questions, to get back to first
principles, so sone of those, let nme just throw out what
sone of those questions mght be and again this commttee
wi |l be outside the governnent so they' Il have the mandate
to do as they wish but these are three things that just off
the top of ny head seened to nme to be | ogical questions.

The first question is how does this integrate
with other processes in the United States governnent, the
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vi sa process, other regulatory processes that affect
research. It seens to ne that whatever our deened export
policy should be it should be integrated and thought
through within the context of those others.

The second question that one mght think is worth
getting into is around the risk posed by foreign nationals
and how does that conpare to the risk posed by non-foreign
nationals, and is that really the right slice on this
national security dinension to be thinking about, | think
that’s a reasonabl e question and one that there’s probably
sone data that m ght be | ooked at to explore.

The third question, one that | think was raised
by Gary and sonme others in their coments, is this the
right technol ogy, the commerce control list is a fairly
long list of technol ogies, the underlying prem se of deened
exports is that if you export a piece of equipnent and it’s
sitting in a factory floor in X Y, or Z country the risk
posed by that sitting on the factory floor in that country
is the sanme as the risk of a foreign national opening up
the back of it, of that piece of equipnent, to do sone sort

of mai nt enance upgrade and then closing the back of it and
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t hen going back to their research. Oversinplified but
there’s an underlying assunption that those two situations
are fairly consistent froma national security standpoint,
it’s a reasonable question to ask, is that really the right
way to think about it.

So I"'msure there are nmany ot her questions that
this group will undertake and we hope they will take their
mandate as one which really allows themto step back, given
their wi sdom given their experience, and conme back to the
government with a real set of recommendations. The one
thing that | think is somewhat uni que about this group is
that the individuals that will participate will have to
have security cl earances because | think to really tackle
this issue credibly and effectively one has to spend sone
time with the intelligence and really understand to the
extent that the intelligence can tell us this what the
ri sks are and how we m ght best address them

|’ mexcited about this, there is | think, those
t hat have served in Washington before, |I’mnot one of them
but those that have served tell nme there’'s a long tradition
of creating conmttees to get around a hard issue and then
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hopefully those things die on the vine and not hi ng happens.
That’s not what this is about, this is really intended and
|’ mvery hopeful that we will be able to come at this issue
in a new way and one that really does satisfy national
security concerns, which again | think are very legitimte
in this issue. But also the very, very real need to nake
sure that whatever actions we take they ' re not standing in
the way of our innovation, our invention, our creation in
our research universities and our universities nore broadly
and in industry. So I'’m hopeful that this will be the
right, this will lay the groundwork for us to be able to do
t hat .

Let me stop there and |’ m happy to answer any
guestions you m ght have about deened exports, about export
controls in general, |’ve only taken a small slice of sone
of the things we're working on today but it’s the slice
that | thought was probably nost relevant to this group.

-- [appl ause.] --

Agenda Item Discussion

DR. GANSLER: To stay consistent with what we’ ve
been doing let me ask the conmmttee first if they have any
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guestions for Dave and then we'll throw it open to the rest
of the group. Let ne start, one of the things that we’ ve
heard, Dave, both here, in fact you heard it with Gary’s
talk at the end and we heard it also at MT, that in order
to address the deened export issue we need to put it into
the context of an overall export control policy that woul d
recogni ze the really dramatic differences in the 21°
century environnment, the distribution of technol ogy around
the world, the life science issues and so forth. And so
it’s going to be hard for this commttee to address the
subset w thout addressing the set and is there sonepl ace
that people are in fact going to be addressing fromthe
government perspective the overall next generation in
export control policies?

DR. MCCORM CK: Thanks for the question. Well,
|’mnot sure | agree with you on that, it’s hard to cut
this piece out. | actually think that if there' s any
aspect of export controls nore broadly that lends itself to
be able to talk, to be able to be thinking about it
distinct fromour overall export control system| would
argue this is the place because it really is a fairly
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uni que di mension of our export control policy. There s a
very conscious effort on ny part here where you could try
to create a nmechanismto solve export controls nore broadly
or even export controls across the entire governnment, not
just dual use but ITAR and really address a whol e broad set
of issues. It felt to ne like that had a ot of risk
associated wth it in terns of not getting anything done
where this was a big enough issue that ny sense is we’ve
got, its got people’'s attention at the highest |evels,
certainly at the highest levels of the U S. governnent, in
Congress, at the highest |evels of the research
environnent, this is on everybody's radar. So it’'s big,
it’s inmportant, if we get it wong we really screw things
up. Therefore if we cone out of this with a group that’s
made credi bl e recommendati ons, that can speak with great
integrity and credibility on what they think we should do,
and we can actually nmake sonet hi ng happen, that | hope
begins to lay the groundwork for a set of nore fundanental
gquesti ons.

Just going back to sonme of Gary’s coments, the
way | think about this is there’s a whole regul atory,
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there’s a whole set of statutory issues, there’s a whole
set of political issues and Congressional issues in terns
of changing export controls, | ook at this, the nmetaphor
use is this is a car, |I've inherited a used car, it’s in
many ways broken down, it’s designed for the highway, we're
taking if off-road, this is an inperfect car. However it’s
the car that |’'ve been asked to drive and so | think our
mandate is to try to drive that car very intelligently and
make what ever adjustnments we can within the framewrk we
have, that’s one responsibility.

The other responsibility is to step back and say
what should the new car | ook like, and so | don't want
fixing the car we have as best as we can given the
constraints we have to stand in the way of designing the
new car or vice versa. Now | do think, and I’ m hopeful
there’s the beginning of some interesting things happening
on the broader export control reformfront. | amin
conversations about this regularly and you have sone nmj or
i ndustry groups that are very interested in this, this
community is very interested in this, you have a set of
Congr essi onal dynamics which | think potentially bring this
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



98
nmore to the forefront, and you have a Presidential canpaign
in the not so distant future all of which could be a
confluence of events that m ght |lay the groundwork for
sonmet hing nore substantive, but | don't want that to stand
in the way of trying to inprove what we have.

And I’ m al so concerned that if we fix everything
right away then Gary and his center are not going to have
anything to wite about and we want to make sure that we
don’t take away that opportunity.

DR GANSLER: | wasn’t viewing it as an either/or
but maki ng sure that that bigger, address the next
generation of cars.

DR. GAST: David, thank you again very nuch for
comng today and also for all your efforts and all your
di scussions with many of us in the academ c community. |
don’'t want to ask a question that tries to presuppose what
the commttee will find but of course we are very
interested in these questions, | think you' ve posed three
very excellent questions. And | just wanted to get your
perspective on your first question about how export, deened
export policy integrates with other processes, e.g., visas,
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etc., and clearly that’s sonmething for the commttee to
address carefully but | guess I'd |ike fromthe Departnent
of Commerce perspective to understand how you view the
integration in relationshi ps between the other agencies
that are responsible for things |ike visas. And as you
know t he academ c conmunity has often said things |ike we
want, if a student has a valid visa, they're in the country
| egal Iy, they should have open access to all our open and
uncl assified work and we don’'t want to be putting up
secondary barriers and restrictions, so one can push it off
to the visa decision but it strikes nme that there has to be
mut ual trust then between the State Departnent, the
Departnent of Honel and Security, the Departnment of
Commerce, the Departnent of Defense, and we as a conmunity
really want to understand and know t hat these agencies and
departnents are able to work together towards sonme sort of
comon - -

DR MCCORM CK: | think it’'s a great question, |
woul d differentiate for the sake of this discussion sort of
a spirit of collaboration of working together from

processes that are integrated, and let ne try to tease that
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out a bit. The Commerce Departnent inforns the visa mantis
program there’'s a |lot of sharing of information and data
on that, there’'s absolutely left hand talking to the right
hand in a very coherent way. There’'s no formal integration
of a deened export |icensing process for a foreign national
inalab at MT that’s in any way |inked to ny know edge
with a visa approval process.

Now part of the reason for that as | understand
it is that there’s an inability in sone cases, in sone
i nstances, to be able to be specific. As you know deened
export equi pnent is technol ogy specific and so when soneone
applies for a visa just froma process standpoint there’s
not necessarily the clarity of I would need these three
deened export licenses to be able to conduct the work that
Il be doing 12 nonths fromnow. So there’'s a very real
question of timng and the way the processes and systens
are set up today it’s in sequence, you get the visa
approval and then six nonths | ater sonmeone says oh they
need deened export license to be able to do this.

The reason | raise the question is it seens to ne
that for many of these people there is clarity on what
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they’'re going to be doing, certainly for industry hires,
soneone that’s comng for industry, an industry visa who
knows exactly the position and what |ab, the whole set, the
portfolio, they’'re hired in many cases a specific
portfolio, and I would suspect in academ a as well there is
nore clarity.

And so it just begs the question if we’'re going
to go through that process is there a way to do those
together and is there a nmechani sm by which we m ght be able
to establish that and in doing so | think there’'s not only
the benefit of just stream ining but there's a real
perceptual benefit, inpact benefit, on our foreign
nationals that sort of feel |ike they ve just gone through
one hoop after another to participate in very legitimte
research all of which gets approved at the end of the day
in many cases so how do we m nimze that burden on them as
wel | .

DR GAST: So let ne be alittle nore pointed and
these views are not part of the National Research Council’s
views, |’mnot representing anybody but to say that sone

perceptions that are out there, that sonme of the concerns
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and activity on export controls were driven by a m strust
of the visa process, that the visa process was |letting sone
of the bad guys or wong people in, the visa mantis process
was | i ke Sw ss cheese, things like that you hear in the
street. And | guess | just, there seens to be the need for
col | aboration and cooperation but al so nutual respect and
trust of the processes and them serving their roles so that
it doesn’'t have to be a secondary nechanismto try to do
sonething to make for a deficiency on this.

DR. MCCORM CK: | don't think that’'s true, and
l"mnew to this, but let nme tell you the history of this as
| understand it, it's very interesting bureaucratic history
of how this issue becane as promnent as it is, | think
it’s actually positive that it’s as promnent as it is,
think it’s unfortunately the way it cane to this position
of prom nence. But there’s an ongoing requirenent that was
passed by Congress in 1998 that every single year the
Depart ment of Comrerce, Departnment of State, Defense of
Def ense, have an | G study of export controls and so we’'re
Si x or seven years into that eight year commtnent and the

topic that was selected in 2004 was deened exports. And it
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wasn’t based on any, it’s based on the fact that they ve
expl ored just about every other dinension of our
organi zation, this was one of themthat they hadn't. And
the G report elevated this issue by saying, and | think
appropriately, that there was a really significant
di sconnect in ternms of how industry was interpreting the
regul ati ons, how academ a was interpreting the regul ati ons,
and how the U. S. governnent was enforcing and
communi cating, so it really highlight the issue and they
made a series of recomendations. And | actually for the
nmost part think that that was a fairly narrowmy conceived
set of recommendations and based on the fact that a group
of IGinvestigators canme out and did their report | don’'t
think there’s any |inkage.

Now | think there should be |linkage in sone of
the nore constructive ways that | tal ked about, | think we
shoul d at | east explore whether there s |inkage. But I
certainly know frommy eight nonths here that there’'s never
been, we’'re doing any of this because we don’'t trust an
exi sting process, it’'s all we’'re now sort of trying to dig
our way out of an IGreport that was thrown out there and
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we're trying to respond in a way that’s constructive to the
recommendati ons.

DR. GANSLER: Actually two IGreports. M
comment on where the DOD stands relative to the activity
that you've initiated, is that going to be part of this
commttee?

DR MCCORM CK: It’s closely coordinated, it’s
not part of this commttee although the conmttee wll have
the opportunity to call upon various parts of the U S.
government to conment on their processes and sone of the
things associated wwth that. | don't want to coment on
what DOD is going to do, | was at a neeting that the
Nat i onal Academ es hosted recently where the DOD tal ked
about a draft rule that was currently being revi ewed by
vari ous people in the academ c comunity and in industry,
so that's the state of it as far as | know but | don’'t
think its been publi shed.

DR. IMPERIALE: | think that a few tinmes now
we've gotten a sense on this commttee fromthings we' ve
heard that people are | ooking at national security and

econom ¢ security as not necessarily overl apping and the
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exanpl es you gave of the increase in threats, you
specifically said those were to national security, not
econom c security. And so the question is how are you
real ly thinking about these things and aren’t the two
really intertwined and is that going to be incorporated
into how this advisory panel works?

DR. MCCORM CK:  Well, here’s the way | woul d
represent it, certainly the export controls we have today
are oriented for national security purposes as Gary said,
there’s not, we don’t put controls on things to protect
them from ot her countries gaining a conpetitive advant age.
In fact quite the converse, the conversation | have nine
times out of ten with industry is that our export controls
are maki ng them unconpetitive relative to others in the
i ndustry because they view us as nore restrictive then
other countries. So the focus of our efforts with export
controls is very nmuch around the national security
di mensi on.

Now | think there's, to be thoughtful and
appropriately balanced in how we execute those nati onal
security export controls we need to recognize that if we're
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overly restrictive we ultimtely underm ne our
conpetitiveness, we underm ne research and i nnovation, we
underm ne all the things that give us econom c security in
the long run. So while our export controls aren’t seeking
to give us economc security if we're not appropriately
focused and targeted with those national security controls
we'll ultimately underm ne our conpetitiveness and our
econom ¢ security and that’s the bal ance that we’' re seeking
to strike. And there have been exanpl es of cases where our
export controls have been overly restrictive relative to
the mass market for national security reasons and
ultimately we’ve |l ost a conpetitive position, in industry
we’ ve | ost share, market share, we put |ess noney in R&D
froma U S. industry standpoint, and so it has underm ned
our econom c security in the |onger run.

DR. GANSLER: The infrared exanple that you ve
used periodically is one of those.

DR. MCCORM CK: Yeah, that’'s right.

DR. GANSLER: Any ot her nenbers of the commttee,
John?

CENERAL GORDON:  David, one of the problens other
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boards |ike this have had of sort of getting a broad
representation, both an ideology and politics, do you have
any new assurances that we’'re actually going to be able to
do that? They tend sonetines in all admnistrations to get
a bit skewed --

DR. MCCORM CK: In terns of the nmenbers of this
commttee, yeah, the way the process works is that
i ndividuals submt their interest and we are early in that
process of that submi ssion so it’s a 60 day period that is
open for people to submt and then based on the group of
i ndi viduals that submt their interest then we're able to
actively consider their application. | think it’s early so
we’ ve had sone applications, not many, | would have to say
that just given the breadth of the conversations |’ve had
on this issue and given the profile of the people that have
expressed an interest in the issue, not necessarily the
commttee because |I'mnot able to talk explicitly about the
commttee, but given, | actively encouraged themto apply
to the commttee, | have limtations on what | can say on
that, but given the level of interest on a variety of sides

of this issue | think we’'re going to have a very, very
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i nportant group of people, experienced group of people that
will participate, and | think it will represent all sides
of it. But the people that have been nost vocal and the
nost interested in this frankly are the people in this room
and people in industry who are nbst concerned about it, the
under representation is fromthe folks that are nore on the
security side of it, not to present it quite |like that but
clearly its been industry and academ a that have been nost
interested in participated. |If there’ s any weakness in our
representation potentially in the future | think it’s going
to be people that say boy, the national security risks here
are nore severe then perhaps sone are giving credit to. So
we need to actively encourage people to participate with
t hose perspectives as well. It won’t be helpful if we're
in violent agreenent, if the group’s in violent agreenent
fromthe first day.

M5. NORRIS: On a separate but related topic,
when the Commerce Departnent w thdrew the proposed
regul ations that came out of the I1Greport there was sone
comment in that w thdrawal about the role and the
i nportance or |ack thereof of NSDD-189 and the fact that
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you haven’t nentioned NSDD-189 at all poses a question and
that is is that a topic of interest or concern about

whether it should or would be revisited.

DR. MCCORM CK:  Well, | was hoping we could get
through this wi thout tal king about that. | think that wll
be sonmething for the commttee to consider, | think there
are a variety of interpretations of that, | know this group

probably has a pretty uniforminterpretation but | think
it’s worthy of consideration for this group and | think
it’s worthy, this group I would hope would be very hard
nosed about not taking anything for granted and sort of
starting with first principles, what's the policy

obj ective, what are we trying to acconplish, and how do we
do that in a way that protects national security and
doesn’t underm ne innovation. So from ny standpoint, and
again this conmttee wll ultimately do as it chooses to do
because that’s the nature of these, but | would hope that
nothing starts, | would hope it starts with nothing as sort
of a prerequisite and ask sone fundanental questions about
every aspect of this. That's not neant to prejudge it,

that’s not neant to say | have any particular views on
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that, but | just think it’'s inportant froman integrity of
the process to start with that basic prem se.

DR. GANSLER: Ckay, let ne throwit open to the
fl oor now.

DR FISHER It strikes ne that when we on the
i ndustry side apply for licenses, for exanple for the
transm ssi on of hardware technical data to China and India,
natural ly Comrerce and Defense are concerned about the
reci pients and the downstreamrecipients and there’'s a fair
anmount of intelligence on their part that goes into that
wal | between a commercial application in those countries
and a potential mlitary application. And it strikes ne
that fromthe academ c perspective given the future of
international collaboration in the dual use biosciences,
which | think is of critical concern to the academc
community, it will require an extraordinary |evel of
government intelligence by the United States about how the
dual use collaborative information is received and managed
fromthe international side. So for exanple if there’s
col l aboration in China and coll aboration in India who are
the scientists and physicians in those countries that would
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be a party to this coll aborative work.

And then if | think about how critical it would
be to know that in order for the research to occur it
starts, it speaks to the definition of what our national
security will look like froma bioscience standpoint. So
my question is do you foresee fromthe governnent
st andpoi nt a stepped up level of intelligence as to the
sci ence side of those governnments because to say that China
is the bad guy, or India is the bad guy which we hear all
the time fromDOD, and not really understand what the
academ c communities in those countries are doing seens to
me to defeat the purpose.

DR MCCORM CK:  Well first of all | don’t think
the Admnistration has said India is the bad guy, in fact
quite to the contrary | think the Adm nistration has said
India is a country that we’'re developing a strategic
partnership with and that the data on technol ogy sharing
and col | aboration woul d support that, so | don’t know where
the India thing is comng from

Wth regard to China | think the DOD report is
very clear, that China is not the bad guy, China is not an
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adversary, China is a great opportunity and we are worKking
with China to try to encourage China to address sone of the
concerns we have, nanely around the |ack of transparency of
its mlitary and the build up of its mlitary. But we
tried to say that we want to do that in a way that
strengthens the ties and strengthens high tech trade
bet ween our two countries, and again the nunbers woul d
suggest that high tech trade has grown by 50 percent in the
| ast three years with China.

So | think that these two approaches, these two
countries and the way we’'re approaching themare mscast in
the press sonetinmes unfortunately. |In both cases | think
and in all cases we want better intelligence and so there’s
a very active effort, part of being refined and targeted
W th our export controls is understanding to whomthe
technology is going and ultimately if you want to stop sort
of maki ng blunt assessnents of this country gets this or
that country gets that, then you' re going to have to be
nore refined and refinenent requires confidence that the
end users you're sending things to are ultimtely, one,
they’re going to use it for civilian purposes and not
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transfer it to third parties or use it for mlitary
reasons.

And so intelligence is a key part of that,
there’s also innovative things that we can do to try to
build that transparency and confidence so for exanple we
have an end use visit understanding with China where we
ultimately work with the Chinese to go inspect technol ogy
that’s been transferred to make sure it’s being used for
t he purposes that were agreed upon. And | was in China two
weeks ago and | visited a super conputer fromI|BMthat was
bei ng used for neteorol ogi cal purposes, very legitimte use
of that conputer and that’'s the kind of thing we want to
encourage. So yes on nore refined intelligence, yes on a
nmore focused approach to who gets what, and no to China or
I ndi a being the bad guy, | don't think that’s an accurate
representation.

DR. WEPFER  David, can you share with us the
opportunities that you m ght see about nore self regul ation
on export controls, both within the business and academ c
communities. | know governnent will always have an

inportant role in this but can you conceive of nore being
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done at the | ower |evels?

DR. MCCORM CK: Yeah, thanks for that question.
| can conceive of it and in fact | think of both industry
and the academ c world as being sort of the front |ine of
defense and the front line of any export control system
that we’'re going to have, and |I think creating the right
col | aborative relationship with those constituencies and
havi ng them assune a greater |evel of responsibility is
better, nore effective, ultimately |’ m skeptical of the
ability of the governnent to regulate everything and |I’'m
fearful if we try to regulate everything we'll ultimtely
regul ate nothing so that’s the phil osophical disposition
that | have.

And | have to say just in the spirit of candor
this is typically a one way di scussion with academ a and
Wi th industry. The discussion starts with export controls
are stupid and make no sense and how do we figure out how
to get rid of themand that’s the same way with industry,
there’s always the question of how do we |iberalize rather
t hen what | think would be a nuch nore constructive and

val uabl e contribution which would be |isten, we recognize
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that there may be national security issues at stake here,
here are a set of recommendations that both advance the
national security aspect of this and reduce the burden on
i ndustry, elimnate the burden on industry, allow us to be
nore conpetitive. And those recommendations grounded in
data are very rare and that’'s why |I’m so encouraged by this
group because | think this group could be a group that
makes recommendati ons that are based in fact and based on
an appreciate for the national security dinension as well
as the science and innovation dinension. But in terns of
cooperation, cooperation is a two way street and it
requi res objectively on both sides of it and that’s what
|’mtrying to do is create a nmechani sm by which we get
t hat .

DR. GANSLER: One of the questions that has cone
up a nunber of tinmes is the point of where within the
government does this bal ance get addressed, and when we
tal ked you asked the question was there anyone in the
Def ense Departnent who cared about econom c security and
when we go to the other extreme we find even today that the
FBI is trying to press and many of the universities are now
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finding nmuch nore pressure coming fromthe FBI side in
terms of foreign students, foreign scholars, wthout seeing
t he bal ance there because their job is basically
enforcenent and not to | ook at the bigger picture. Do you
see the need for or is anything happening on this general
question of the federal governnment perspective needing to
change again in view of the way the world is today?

DR. MCCORM CK: Well, there’'s different aspects
of this question of how security and econom c interests
conme together, | think the presence of the American
Conpetitiveness Initiative is an acknow edgenent that our
conpetitiveness is dependent on things |like foreign
nationals playing a very crucial role in innovation,
critical foreign direct investnent and continued fl ow of
capital ways is an inportant part of that. So | do think
that there's clearly recognition froma | eadership
standpoint, it kind of goes back to the back that Alice
made before where it’s tough to wave a magi ¢ wand and have
all of this bureaucratically, you know given your service,
John knows, to be integrated where there’'s one place in the

U. S. governnent where these things cone together.
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In the area of dual use technology |I think I'm
that place and | take that responsibility very seriously,
not only for trying to as | said drive the car as well as
possi ble but really lay the groundwork for a nore
fundanmental rethinking of this and as in nost things |
t hink success in that area, which is sonething | at |east
have sone control over, maybe hopefully |ay the groundwork
for nore fundamental discussions in other areas. The
cyphi ous(?) process as you probably know is sonething
that’s being considered by Congress, sonmething that’s being
considered by the Admnistration in terns of how can that
be appropriately nodified to even better address econonic
security, national security, there's the dual use issue,
there’s the | TAR systens, so there’s these different
ecosystens which all cut against this question of how
national security interests and economc interests cone
together and |'’mnore optimstic probably then some where |
think that there’s an opportunity to nmake real progress on
it and we're certainly commtted to that in our area and |
think the American conpetitiveness initiative sort of gives
us the oonph as a presidential priority to really do that
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in an effective way, |’ m hopeful.

DR. COOK- DEEGAN. On your list of things that you
m ght thi nk about studying, one of the things that struck
me is | don't think probably the open question in the
academ c community, | think you' re right that there is a
failure sonetinmes to appreciate the threat |evel but |
don’t think solving that problemis the thing that’ s nost
i nportant because | think nost folks in the academ c
community woul d understand that there is sone threat at
sone | evel and therefore we have to pay attention to it.
Rat her the question would be what is the nost effective way
to reduce that threat and one of the things that is a
danger | think in this domain is the structure of the
i ndustry, the structure of the players is conpletely
different fromconputing, fromcar manufacturing, fromall
these things that we think of as historical anal ogies. And
there are people who are making i nvestnent decisions in
t hese technol ogi cal spaces and | think involving sonme of
t hose peopl e who nake those investnments m ght be, these are
the fol ks who are seeding conpanies all over the world --

DR. MCCORM CK: You nean the venture capitalists?
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DR. COOK-DEEGAN: It’s a conbination of VC and
Angel and investnent banking, so sonebody with that kind of
background, that’s the intelligence about what’s happening
on a technol ogical frontier, and they al so have to be
famliar with what’s going on politically and probably
that’s a constituency you' re thinking of but | think
studying the industry structure that is different fromthe
hi storical anal ogies would al so be very useful.

DR. MCCORM CK: | nade a note during your
presentation of that very point, certainly awareness
obvi ously, the biotechnology area in general is one that
we’ ve frankly not been that mature and evolved in terns of
how we’ ve t hought about export controls, | think deened
exports is another area where it sort of cuts against
conventional w sdom of how you nmanage things so it’s a new
area, there are a nunber of areas where we | think have in
many ways a Cold War paradigmthat we’'re trying to apply to
a whol e new set of technol ogies. Nanotechnol ogy is another
area where, which I know neans |ots of things, where |
think we don’t have a paradigmin m nd, nor perhaps shoul d

we. So having that kind of representation on our FACA I
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think is, our federal advisory commttee, is an inportant
part of getting it right and thinking about those within
the context of the 21° century export control systemis
really a critical part of this. And | don't nean to
suggest in ny earlier coments that the academ ¢ community
iIs not sensitive to the national security dinension, and |
think you're right, it’s never elimnated, it’'s always
mnimzed, | think within the context of the
recommendati ons how do we change it. W also need insight
into how we can address that while also not standing in the
way of research and nost of the feedback we get is how we
don’'t stand in the way of research.

DR. GANSLER: Okay, |ast question because | did
prom se Dave we could end by 12:00.

PARTI Cl PANT: Hopefully the commttee is going to
address the junk that’s been in your trunk that you' ve been
driving around and that is the things on the list that are,
that shouldn’'t be on the list. 1’ve not found in academ a
any problemw th an acceptance of the inportance of
national security on things that are inportant but on
i ssues such as needing a license to collaborate with a
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foreign colleague to publish, to prepare an article that’s
going to be published in a journal in two nonths and
di ssem nated around the world gives people heartburn
because it seens so silly. And for exanple we no |onger
supply our offices fromthe U S., we have facilities in
virtually every civilized country in the world and we have
| aboratories and all kinds of things, we buy our stuff
overseas because half of it has to have an export |icense
and it’s stuff that we have in our |labs that we got from
Switzerland or we got from Germany or we got from Japan and
we buy it fromthose sane places overseas and frankly you
get it in country every place else yet we’d have to have
licenses. The ITAR |ist which your commttee isn’t going
to address is just as bad with 60 year old mlitary
technology that’s on there that’'s readily avail abl e al so
every place around the world. It’s those pieces that, the
trivial nature of sonme of this that trivializes the
i nportance of what you're trying to do that |I think is the
nost inportant thing that needs to be cl eaned up and
hopefully your commttee will address it but the other

areas are naybe not going to be address.
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DR. MCCORM CK: It’s a great point and | feel
like the fact that, | don’t think anyone would stand up
here in ny job and defend everything on the commerce
control list, | think there’'s certainly things on there
that are well outdated and my concern is obviously |I’'m
trying to focus on the things that are going to make us
nost effective in pronoting the national security as well
as addressing the economc interest, probably a worthwhile
case study here is the superconputer netric which we just,
and by the way the President canpai gned around higher walls
around fewer things specifically in his canpai gn speeches
and trying to actually nmake that happen with new
| egi sl ati on has been a real challenge as you probably know.
But the superconputer netric is a great exanple, the
Adm ni stration said in 1999- 2000 when the President
canpai gned and then early in the Admnistration that we
needed to think about a different way to eval uate
superconputers for export. And it was |last nonth or
February that the President sent to Congress the new
conputer metric and had sort of gone through the process
and built the support to actually go do that and that gives
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you sone sense of how hard it is to make changes on this
thing, taking things off the list are significant and the
political challenges here are significant. So to get to
the kind of reformthat Gary is tal king about or others
have tal ked about, it really is going to take not only the
right answer analytically and rationally, it’'s al so going
to take political wll and that political wll is not only
fromthe executive branch it’s fromthe Congress and that’s
not a pass the buck coment, it’s just a reality, we need
to be working on both sides of this. And part of it, part
of that discussion in the 21° century has to start with
both for political reasons as well as substantive reasons
how do we address the threat but in a way that recognizes
how the world has changed. And that’s a significant
political undertaking, it’s one that | think we should have
sone optimsm about for all the reasons that |1’ve nentioned
but it’s not a small thing. | hope this commttee is a
starting point for sort of pushing forward on that agenda,
| think if we get the right people on it and we get the
right output it could be.

DR. GANSLER: Well let nme first of all thank you
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very nmuch, Dave, for making the effort to cone down here
and address the group, and we really do genuinely
appreciate it and I’"’msure that others here in the audience
will if they have additional coments send themto you
w t hout hesitation. But we genuinely appreciate it and
again, let ne thank all of you who cane here for this two
day session. For the commttee’s perspective, for Alice
and I, we’ve definitely learned a lot and its been very
val uable to us and hopefully all of you have as well and we
woul d come fromthe commttee s perspective additiona
i nputs that any of you m ght have, not just on the problem
but on suggested alternative sol utions because that’s the
direction we need to nove in order to be hel pful to Dave
and others in the Adm nistration.

So again, thank you all very, very nmuch and Dave
particul arly.

-- [Appl ause.] --

[ Wher eupon at 12: 03 p.m the neeting was

adj our ned. ]
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