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PROCEEDI NGS (9: 05
Agenda Item Wl cone and I ntroductions

DR. GANSLER: This is not university tinme, but
real tine. After being in industry and governnent and
having now started living in a university, | amused to
meetings not starting on tine, but we have a very full day,
and it is wrthwhile to get started.

| am Jack Gansler. Along with Alice Gast who is
here in the front row, we are the co-chairs of this
commttee. W want to thank you and wel conme you to what is
t he National Academ es' Conmmittee on a New Governnent -
University Partnership for Science and Security. Howis
that for a nice long nane, but a very inportant topic,
obvi ousl y.

This is the second regional neeting of our
commttee. W are particularly grateful to Georgia Tech
for hosting this neeting, along with Enory University.

Al so, | should say the Southeast Regional Center of
Excel |l ence for Bi odefense and Energing Infections. That is
an even bigger title.

We have been charged by a variety of sponsors for
this, the National Science Foundation, National Institutes
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of Health, O fice of Science and Technol ogy Policy and the
House Science Commttee. Qur objective here, what we have
been charged with doing, is holding a very broad and open
di scussion, | should enphasize that, of the key issues at
the heart of this bal ance between science and security, and
how t o bal ance t hose.

We are holding three regional neetings. This is
the second one. The first one we held at MT last nonth,
and then we will be holding a third one at Stanford. Then
we Wil culmnate this activity wwth a convocation in
Washi ngton in early 2007, at which we will present what we
heard and a set of options and recomrendati ons associ at ed
with that.

These regional neetings were specifically the
request that we had in terns of the nethodol ogy to be used.
As | said, these are intended to be open, so we want to
encourage comments and di scussion fromthe speakers, the
attendees and particularly the fellow conmttee nenbers.

| have to enphasize, and | have been told to make
sure | enphasize this, that we have not drawn any
conclusions. The reason for these is to hear fromall of
the participants. The speakers we asked to try to frame
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the chall enges that we face in this science and security
area and we particularly would wel cone your proposed
solutions. W are trying to get ideas fromyou, not just
to define the problem W are very interested in trying to
get a bal anced set of presentations fromthe national
security community and the university conmmunity about

topi cs such as controls on di ssem nation and publication,
restrictions on participation, managenent of bi ol ogi cal
agents. These are the kind of issues that are chall engi ng
to both the Adm nistration and the | egislation, but also
very challenging right now to the universities.

We are going to go through the normal Acadeny
process in ternms of our deliberations, both in terns of our
own commttee and then a rigorous outside review of our
findings, and we will then finally put out a report at the
end of that tinme period.

| shoul d enphasi ze that this is an open session
for both days. The public are here, and we al so wel cone
the press here. So just be aware of that. An unedited
transcript of the neeting is going to then be posted on the
Acadeny's website in a few weeks, so this is all being
recorded as well .
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Before we get started, what | thought | m ght do
is introduce the nenbers of the commttee, beginning with
Alice. Raise your hand so the people know who you are. So
when the commttee speak up, they will know they are
speaking as conmttee people. LouAnn Burnett. | should
point out, Alice is right now the Vice President of
Research at M T, and shortly to becone the President of
LeH gh University. LouAnn is from Vanderbilt University.

John Gordon, retired Air Force Ceneral and anong
ot her m scell aneous jobs with the intelligence conmunity as
well as the U.S. Air Force, and now retired. Fornmer
Senator Gary Hart, now at the University of Col orado.

M chael Inperiale. Mchael is with the University of

M chi gan Medi cal School. Julie Norris. She is the
director eneritus of the officer sponsor prograns at MT.

| should point out that several of our nenbers were unable
to cone today, Arnie Bienenstock, Karen Cook, Richard
Meserve and Elizabeth Parker.

Finally, in addition to our host institutions,
et me thank Jilda Diehl Garton and M chael G een of
CGeorgia Tech, as well as Ruth Birkel eman of Enory, who
really put a lot of help into providing this organization
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for the two-day sessions.

Now it is nmy pleasure to introduce Jilda, who is
then going to introduce the president.

Agenda Item Openi ng Renmar ks

DR. DI EHL GARTON: Thank you. It is ny pleasure
to wel cone all of you to Georgia Tech and to Atlanta, and
t hank you for com ng.

It is ny very great pleasure this norning to
introduce the first speaker, Dr. G Wayne C ough. Dr.
Clough is the tenth president of Georgia Institute of
Technol ogy, and | amtold the first alumus to serve as
president. For those of you who don't know, Dr. C ough is
a civil engineer. He earned his bachelors and nmasters
degrees in civil engineering from Georgia Tech, and | ater
earned his Ph.Din civil engineering fromthe University of
California in Berkeley. After serving as a nunber of
faculty positions at Duke, Stanford, Virginia Tech and
Uni versity of Washi ngton, he becane the president of
Georgia Institute of Technol ogy in 1994.

These last 12 years have been a pretty inpressive
time at Georgia Tech, and we have nade sone remarkabl e
strides. 1In 1996, | think nost of you know that Georgia
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Tech served as the AQynpic Village for the centenni al

A ynpic Ganes. That was just ten years ago, it is hard to
believe. W have also during this tine increased our
research expenditures from$212 mllion to $425 mllion.
Over a billion dollars in private gifts have been received,
and a statew de engi neering program has been created down
at Georgia Tech-Savannah. An anbitious buil ding program of
over $900 million of building has been conpl eted, including
this facility, and | believe we have got about $300 million
nmore in the planning and design phase. In 1999, Georgia
Tech received the Hesburg Award, the nation's top
recognition for support of undergraduate educati on.

Dr. Cdough serves on the national stage, as nost
of you know, as well as on the Georgia Tech platform Dr.
Cl ough was naned by President George Bush to the
President's Council of Advisors on Science and Technol ogy
Policy, and in 2004 he was nom nated to the Nati onal
Science Board. | believe Dr. Cough is the only person to
serve sinultaneously on both PCAST and the NSB.

Dr. dough's other service activities include
serving as the vice chair of the U S. Council on
Conpetitiveness, where he co-chaired the 2004 Nati onal
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I nnovation Initiative. He is also serving right now on the
Nat i onal Academ es' Katrina Comm ssion, |ooking at what
happened down in New Ol eans and Loui si ana and M ssi ssipp
and the failure of the flood walls there. He currently
serves as the chair of the Engineer 2020 project for the
Nat i onal Acadeny of Educati on.

Dr. dough is also a nenber of the Executive
Comm ttee of the Metro Atl anta Chanber of Commerce and the
trustees of the Georgia Research Alliance. He also serves
on the board of advisors for Noro-Msley, one of the
Sout heast's | argest venture capital firms, and he serves on
the board of directors of TSYS of Colunbia, Ceorgia.
Finally, he is also serving as a consultant to the San
Franci sco Bay Area Rapid Transit Systemfor its ongoing
work in seismc retrofit operations, which fits in his

civil engineering background very nicely.

Wth that, | will turn it over to Dr. G Wyne
Cl ough.

DR. CLQUGH Good norning, and thank you, Jilda,
for that very fine introduction. | appreciate that. W
are really honored to have all of you here. | thank you
for taking on this task. It is a very inportant one for
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our nation, for all of our universities.

Jilda said sonme nice things about acconplishnents
here at CGeorgia Tech while I have been here. It helps if
you hire people who are smarter than you are |ike Jilda,
and then good things will happen, and that is why it is
happeni ng.

The work that you are about today obviously is
very inportant to all of us. | amshortly to take a trip
to Ireland, where we will open up a new office in
conjunction with the Georgia Tech Research Institute. The
very topic you are tal king about has cone up nultiple tines
in regards to our work overseas. In Decenber | was in
Shanghai, where we established the joint degree program at
Shanghai Jiao Tong University. Before |l left, | had to
have a briefing on deened exports and all of the issues
associated wth deened exports. So it affects us in every
way we interact internationally.

Sonetinme in the fall I will be in Beijing, where
we have a joint relationship with Peking University, and
once again we have to spend a great deal of tine on the
deened exports issue. And of course, we have |ots of
international students here at Georgia Tech, about 3500,
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and have a strong interest in that area too, as well as
havi ng many, many schol ars here.

It is ny pleasure to wel cone you, not only on
behal f of Georgia Tech, but Enory University which is co-
hosti ng, and the Sout heastern Regional Center of Excellence
for Bi odefense and Energing Infections.

Col | aboration with Enory University is not new to
us. Enmory and Georgia Tech have a very deep rel ationship,
goi ng back sone 20 years. W have conbined forces in the
area of nedical research, bringing CGeorgia Tech's strength
in conputing, engineering and science with Enory's great
medi cal school. W created the joint bionedica
engi neering departnent, which we think is one of the first
in the nation where a private university and a public
university work closely together in co-funding such an
activity, and we are proud that has been recogni zed t oday
as one of the top five such departnents in the country.

As you know, those kinds of relationships are not
easy to develop. They take tinme, and they take a | ot of
willing participation by both sides. | tell folks that
after 20 years of working on this and reaching a pinnacle
when we see the kind of relationship we have with all of
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our faculty, | knew it was working when both parking
departnents agreed to one approach to parking. That was
t he toughest of all.

We are also co-hosting this with the Southeastern
Regi onal Center of Excellence for Biodefense and Energi ng
Infections. That is the new kid on the block. That was
formed in 2003 under the | eadership of Duke University and
a group of research universities in the Southeast, and
focuses on translational research designed to provide
vacci nes and nedi ci nes and di agnostic tests for energing
di seases and bioterrorismthreats. So we are pleased to
join with those two entities in co-hosting.

This is an interesting topic that you have in
front of you. | think it dates back a ways. Three years
ago in 2003, | had the pleasure on the 200th anniversary of
the i nauguration of the historic cross-country journey of
Merriweather Lewis and WlliamCark to take a boat trip to
sinmulate part of that trip that they had. It was a |ot
easier for us; we were able to drink martinis where they
were starving, but at the sane tinme we had an opportunity
to reflect on what that neant.

As we went along on our trip, | read their
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journals. It remnded ne that this was a voyage of
di scovery, and it was driven in large part by Jefferson's
interest in science. The trip reinforced this idea of the
rich heritage our nation has of exploration, discovery and
ri sk taking, and sharing that know edge with others.
Beginning wth our earliest pioneers, Americans have al ways
| ooked for new frontiers and i magi ned a better future based
on sharing of information.

| have had the privilege, as Jilda noted, of
serving on the President's Council of Advisors on Science
and Technol ogy. The sane year | took that boat trip
commenorating the 200t h anniversary of the Lewis and O ark
expedition, | also served on the PCAST panel that |ooked at
t he subject of science and technology in conbatting
terrorism This panel is a rem nder that many of the
fundanental characteristics that drive exploration and
di scovery have the potential to be at odds with issues
related to honel and security. Even as our future
prosperity depends increasingly, however, on scientific
expl oration and discovery, we are facing a need to
rebal ance freedom and ri sk taking on the one hand agai nst
national security on the other.
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Fundanent al research, which in the United States
is conducted primarily at our great research universities,
thrives in an environnent of openness and col | aborati on.
The national security Directive 189 from back in the 1980s
recogni zed this by saying, no restriction may be placed on
the conduct of reporting federally funded fundanent al
research that has not received a national security
cl assification.

However, of course after the attacks of 9/11, the
federal government began to tighten its restrictions on
federally funded research, and we in the university systens
began to express concerns.

That brings nme to the third thing that happened
in 2003. That was, the AAAS organi zati on conducted a study
to see what they thought the inpact of these newrestricted
cl auses woul d be. Wat they found was that in sone cases,
universities decided to forego federal noney altogether
rat her than accept restrictions. Qur friends at MT, for
exanpl e, turned down nore than $400,000 in federal funding
because it would have required the federal governnent to
approve all of the enpl oyees on the project.

However, in nost cases our universities have
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



13
responded, and Georgia Tech is one of those, engaging in a
case by case tedious basis to negotiate and nodify the
| anguage to be nore acceptable. AAU and COGR wei ghed in as
wel |, stressing that university research is based on a free
exchange of know edge. Unless it was classified,
fundanmental research at universities should remain
unrestri ct ed.

The federal governnment spends well over $25
billion a year in funding university research. These funds
are distributed by a wi de range of agencies and
departnents, including NASA, NIH NSF, NRC, DARPA and NI ST
and a list of acronyns. As Senator Hart well knows, there
are 13-some Congressional commttees that have oversight
for all of these things.

Sone of the agencies that we deal with have taken
the initiative on their owm or felt they were required to
take the initiative to add new restrictions on research
contracts. These restrictions that include a designation
that research is sensitive but unclassified, or that
foreign nationals are restricted fromparticipating. The
Depart ment of Honel and Security, responding to their own
needs, have also joined the fray with restrictions specific
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



14

to its research.

Ri ght now, | would suggest there are too many
cooks in the kitchen stirring the stew \What it boils down
to is that we have no consistent policy. This is one of
the problens that we have; we don't know which answer is
the one we should use. What the Departnent of Energy finds
accept abl e today, the Departnent of Honel and Security may
reject tonorrow. What NSF considers legitinate may be
unaccept abl e to the Departnent of Defense.

W were of course gratified to read in | ast
Wednesday' s Federal Register that the Departnent of
Comrer ce has acknow edged the concerns raised in nore than
300 comrent letters frominstitutions Iike this one and
others, and nodified its proposal for additional
restrictions regardi ng deenmed exports. But the devil
remains in the details. Wen a fundi ng agency i nposes a
restriction on the use of foreign nationals in research, we
are forced to exclude sonme students and visiting schol ars
fromthese projects.

All of us can see how this nay be seen as
justifiable to the public, in the interest of national
security. But taken to an extrene or a nodest extrene, it
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may | eave us in an isolated position in the world of

sci ence and engineering. W all know the figures. Over
hal f of those earning Ph.Ds in this country in engineering
today are not born in this country. Not only are our

uni versities dependent on this remarkabl e talent pool, so
are our industries and corporations and, as you know, nmany
of themare trying to demand that when an international
student gets a Ph.D here, they get a green card. That is
at | east one suggestion by corporations.

I f you conbine these issues of restrictions with
t hose about the difficulty of obtaining visas or visiting
processes, we as a nation are at risk of insulating
ourselves fromthe very talent that we need to succeed in a
nmore conpetitive gl obal econony. The conpetition for that
challenge in the comng years will be intense. Nations
i ke China and India are deliberately investing and
bui | di ng worl d-cl ass universities.

Thirty years ago, the United States was
conferring 54 percent of the world's Ph.D degrees, but by
2001 our share dropped worldw de to 41 percent. China,
which was virtually offering no Ph.Ds as recently as 20
years ago, now produces 12 percent, and that is rising.
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Doctoral degrees in national like India and China al so have
-- doctoral degree recipients have a grow ng range of
opportunities for enploynent at hone. As nations |ike
t hese devel op worl d-class universities and skilled work
forces, high tech corporations pay attention, and they
| ocate there because of the talent.

M crosoft's fastest-growng R&D facility i s not
in Seattle, it is in Beijing. GE s Jack Wl ch Research
Center in Bangalore, India enploys 2,500 scientists, and GE
is building a $250 mIlion nmedical research facility in New
Del hi. Qur nation's econom c conpetitiveness is going to
be put to the test by these new devel opnents, and nore is
to conme, not |ess.

Last January | was privileged to attend the U S
University President's Summt on International Education,
whi ch was convened by Secretaries of State Condol eezza Rice
and Secretary of Education Margaret Spelling. President
Bush and Laura Bush al so participated. The two Secretaries
and President and Ms. Bush are to be congratul ated for
making it clear at that nmeeting that this nation needs to
encourage international students to conme to study here and
for U S students to go abroad and study and | earn about
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other cultures. The neeting was al so valuable in that it
al | oned an open exchange on matters of concern about visa
processes and deened exports.

It was a good step forward, perhaps the first we
have seen where we literally had a chance to speak to each
other. The university presidents nmade it clear that broad
areas of research such as nanot echnol ogy shoul d not be
restricted, since to do so cuts us off from i nportant
devel opnments that will be com ng from other nations.

Wen we were there, we tal ked about
nanot echnol ogy. Fluid dynam cs was anot her one that was
bei ng proposed to be restricted, which is kind of crazy,
because as we know, other nations are investing as nuch in
t hese areas of research as we are. W certainly understand
that in nanotechnol ogy. As Chuck Vest put it, president
eneritus of MT, he said we should work to build high
fences as needed only around the narrowest areas of
research that are truly critical to our nation's security,
hi gh fences around very small areas.

We know how to do that. Sonme of our institutions
do research that is already classified. W can do that.

But if you try to protect nanotechnol ogy, then you are
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cutting yourself off fromthe world.

We clearly need to take a conprehensive | ook at
the type and level of restriction that is truly essenti al
for national security, and then forge a new agreenent
bet ween uni versities and the governnment on the bal ance
poi nt between openness on the one hand and security on the
other as it relates to university research.

So I want to thank the National Academ es for
taking the initiative to create this Conmttee on a New
Government - Uni versity Partnership for Science and Security.
As noted, this is the second of three regional neetings to
di scuss the issues related to these inportant issues. |
join the National Academ es in believing that these
regi onal neetings are an inportant step in beginning the
process of forging new partnershi ps between the governnent
and our nation's research universities that will serve the
needs of our science and community security for the 21st
century. | think that is very inportant.

So | congratul ate you on undertaking this
activity and taking tinme out of your busy schedule to do
this, and we | ook forward to working with you in any way we
can to help your activities. W hope you have a good tinme
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in Atlanta. | understand the weather is going to be
perfect, so please enjoy it while you're here, and spend a

little noney.

Agenda Item Keynote Address: Chall enges and
Qpportunities for the Research University in National
Security

DR. GAST: Maybe you will be able to direct us to
t he bookshop so we can spend sone noney at Georgia Tech
while we're here. | would like to join Jack and thank you
for hosting this event. Thank you all for the hard work in
putting this together. W are very glad to be here today.

It is ny great pleasure to have the opportunity
to introduce our keynote | ecturer, the Honorable Frank
Gaffney. He is the founder and president of the Center for
Security Policy in Washington, D.C. This center is a not-
for-profit, nonpartisan educational corporation that was
est abl i shed in 1988.

As wth our tradition, we optimze our tinme here
for discussion, so |l won't read to you his fascinating
bi ography. But you all have the biographies in your
material. | would just like to say that you probably are
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already likely to have read his words in many forunms and
many op-ed colums, or heard his voice on the radio or seen
himon television. So with no further ado, | would like to
wel come himto the podiumfor his address on chall enges and
opportunities for the research university in national
security.

MR. GAFFNEY: Thank you so nmuch. Good norni ng.
It is a pleasure to be here with sone old friends and
sparring partners, as well as, | inagine, sone new ones.
It is vital that we be talking at this nonent in tinme about
the issues that this particul ar panel has been asked to
address, and indeed that the community that is represented
so well here is clearly seized with as well.

| guess ny job is to sonewhat set the predicate
for a conversation which it sounds as though it m ght
| argely involve not so nmuch the national security, but how
do we get around the problens that it constitutes. | am
going to talk about the problens confronting the national
security in the hopes that that will both informthese
ot her considerations and deliberations, and also |I hope
strengthen the recognition that the kinds of
recommendations that this panel is going to be nmaking, and
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that indeed, all of us want to see adopted nust, nust, be
cogni zant of sone very hard realities.

This norning's Journal Constitution offers sone
interesting up to the second rem nders of the nature of the
chal l enge we are facing imedi ately. Reports that Ceorgia
citizens have perhaps had an associ ation wi th Canadi an
terrorists who had obtained three tons of ammoniumnitrate
whi ch they intended to use certainly in Canada and possibly
el sewhere to blow things up, is one indicator. Another is,
over the weekend the news was trickling in about the
possibility that another danger was very narrowy averted,
a sarin gas attack in London's underground. These are just
synptons of course of the imedi ate probl em

It is a problemthat | believe is truly global in
character, and that represents a threat that is al nost
uni magi nabl e, nanely, the enmergence once again in our tinme
of yet another totalitarian ideology whose anbitions are
quite literally to destroy what | call the free world.

That nmeans us, of course, as the |eaders of the free world.

Thi s i deol ogy has not been universally naned.
Sone people confuse it with synptons |ike the ones | just
described, terror. But in fact, | believe it is a coherent
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i deol ogy. There are different strains within it, but for
want of a better term | call it Islanpofascism | use that
term advi sedly, because | am suggesting that it is indeed a
political novenent, not a religious one, one that
masquer ades as a religion, which makes it frankly vastly
nmore difficult for liberal denocracies |like ours to contend
with. But it is at its core about power, not about faith.
It is being nade vastly nore dangerous to us by the support
it enjoys fromstates that sponsor and enable it.

Chal | enges here, too. One of those states of
course is Iran, with whomwe are now dancing in the hopes
of dissuading themthrough a series of inducenents to give
up sonething that they are quite commtted to having, which
IS nuclear capabilities.

The other which is even tricker is a so-called
friend in this war, nanely, Saudi Arabia, a nation that is
awash, as is lran, with the proceeds of oil paynents from
the West, and that is using those proceeds perhaps in
pl aces |ike this, but certainly el sewhere in academ a, and
i ndeed el sewhere in our society, and surely el sewhere in
the world, to pronpbte this very ideology of Islanofascism
greatly conplicating of course what we think and say about
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t hese sponsors, let alone about the ideology they are
advanci ng.

That is the near termproblem Unfortunately
there is a longer termproblem It is conprised of those
who may not be Islanofascist thensel ves, but who certainly
seemto be quite happy to have our resources and energies
preoccupied with dealing with that threat while they work
to supplant us economcally and perhaps mlitarily.

The nost worrying of these is Communi st Chi na.

We have just heard about the relationship between this
institution and Communi st China, and it is true of many, of
course, both in academa and in the corporate world.

How do we understand what China is about? A
recent contribution was nmade by the Pentagon, which has
produced in just the past weeks the nost detailed and |
t hi nk sobering series of analyses of what China is doing in
a nunber of different areas. It notes that the Chinese
thensel ves refer to the United States as the main eneny.
They tal k about war with the United States being
inevitable. Do they nmean it? | don't know, but as with
the Islanofascists, | aminclined not to ignore what they
are saying, to thenselves, to their political cadre and to
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their mlitary.

Then there is the matter of econom c power, power
that | wll be comng back to in a nonent, nade possible in
no small measure by us. There is the question of its
i ndustrial capacity, being built at a truly m nd-boggling
pace. W have heard about the academ c infrastructure
being built up and the products of it in a very conpetitive
way. There is also the matter of China's wealth al so being
applied to purchase our debt. The |argest owner of
Anerica's T-bills is Communi st China.

There are matters of espionage. Gordon knows a
great deal nore about this than |, but a nunber of studies
over the years have docunented the role that Chinese front
conpani es, technol ogy theft operations, academ ci ans and
outright espionage collection operatives are doing to build
up both the tech base and the mlitary capabilities of
China. Then not least, there is the mlitary buil dup
itself, much of it enabled by Mladimr Putin's Russia, but
to sonme extent benefitting fromthe sorts of technol ogy
fl ows and opportunities here, in Europe and el sewhere that
China is very aggressively exploiting.

So there are two problens, the i medi ate threat
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posed by Islanofascism the |longer termthreat posed by
Communi st China, giving rise to what we have called in a
new book the war for the free world.

A further conplicating factor which I think
operates very nmuch in areas that you are going to be
addressing in the course of the next two days is sonething
that for want of a better term| think mght be called post
nationalism CQur ability to contend wth these chall enges
will in no small neasure be affected by an attitude that we
very much believe is a truly worl dw de phenonenon, indeed,
it is called globalization by nost of us, and yet, it is
not entirely clear that it is being pursued in a post
national i st way by our conpetitors.

| was struck in reading through this docunent
about rising above the gathering storm a title that | wll
cone back toin a mnute. It says a |ot about the way we
are approaching this problem but we assune everyone el se
is approaching it in the same way, that this globalization
is not only truly global, but that we are all in it for the
sanme general reasons and purposes. |'mnot sure that is
true, on closer inspection.

| ndeed, in the key issues paper that is in the
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packets for your consideration, there is this quote which
was alluded to a nonent ago, the need for unfettered
communi cation and col | aboration in an increasingly gl obal
and conpetitive world is predicated on the idea that
basically there are shared val ues, shared interests, shared
techni ques being applied to a better world economcally and
presumably in other areas as well.

Yet, | think even fairly superficial exam nation
of what is happening in sone of the areas that presunmably
being referred to as this country's conpetitors, that is
not necessarily so, Conmuni st China being an exanple in the
extrenme of a nation that is certainly exploiting
gl obal i zati on but seens to be doing so for very nuch
national i st purposes, building up nationalist capabilities.

| would argue that even sone of our friends in
the free world are simlarly seem ngly exploiting
gl obal i zation at our expense for purposes that have nore to
do with building up national or in the case of the European
Uni on, transnational comunities, capabilities.

It is certainly true that we in this country
benefit fromsone of this globalization. Mst obviously in
the case of the academ ¢ community, those graduates that
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you are cranking out who stay in this country and who bring
great talent and energy, as have precedi ng generations of
i mm grants done, are incredible assets, assumng -- and |
hesitate to say this, but I think it needs to be said --
assum ng they are not working for sonebody el se.

Even, | think it can be argued, those who go hone
that you have trained in our finest academ c institutions,
have a contribution to make to a better world, including to
our interests, to the extent that they are in fact bringing
with them an understandi ng of our country, an affinity for
our country, a desire to inprove the conditions in their
own country in ways that are not threatening to us,
bri ngi ng about m ddle class growh and creation of new
consuner markets and the like in their societies as trading
partners for us. That is all to the good.

But let's be honest. It is not upto us as to
whet her or not such products of Anerican academa, with all
that they are taking in terns of the training and skills
and know edge that is inparted to themhere, will redound
to our nmutual benefit. There are factors at work, | have
menti oned nationalismoverseas as one. Another is the
m ndset that is evident in at |east sone of these quarters,
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one m ght argue India and Japan as well as Comruni st Chi na
and the EU, a certain zero sum m ndset seens to be
operating, wth strategic repercussi ons and econon c ones.

In sone cases as | have indicated, there are
sinply downright hostile intentions on the part of their
governnments. To the extent that their governnents have
means of either inducing or conpelling such students, such
Ph. Ds, such postdocs to performservices for the state at
our expense, that, |adies and gentlenen, is a problem

In short, we need to be clear about whether
gl obalization is nore of a one-way street than we are | ed
to believe, that it is not being practiced in ways that
assuredly help us and instead may i n nmany cases be
practiced in ways that conpound today's national security
probl ens and confront us with far nore serious mlitary and
econom ¢ ones in the future.

| have been asked to tal k about opportunities,
not just challenges. | would like to give you sone food
for thought in this departnent. Truth be told, |'m not
sure all of this is in the realmof the hard sciences,
which | gather is the major focus of these deliberations,
but I think we are all in this together, and the soft
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sciences, the hard sciences, the academc institutions and
the country they all serve is what | would like to speak to
in ternms of the opportunities at hand.

The larger point is, | think we have got to be
clear as a people who the eneny is, and that we are in fact
once again at war. It is a global war, as | have
indicated. It is a war with both near termand potentially
| onger termdinensions, and it has to affect the
cal cul ations that you are thinking about, and the deci sions
or recommendations that you will be maki ng about how you
draw that |ine, that bal ance between national security and
openness, the possibilities of globalization ueber alles
governing in the Acadeny at |east.

| believe there is a critical role for the
Acadeny in understanding who this eneny is. Cearly the
skill sets especially in regional studies and | anguages,
the cultures of the regions and nations that we are
confronting, is critically inportant to be bringing to bear
as part of the national effort to protect ourselves and
pronote the free world's larger interests.

There are clearly opportunities that abound to
insure that the U S. mlitary is equipped to deal not
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sinply wiwth today's chall enges, but tonorrow s. Sone of
those are likely to be very different fromtoday's. There
is a very real danger, particularly in a tine of
constrai ned resources, that we wll persuade ourselves that
the kind of fight that we have right nowis the one that we
have to be preoccupied with and equi pped for forever. It
is a variation on the old line about generals fighting the
|ast war. As Jack Gansler knows very well, we are in a
dynam c situation strategically, and for reasons that |
have alluded to, particularly fromChina. That is |likely
to becone nore dynamc rather than less in the future.

For exanple, in areas such as cyber warfare, the
possibility of conflict involving or actually taking place
in space. In particular, a problemthat | amfrankly
seized with and think is of enornobus consequence for this
country, we call it in War Footing the nega threat you
never heard of, the possibility that sonmeone may use
strategically an attack involving sonething called
el ectromagnetic pul se, possibly as a blue ribbon comm ssion
reported to Congress two years ago, by delivering a single
nucl ear weapon and detonating it high above the country in
space, raining down on this country an enornous burst of
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el ectromagnetic energy, possibly as nmuch as a mllion tines
t he power of the nost powerful radio signal on earth, with
what the comm ssion described as catastrophi c consequences
for the nation, because such a burst of energy woul d
devastate our electrical grid and damage if not destroy
virtually every piece of electronic gear that is not
protected against it. That, |adies and gentlenen, is a
21st century disaster. |If you have a hard tine getting
your head around it, think about Katrina as a m crocosm of
what this m ght invol ve.

| mention this because this is an area in which
both our mlitary and frankly every bit as nuch as our
civilian econony urgently need the skills and insights and
hel p of the research institutions.

Anot her subject of great opportunity is the need,
now i ncreasi ngly appreciated by the public and sone of
Senator Hart's former coll eagues, for energy security.
There are trenmendous opportunities here. M personal
belief is that this is of such urgency that the
opportunities may lie nostly in applying existing
technol ogi es as much as in making the breakthroughs that
w Il enable future technologies to be brought to bear. But
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this is at the top of the agenda, | believe, and has to be
for obvious reasons.

Anot her area in which there are opportunities, we
need the help of the academ c community in areas that to be
honest with you, nost people in this community | sense find
anathema. That is in the honel and security arenas of
collecting intelligence and nonitoring activities of people
who have -- again, for reasons | have alluded to -- been
able not only to set up shop and to pursue ji hadi st
prograns and activities abroad, but also to do so in this
country, which raises of course a host of thorny issues
about, are we in fact not only circunscribing unduly
academ c freedom but are we engaging in other
infringenments on civil liberties.

| believe however that we are in fact at war.

The eneny has unfortunately been able to sone extent to
penetrate our society itself, and it is incunbent upon us
to help our governnent. W offer in the War Footing sone
i deas about how we can do it as individuals, but
particularly those of you who do understand technol ogi es
that John has worked with for many years, to inprove our
capacity to identify and counter the sorts of threats that
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| spoke of at the very beginning of these remarks, and
wor se, before they eventuate.

There is the issue of political warfare, again, a
soft science rather than a hard one, | suppose. | am of
the viewthat if we wish to avoid having to fight enem es
present and prospective the ol d-fashioned way, the way I
think all of us prefer not to have to engage in at huge
cost in lives and treasure, it behooves us to understand
and be able to utilize other techniques to influence the
shape or the future direction of sonme of these regines that
do wish us ill.

There are lots of ways in which that can be done.
In fact, we in the United States engage in political
warfare every day. It is just that generally speaking, it
is directed at each other, trying to figure out who is
going to represent us, who will wield power, and which
policies they will adopt, basically the same techniques, if
we understand the eneny and its weaknesses and are willing
to bring these techniques to bear, can be utilized to avoid
war while providing for our security.

Lastly, there are sone issues about economc
conpetitiveness. This is of course very nmuch on the m nds
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of all of you, and I"mnot sure | can shed a great deal of
l[ight as to what this requires. Al | can tell you is,
have |ived through a succession of efforts to elimnate
controls on the export of sensitive technol ogies. The
argunent is always nade as it just was that as |long as we
have really, really high fences around the few things that
are really, really inportant, we will be okay.

| don't believe that is true, |adies and
gentlenmen. | don't think you need to | ook nuch beyond the
point that was nmade in the sanme breath by the previous
speaker. Let's |eave nanotechnol ogy out of those high
f ences.

Well, Jack Gansler I'msure could attest to this
better than |; nanotechnol ogy has al nost uni magi nably | arge
national security inplications. So the nonent you start
saying, I'"'msorry, that is not going to be part of what we
control or at least try to insure is handled in a secure
fashion, you are setting yourself up for the sorts of
econom ¢ problens, yes, but |I believe also serious national
security problens down the road.

| will conclude by just saying, the world wll
becone sadly a nore dangerous place before it becones a
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safer one for this country and its interests. That is
because we are in fact engaged in a war, a global war

agai nst people who, no kidding, wish to destroy us. And as
| said, they are being enabl ed by people who may not

seem ngly wish to destroy us, exactly, for exanple, the

Chi nese clearly have an interest in perpetuating our market
and cratering the value of all those T-bills. Yet, they
also | think clearly hope to supplant us. Sun Tsu argued
that it is better to defeat an eneny w thout having to wage
war against them and | think that is the nodel that the
present Conmmuni st regine is pursuing as well.

These conditions that | have tried to touch on
very superficially here, I"'mafraid, clearly create grave
chal I enges, challenges to a freedom | oving peopl e,
chal l enges to our national security establishnent and
chal I enges not |east to academ c institutions that support
both. They also clearly create opportunities. | think it
is vital that as we seize and exploit the real
opportunities, we not exacerbate the very serious
chal | enges posed currently and in the future to the free
wor | d.

| think it is discussion tine. Thank you.
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DR. GAST: | would like to open the floor for
di scussion, and | would like to start by hearing from
menbers of the commttee, if we can.

DR. GANSLER: Frank, you started off by talking
about the newspaper today, the Canadi an i ssue and then you
brought up the sarin issue. Certainly in the case of the
Canadi an one, and the sarin issue in Japan, these were
essentially natives of those countries, Canadian citizens
bei ng born in nost cases, and the sane thing for the
Japanese case in the sarin. W have had other instances,
Ckl ahoma City, for exanple.

So the question | would raise, at our MT
session, what we found was nunerous nenbers of the
Adm ni stration suggesting that the current export control
systemis based on the old Cold War nodel, build walls. As
you point out, in today's Internet environnent and
communi cations satellites, global transportation and so
forth, that nodel doesn't work. They suggest that we m ght
consider a totally new export control nodel that would
address such issues as recognizing that terrori smmy not
be all international, that there may be donestic issues.

In fact, if you look at the terrorismdata around the
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worl d, sonething |ike seven tinmes as many of them have been
donestic as international. | just wonder if you would
comment on that for us.

MR. GAFFNEY: Look, this is a huge problem no
getting around it. Not only are we seeing people that we
don't know have an association with terror, but | think
there is sonme reason to believe people involved with terror
-- and again, this is the near term probl em as opposed to
the longer termproblem-- that they are effectively
seeking out and recruiting people who sone have called lily
whi tes, people who woul d not specifically be suspected or
profiled, if you wll.

| amentirely open, and | think nost of us in the
national security community would be entirely open, to
fresh thinking about how you address this kind of problem
within our own borders, a problem particularly conpounded
by the nature of the recruitnment that | think is being done
| argely out of sight, recruitnent that is of people who
m ght be collectors of technology or intelligence or those
engaged in corporate espionage or nore directly operating
against our mlitary.

But | think it has to be rooted in the
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proposition that this is a serious problem and not sinply
an i nconveni ence that we have to try to work around to the
maxi mum ext ent possi ble, as was pointed out in that key

I ssues paper, try to have unfettered communi cati ons and
col | abor ati on.

Unfettered comunications and col | aboration, |
submt to you, is sinply not on in this kind of
environment, any nore than it would have been in the | ast
terrible conflict we had agai nst a global totalitarian
i deol ogy bent on our destruction, of the hot war kind in
Wrld War 11, or for that matter in the Cold War conflicts
with the Soviets.

DR. | MPERI ALE: Are you suggesting that we have
to have a fundanental change in the way that academ a
t hi nks about how it operates in terns of openness? 1In the
engi neering fields, are we used to having this kind of
thing, but say in the life sciences, for exanple, we are
not use to that. Then if we have to make those kinds of
changes, one concern that will come up is, are people going
to be inhibited fromthen goi ng down those paths, and that
wll hurt us in the long run. So what are your thoughts
about that?
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MR. GAFFNEY: | am better at chall enges and
br oad- brush opportunities than | amto tell you howto fix
this problem In fact, | ran into an old col |l eague, Judge
WIlliam Webster, in the airport yesterday, and | told him]l
was com ng down here to talk to you all about this, and he
said, we have been westling with this forever. | observed
that | amsure that smart people woul d have solved this
probl em before now, if it lent itself to easy solution or
maybe any sol ution.

| do think it is inperative that people in the
life sciences comunity and academ a nore generally be
encouraged to think differently about the problem It is
one thing to believe that as long as the world is a benign
pl ace and that globalization has really supplanted the old
national interests and inpul ses, that science can be
unfettered and comruni cati ons can be conpl etely open, and
col | aboration can be unconstrained. The only problemwth
that is, | don't think that is the world we are living in.

VWhat worries ne nost is the point | tried to nmake
third there, that | fear we are operating as though that
were true, and nobody else is, at |east none of the people
who count. You hate to be duped. That is in a way worse
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than just being stupid, people taking advantage of your
stupidity, is such that nost of us recoil fromthe prospect
that that could be true. | think the technical termfor
this is cognitive dissonance; you don't want to see it, so
you don't see it.

| ' m not suggesting that anybody here is stupid,
mnd you. | just think we do indulge, we have been
encouraged to indulge. | think this issue in terns of
academa is practically trivial conpared to the attitude
that has now taken hold in corporate Anerica. |In fact, a
| ot of corporate Anerica doesn't want to be called
corporate Anerica anynore. They are now worl d conpani es.
Anmerican national interests are in nmany cases seen as
i nconveni ences or irrelevancies to the pursuit of the
profit in global trade.

| have to tell you that we have just had
announced t he appointnent as the chief financial officer
for the United States governnment of a guy who has probably
done nore as a world corporate maven to pronote Comruni st
China's power, Henry Paulson. This is not a trivial issue,
which | think sinply underscores and adds urgency to
encour agi ng what | would hope would cone out of this, which
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is sone appreciation of the continuing inportance of
patriotism This nation will not survive if we take its
survival for granted, and the role of the academ c
institutions and corporations for that matter and
government in insuring our future survival, to say nothing
of success, argues for sone rethinking.

MR HART: If war with China is pretty nuch
i nevitable, why is our current Adm nistration not
di scouragi ng capitalist America from hel ping build up the
Chi nese econony and rejecting Chinese investnent in our
nmount i ng debt ?

MR. GAFFNEY: First of all, | don't know that war
with Chinais inevitable. |I'msinply saying they say it
is, and that ought to be sonething we take into
consi der ati on.

MR. HART: And there are people here who say it

MR. GAFFNEY: Secondly, | think they are behaving
in ways that make it pretty clear they are positioning
t hensel ves to defeat us mlitarily if it conmes to that.
This is an imediate issue, as | say. The

Chi nese have the ability to project out 75 years. |'m not
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sure it is going to take that long for this to cone to a
head one way or the other, but when we are | ooking at
quarter by quarter long range plans, it is an asymmetric
problem to say the |east.

| don't know the answer to your question,
Senator. | think that the United States governnent can't
quite figure out what its attitude is towards China, is the
short answer. You have the Pentagon report, which paints a
pretty bleak picture, comng out within days of Henry
Paul son being appointed to run the Treasury Departnent.

The U. S. governnent clearly has no intention of
di scouragi ng the Chinese fromcontinuing to buy our T-
bills. They are enabling much of what we currently are
doing to maintain our standard of living while deficit
spending. On the other hand, and there is that other hand,
| think there is a growi ng appreciation that the kind of
whol esal e Iiquidation of Anerica's industrial capacity that
is underway is far advanced, nuch of it having now m grated
to places |like China, is a national security problem as
wel | as an econom c prosperity problem The idea of the
United States really being reduced to being a service
econony i s perhaps okay, as |ong as other people don't beat
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you at the service gane, too, just as they have been
beating us at the industrial gane.

| think if nothing else cane out of this kind of
conversation, it would be wonderful if we started doing
sone fresh thinking about where China is going and what the
inplications mght be if we are globalizing at the sane
time that they are pursuing a nationalist programwth
great help fromour one-way street in the globalization
area, mlitarily and econom cally, both inportant.

DR. GORDON: Frank, | did hear your disclainer
about broad policy issues. You nentioned the inportance of
nanot echnol ogy in international security. How do you think
we shoul d approach that? What provisions, what ideas, what
directions? Can you just talk about that a little bit?

MR. GAFFNEY: Again, | really don't know the
answer to this. | do think that probably it resides, if
the answer is to be found, in the kind of collaboration
that you are trying to foster. The |last of those key
i ssues was what kind of ongoing relationship can there be
bet ween i ndustry and academ a and the national security
comunity.

Agai n, you have spent a lifetine in this field,
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John. | would only say, | think if everybody is basically
approaching it fromthe point of view that there are truly
national security inperatives in play, that there are
equities for the country that are likely to prove
determnative, if not against that near termthreat, the
future ones, that we can find a way to cone together around
this, that we can find ways at the very least to do
sonething that | would |like to see done nore systematically
on a host of different fields, notably export controls.

It has al ways seened to ne that sonebody ought to
be obliged when they are maki ng the argunent for higher
fences and narrower focus, or nore specifically on de-
controlling one of the few now remai ni ng technol ogi es that
are controlled, there ought to be an inpact statenent. W
ought to be asking people to evaluate -- we understand what
the possible benefits mght be, but what are the possible
consequences.

An exanple, just to dwell on this point for a
second and then come back to the nanotechnol ogy issue.
There was a time during the Cold War when we nade a very
concerted effort to try to constrict the exports of
advanced machi ne tools. A Japanese conpany and a Norwegi an
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conpany viol ated those rules and transferred machi ne tools
to the Soviet Union, which pronptly used themto
manuf acture propellers, very quiet propellers for their
submarines, which in turn neant that the enornous
investnment that the United States Navy had nade in acoustic
anti-submarine warfare was dramatically degraded.

| can't remenber the exact nunber, but it was
sonething like $45 million that these two conpanies
garnered. The Navy confronted a billion dollar problem of
trying to reconstitute the capabilities that it had agai nst
t he Sovi ets.

That is then, that is the Cold War, that is not
now. Yet, | think stuff |ike that happens today, too. W
have becone so accustoned to basically saying, it is good
for business and business is going to nake the world a
better place because we are all in this together, and we
all are going to be globalizers pursuing the sane basic
purposes. Those kinds of inpacts are not being given
adequat e wei ght and considered as | think they should be in
answeri ng questions |ike yours.

| guess | would just say, to get people in the
nanot echnol ogy field together and say, the upside of you
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havi ng unfettered comruni cati ons and col | aboration with
your Chinese counterparts or your |Indian counterparts or
your European counterparts is that theoretically you wll
be being kept apprised of their breakthroughs every bit as
much as you are keeping them apprised of ours.

But maybe that is not true, A and B, maybe the
i nplications, given what nanotechnol ogy could represent in
terms of national security applications, the inpacts of
trying to keep that kind of flow of information at |east
fromhere to there, could be quite considerable froma
national security point of view

So if that is true, how do we sort this, so that
we are getting the best mnds applied to the subject, we
are learning as nuch as we can, we are instructing our
people as well as we can, and we are not doi ng grievous
harmto the country and its future national security and
its economc interests as well.

DR NORRIS: | would like to follow up on that
just a nonent. \Wen you finished your prepared renarks,
you finished with a summary about, we really are in sone
type of a global war. You said there were a nunber of
chal | enges, and you cited sone specifically that m ght
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apply to academ c institutions, but you ended by saying
that there were al so opportunities, and one should | ook at
exploiting the opportunities w thout exacerbating the
chal | enges.

That is a very delicate balance. | was wondering
if you had any thoughts about how one woul d go about

approachi ng that bal ance.

MR. GAFFNEY: | probably have not succeeded very
wel |l in describing what | amthinking about this, if I
haven't gotten that answered before now | guess | am

saying, reduced to its essence, ny guess is that nobst
peopl e addressing that balance will conme out rather better
frommy point of viewin figuring out what opportunities
can be safely and aggressively pursued w thout exacerbating
the challenges, if they are clear about the challenges, if
t hey understand the context in which this debate has to
happen.

| have to tell you, reading through this and
readi ng through sone of the other materials for this
panel's deliberations, | sense that the starting point
really is, how do we contend with these nattering people
who don't get it, that the world really is a free market of
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i deas and we just need to be in it to the fullest?

| keep com ng back to that quote about unfettered
communi cation and col |l aboration. That says it all to ne.
Not that it is not an ideal; | subscribe to the ideal, and
if the world were truly different than it is, it mght even
be possible that we would benefit as fully fromit as
everybody el se is.

| worry because here in academ a in particular --
in fact, we have got a particularly controversial chapter
in the book about academ a -- | ooking specifically at nore
the soft sciences part of this than the hard, but the fact
that we as a people are paying sonething on the order of
$120 million a year to support regional studies prograns at
Anmerica's finest academ c institutions. W rely upon those
institutions to produce people with the | anguage skills and
the cul tural understanding and the regi onal specializations
that are directly relevant to John's old |ine of work and
tothe mlitary's day to day operations and to the common
weal .

A non-trivial percentage of the people doing the
teaching at that $120 million a year clip are people who
are very hostile to this country, and what it stands for,
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and the rightness of its cause. The fact that the people
that they are teaching about are actually part of the
probl em as opposed to clients or people who they want to
get visas fromso they can continue their research

This is a real problem and it conpounds the
| arger one that | was trying to get at, which is, if you
really don't think that we are at war, A or if we are at
war it really is only against these rascals who are trying
to get an ammoniumnitrate bonb here or there, and it is a
nasty bit of business and it is a good thing when we stop
them but if it blows up a Murrah Buil ding, for exanple,
stuff happens, as they say, then you are not going to be
renotely able to draw this balance the right way, to ny way
of t hinking.

| f you take aboard, conversely, some of these
poi nts about near and |onger term security chall enges, you
still may have a hard tinme answering sone of the questions
t hat your coll eagues have posed, but | think you are going
to do a better job of it, and I think academa is going to
be part of the solution, which is obviously critically
i nportant.

DR. GAST: Frank, | would like to follow up a
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l[ittle bit on that. It seens that we have a little bit of
a natural experinent that we can | ook back at fromthe Cold
War. We know what the isolation of attitudes in the Soviet
Union did to the Sovi et Acadeny, and many brilliant
scientists and the work that was done there, and how total
isolation and real separation fromthe rest of the world
was not beneficial to them

So we clearly have to find a balance. It is
clear that the world needs international and gl obal
participation on tough chall enges such as infectious
di sease, the fact that the SARS epidem c started and
proceeded because of secrecy and was only solved by a
mul ti nati onal collaboration that was able to nove forward
because of the cooperation across borders.

So it doesn't seemthat science and technol ogy
can be cordoned off in the way it nay have been years
bef ore when there was | ess comuni cation and | ess
international participation. So |I am concerned about the
other direction, if we do becone isolationist and put too
many barriers up, how have we harmed not only our own
infrastructure and our ability to be anong the best, but
for the sake of the world.
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MR. GAFFNEY: It is a real concern. | think it
is a conpletely hypothetical concern, because | don't
believe that even if | were saying go to an isolationist
posture it could be done.

| was tal king about export controls earlier. One
of the things that | amsorry to say was done at the
begi nning of the Ainton Adm nistration was, they
essentially eviscerated the nmechani sm by whi ch export
controls were maintained on a nultilateral basis. So we
are not going back to that. You couldn't rebuild it if you
wanted to. Simlarly, | think the kinds of attitudes that
| have just tal ked about in terns of fornmerly corporate
Anerica are not going to be reversed, they are sinply not.
Many of them have now so intensely invested overseas that
they really do have alternative focuses as well as
interests that no matter what we said would surely inpinge
upon their wllingness to play ball.

| guess really, all I amasking for is a bal ance,
but the bal ance be preserved or maybe reinforced in a way
that will enable us to have true national security equities
taken into account both in academia and in the corporate
worl d and by the governnment, when virtually all of the
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present practices and certainly inclinations are noving in
the direction of let "er rip.

That probably sounds |ike a gross exaggeration to
peopl e |ike you, who are still confronting what remains of
export controls and what remains of sone of these
scrutinies that are being applied, and you will be hearing
from ot her people who can both el aborate on what they think
is still happeni ng and why.

All | amsaying is, | really believe that this is
a sufficiently urgent national problemas well as a
national security problem that having your help in draw ng
that bal ance, with the idea in mnd that there really are
national security inperatives still requiring them that |
think will insure that we cone out at |east closer to where
| think we should be than we w || otherw se.

DR. BURNETT: You are clearly advocating a
di al ogue, and I think that is what the commttee has been
hearing. One of the things that | think we hear fromthe
other side of this is the need for an inpact statenent from
security folks, and yet, we run up against the barrier of,
specific exanples are classified. W have also heard at
our MT neeting from soneone who said, you should insist on
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sone di alogue with sonme of those exanples maybe dil ut ed
down or filtered sonehow. Do you have sone suggestions as
to how that can happen?

MR. GAFFNEY: Again, John and Jack have been nuch
nmore intimately involved with some of the practical aspects
of this than | am and nuch nore recently than I.

Personally, | think there ought to be sone
conversation, at least in a sonewhat diluted, as you say,
formof howthis stuff does bite froma national security
point of view As | said, | don't think this can be
i nposed any longer. Even if it were a good idea, | just
don't think it is likely to happen. So it has to be in
part a partnership in which people in the academ c world
wi | lingly cooperate.

There has been a huge furor in Washington in
recent weeks over this question of the NSA enlisting the
hel p of some Anerican corporations in nonitoring patterns
of calls, in the hopes of finding the proverbial needle in
t he haystack of people who interact with suspected
terrorists and who are in this country. You have had
peopl e i n Congress demandi ng that these corporate heads be
drawn and quartered, or at |east brought up for a public
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dressi ng down.

| happen to think if it is true, and there has
been a | ot of thrashing about even whether it is true, but
if it is true, | happen to think that is a very |audable
thing for these guys to be doing, because | think it
represents the kind of partnership with our governnment in
trying to deal with the problem draw ng a bal ance between
privacy and civil liberties on the one hand and nati onal
security on the other, to try to avoid the problens that we
have seen in the past and that could frankly be infinitely
worse in the future, if one or nore of these characters
turns out to, get their hands on biotechnol ogy or chem cal
weapons or other things that could inflict casualties.

So | guess ny answer to you is this. This is not
a problemthat we |ack the brainpower to address. That is
the good news. There is clearly plenty of brainpower. It
is a question in part of will. | think that will is a
function as much as anything of a perception of the danger.
To the extent that many in academia and for that matter
many in the country at |arge remain unpersuaded of the
magni tude of the problem and the fact that that problemis
i ndeed material not just to sonebody el se sonewhere el se,
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but to each of us and by the way, if we get it wong, not
just to each of us, but to our children and probably to our
grandchildren, then | think that brai npower can be applied
in creative and constructive ways that yes, may nean that
there is some constraint on unfettered conmunication and
col | aboration but no, it is not going to be the end of all
col | aboration and communi cation. It is just going to
stri ke that bal ance.

| guess | would close by saying | am excited
about the fact that this panel is working the problem and
that it is clearly facilitating these kinds of
conversations with people who in addition to your own
brai npower, bringing a |lot of hard experience to the
matter, but that nonetheless can come up wth, if it can be
cone up with, sone better ways to draw that bal ance,
informed by the reality of the problem

DR. GAST: | would like to open it up for nore
guestions and discussion. | would like you to please |et
us know who you are and where you are from

DR. HARRIS: | amElisa Harris fromthe
University of Maryland. Hello, Frank.

MR. GAFFNEY: An old sparring partner.
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DR. HARRIS: Indeed. |If | understood you
correctly, you were critical of countries |like China and
Japan and the European Union for pursuing their national
interests economcally and mlitarily, and not operating in
a post nationalist type of way. But at the sane tine, the
whol e focus of your remarks this norning have been about
U.S. national security. | haven't heard you even utter the
phrase international security.

So | wonder, do you think there is such a thing
as international security, or there are international
security interests? Are there opportunities for
i nternational collaboration in addressing sonme of these
security threats that you have tal ked about, including what
| think we are going to be tal king about a great deal this

afternoon, dual use threats?

MR. GAFFNEY: | appreciate the question, because
it may be a confusion that | left in other peoples' m nds
as well. It is not so nuch that | was being critical of

Chi na and Japan and the EU for pursuing national interests.
It is that | amcritical of this country for operating as
t hough they are not, as we pursue this notion that we are

all just pursuing international security together, when
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think a pretty persuasive argunent can be nmade that we may
be doing that to a considerable degree in the belief that
that is good for us, ignoring the fact that others are
doing the other in ways that m ght not be so good for us.

It seens to ne you just have to play it one way
or the other. You can't do it both. You can't be
continuing to perpetuate an arrangenent that | think is
having a deleterious effect on both our econom c power and
our national security by essentially trying to the maxi mum
degree you can to train Chinese scientists, for exanple,
and engi neers, and equip their universities to do it
cheaper than we can do it, which inevitably will put these
academ c institutions into nuch the sane jeopardy that
their comercial counterparts have gotten thensel ves into,
by doing exactly the sane thing.

As long as the Chinese are pursuing a nationalist
zero sumpolicy that yes, for the nonent has certain
attributes like buying our T-bills and engaging in trade in
terms that enable us to buy goods that we m ght not
ot herwi se buy, but that nonetheless has a long term
pur pose, maybe it is 50 years, nmaybe it is 100 years, maybe
it is ten, that could be quite detrinental to our national
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i nterests.

So | guess ny bottomline is, | would love to
live in a world in which international security is
genui nely assured, and we can continue to enjoy all of the
freedons and security that we have becone accustoned to. |
don't believe that is the world we are in. | don't see it
in prospect. | think that the kinds of issues that we are
tal ki ng about here today make a material difference as to
whet her it gets worse or whether it gets better.

DR. BERTSCH. Gary Bertsch fromthe University of
CGeorgia. Although | ama Georgia man, | think | shoul d
cone to the defense of our Georgia Tech president and his
use of the termunfettered. He did use that term but |
believe he also called attention to the inportance of high
fences around certain areas. So | don't think you should
assunme that he or others when they use the termunfettered
suggest that this should be conpletely unfettered in
strategic areas. | don't believe he neant that.

| also think that nmuch of what you have had to
say, Frank, and | followed carefully your thoughtful work
in this area for 20 years, but it assunes things that are
not really possible. It assunes that we can control -- and
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we have | eadership in technology that puts us in a position
where we can do these things that you suggest, when in
truth, technology and science is international, and we are
part of this international process.

Everyone who knows export controls these days say
they have to be nmultilateral or they are neaningless. The
United States can propose the nost thoughtful export
control policy unilaterally, but if it can't inplenent it
wi t hout the cooperation of other countries that have the
sanme science and technol ogy, then we have great problens.

So | think you are quite right by saying we have
to identify the challenge, the true problem and I think
you have contributed a I ot of inportant issues in your
comments. But | also think that we can't under val ue and
under enphasi ze the economc, scientific and political
foreign relations el enents of our national security.

| thank you for your comments, but | think we
have to chall enge sone of the things that you have shared
Wi th us this norning.

MR, GAFFNEY: Well, | would be in the wong pl ace
if I didn't expect challenges. Just as a point of
clarification again, | don't think | attributed to Georgia
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Tech the termunfettered conmuni cati on and col | aborati on.
That is in this issue paper. | don't know who is the
author of it. M inpressionis, it is the grist for the
mll for this panel. But it talks about the need for it,
and I'mnot sure that is inconsistent with what we heard
here a nonent ago.

| think | have already tal ked about ny feeling
that this idea that you can trade off narrower and narrower
and narrower areas for higher and higher and hi gher fences
has not proven to be effective. |In fact, | would argue the
proof of ny point, that this tragedy of having the Cinton
Adm ni stration deliberately elimnate the nechani sm whereby
mul til ateral export controls were inposed on a nmultilateral
basis. That is to say, we were able to actually exercise
enor nous suasi on over other peoples' export policies under
what was then called the Coordinating Commttee on
Mul tilateral Export Controls. As an early agenda item
the dinton Adm nistration decided to get rid of that
institution and replaced it wth sonething that tal ked
about higher fences and smaller things, and it was all
basically fromthat point on unilateral. It is still nore
tal k, but the opportunity to influence real influence and
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control on who exported what was gone.

| hope | have left you with the inpression that I

believe this is a hard problem | certainly don't want to
say that | think either A | have got all the answers or B,
that the answers are self evident. | think we are in a

world in which we have gone a | ong way towards sayi ng
anyt hi ng goes.

| guess ny response to that difference of opinion
is, | think that is not safe. How much we can draw the
bal ance differently will depend upon a couple of things. |
kept com ng back to this point about a broader
under st andi ng of the magni tude of the danger.

| think another part of this will ultimtely be,
to what extent do we appeal to sonmething -- going back to
Elisa's question, do we appeal to a national sense of
purpose and identity. Wien | was | ooking through your key
i ssues, there was reference there to energizing research as
a national priority. | think that is a terrific idea. But
to the extent that we are increasingly energizing research
for the purposes of figuring out how to cross pollinate
with other countries in pursuit of this idea that that is
the way the world will get better and science will work and
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we wll all get nore return on investnent, | think if we
are as | suggest we are, in an environnent where people are
pl aying us as we do that, exploiting U S. governnent
research dollars in ways that benefit them
di sproportionately, buying up conpanies that we have
invested in as a matter of national interest or national
security in sone cases, often for pennies on the dollar,
and then hollowing themout. This is one of ny beefs about
the so-called Commttee on Foreign Investnent in the United
States; there is another place where there is no inpact
statenent. W have done no after-action or postnortemif
you will on what has happened when conpani es that we have
invested in to insure we had a national capability -- | am
t hi nki ng of one called Silicon Gaphics that had as a
subsidiary a venture that nade spy satellite canera | enses,
but it nmade |ithography machi nes that we use to create high
quality chips. W invested, | can't renenber, but it was
tens if not hundreds of mllions of dollars in making sure
that that was the state of the art, that conpany, with the
active support of a big nultinational conpany called Intel,
the United States governnent went along wth the idea of
having Silicon G aphics bought up for frankly a fraction of
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its worth by a Dutch conpany, which promsed to | eave it
all there, and then hollowed it out, leaving basically a
shell, and little if any national capability to manufacture
t hose machi nes which are critical to the chip industry.

That is just one exanple, but it is an exanple
that | think is dispositive about the attitude we bring to
this. AmI| saying, let's go to a world in which we are
i sol ationists and we are not going to share anything, and
we are going to make investnents exclusively for our
benefit? No. As | said in response to your question, we
couldn't doit if we wanted to. It is a question of
bal ance, and the balance is currently drawn way too far,
|"'mafraid, in the other direction, if only because of the
mnd set that we are bringing to the drawi ng board.

DR. GAST: Frank, we are due for a break. Thank
you very nuch.

MR. GAFFNEY: The pleasure is mne. Thank you
very nmuch.

DR. GAST: W will reconvene in ten m nutes,
pl ease.

(Brief recess.)

DR. GANSLER: A couple of admnistrative points
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that | forgot to nention in the beginning that | got stung
for. | should have asked you to make sure you turn off
your cells and Bl ackberries and all that sort of stuff.
Everybody knows everyone is inportant here if you get lots
of calls, but we would rather you didn't interrupt the
speakers.

The other point | should have nade, if you have
any adm ni strative questions or conplaints or anything,
make sure you give themto Anne-Marie, not to Alice and I|.

Agenda Item Sensitive But Unclassified
I nformation: Challenges for the Governnent

What we have obviously been trying to do in this
session and the other two sessions -- and Anne-Marie can
give you a list of both the dates and the speakers that we
have had and that we will have at Stanford -- we have been
trying very hard to get a clear bal ance of perspectives
across this full spectrum of people who have views on this
i nportant topic of science and security, both fromthe
gover nnment and i ndependent thinkers, fromuniversities. W
are very concerned about dual use, and we are going to have
sonme sessions on that today as well. So we are trying to
get a full set of inputs in our deliberations.
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One very inportant part of that is in ternms of
t he Departnent of Honel and Security and the steps that are
bei ng taken. Qur next speaker, G ace Mstalli, is
representing the Departnent of Homel and Security, but al so
| shoul d enphasi ze has an extensive background wth Justice
and el sewhere that she brings to this.

Again, I'"'mnot going to read all the bios because
you have all of those. | just wanted to | et you know t hat
Grace is not just bringing the Departnent of Honel and
Security to this, but also a very extensive background,

having worked in a variety of areas related to this problem

as wel | .

So wth that, G ace.

M5. MASTALLI: Thank you. dassified information
and sensitive but unclassified information. | amhere to
get your help. 1In addition to other things, | amthe co-

chair of an interagency governnent-w de wor ki ng group
tasked wth solving the problens of both sharing and
securing sensitive or controlled unclassified information.
The current activity is driven by Presidenti al
gui del i nes i ssued on Decenber 16, 2005, in support of the

creation of an electronic information sharing environnment
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focused on sharing terrorismrelated information. Qur task
however of the interagency working group and of the
Attorney General and the Secretary of Honel and Security and
the Director of National Intelligence under these
guidelines is far broader than terrorisminformation, and
addresses all information.

To give you a little bit of a context, if you
have not heard of the information sharing environnent, it
is intended to create an interoperable electronic
i nformati on sharing environnent for federal, state, |ocal
and private sector partners to share all kinds of
information to conbat terrorism to preserve honel and
security and support |aw enforcenent.

The basic concept is sonewhat better information
sharing, depending on the |level of security required, to
| everage all existing capabilities and to create sone form
of government structure to manage the information sharing
environment. It will include classified, sensitive but
uncl assified or what we call controlled unclassified
i nformation, and uncl assified information.

The ot her guidelines, there are five in total,
common standards for information sharing largely cone in
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data standards, Dublin Core, XM, those kinds of data
standards, as well as neta data taggi ng standards, a common
framework for sharing with federal and non-federal
partners, which is a euphemsmfor, there are still nore
silos and stovepi pes anong federal, state and | ocal
partners than is good for the country in many ways.

Nunmber three, guideline three, is to standardi ze
sensitive but unclassified procedures. Nunber four, an
i ssue you will touch on this afternoon or tonmorrow, is also
facilitate information sharing with foreign partners.

Five, which covers all of the other activities and is an
overarching goal, to protect privacy and the other | egal
rights.

GQuideline three, that which | amgoing to talk
about today, first directed that there be an inventory of
all federal sensitive but unclassified, marking, handling
caveats, guidance and procedures. Fortunately for the
wor ki ng group and for the program nmanager who is tasked
with it, a substantial anount of work was being done in
this area already by the GAO, by the Congressional Research
Service, by the National Security Archives, a private
institute associated with George Washi ngton University, and
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ot hers. The initial response to the call from our working
group to all of the agencies in the federal governnent was,
oh no, not another data call, didn't we just tell sonebody
el se about this? And why does it matter? W eventually
conpl eted and continue to update an interactive data web
base that contains all of the controls, markings and
categories and security safeguards that we were able to
identify being in use by federal agencies. | amsure we
mssed a lot. Altogether too many agencies said, we don't
have this. Then | would turn around and open the mail or
the e-mail, and there would be a docunent from sonmeone in
t hat agency with the school based intervention marking or
handl i ng caveat affixed to it.

| want to enphasize the tine frane here and the
way the guidelines divided the activity, which is one of
the chal l enges that the federal government is facing right
now. By June 15, 90 days after the inventory was
conpleted, the Attorney CGeneral and the Secretary of
Honel and Security are to provide the President with
recommendations for the standardization of controlled
uncl assified information procedures for honel and security,

terrorismand | aw enforcenent information
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Qur working group spent nonths trying to figure
out what didn't fall into one of those categories. W are
absolutely positive that there is sone information that
under no stretch of the inmagination could relate to
honmel and security, terrorismor |aw enforcenent, but we
pretty much couldn't figure out any one formof data that
we coul d agree woul d never need to be shared and woul d
never fall into one of those categories, which is a shane,
because we have until Decenber to cone up with procedures
for all the other information. That is not out job,
because after the Attorney General and the Secretary
recommend the procedures for honel and security, terrorism
and | aw enforcenent information, then the D rector of
National Intelligence, the DNI, has to come up with
procedures for all of the other kinds.

So if you think about it, it seens
counterintuitive. Wiy would DNl cone up with procedures for
non-intelligence, non-honel and security, non-terrorism
non-|l aw enforcenment information? But that is what the
guidelines require, and those are the constraints for
working with it.

The goal is, within a week fromnow to cone up
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wi th recomrendations in a report on how to inprove the
managenent of SBU and ot her unclassified infornmation that
requires control, potential ways of harnonizing and
consolidating the information. The Honel and Security
Counci | approved the plan.

This is the findings fromthe inventory. W took
a fairly academc, if you will forgive ne, approach to it.
We gat hered as nmuch data as possible. W conducted an
extensive literature review, and then we tried to anal yze
what we had and cone up with sonme broad concl usions and
fi ndi ngs.

Qur database has 164 different entries, which is
every marking that was reported by every organi zation. CDC
reported nore than 17 SBU marki ngs. Two agencies said they
had no markings. | have exanples from both agenci es of
mar ki ngs. Five markings are no longer in use according to
t he agencies, but still exist on the books in procedures
and rul es and regul ati ons. Four markings were recorded by
non- governnent al agencies or were construed to exist by
peopl e readi ng the Honel and Security Act. | tell you as a
person who has been trying to prevent sensitive honel and
security information from becom ng a marking for four years
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now, it is not a marking. There is a statute that could be
interpreted as requiring that marking, but it really just
requi res procedures for protecting that category of
i nformation.

O the 98 distinctly different markings, we found
ten general categories of information. The two |argest are
for official use only or sensitive but unclassified. There
is also | aw enforcenent sensitive, and there are probably
19 or 20 sub-categories of |aw enforcenent sensitive:

I nternal use, security, statistical, proprietary,

del i berative, privileged, export control, non-public, and
then there are 17 that are required markings created by
Congress in its wisdom or controls that do not mandate
mar ki ngs, but explicitly require controls.

Sensitive honel and security information is
grounded in statute but is not a marking, because it has
not been inplenented as having a separate marking.

We were surprised, because we thought that if
there were markings, they would all have safeguardi ng,
access, dissem nation, and we could | ook at those two kinds
of controls to consolidate, what were the safeguarding
requi renents, what were the access restrictions. They
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don't.

When | tal k about safeguarding requirenents, it
is sonething Iike a special access requirenent. You have
to have a certain clearance, a background. It has to be
wr apped or encrypted or sonething. Qhers are the no
contractors, no partners, no | aw enforcenent categories.
And there is a great deal of information that we are
responsi bl e for |ooking at that may be terrorism or
honmel and security information that we woul d never
anticipate being shared in a large information sharing
envi ronnent such as the kind of information many of you
wor ki ng for Honmel and Security nmay have generated that is
patent, honel and security proprietary, special processes,
comercially protected information. But those categories

are part of what we are |ooking at as well.

72

It is areally conplicated problem This is just

a notional | ook at our analysis. There are different

di ssem nation schenmes, different requirements. The VA by
the way, which recently lost ny husband as a retired Navy
of ficer, and many ot her active veterans' information,

i ncl udi ng your social security nunber, does not according
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to their report have any sensitive but unclassified or
uncontroll ed i nformati on saf eguards or di ssem nation
controls. This mght have been part of the problem

There are statutory requirenments that have to be
consi dered, security requirenents, privacy, FOA, state
sunshine rules, all have to be taken into account as we
devel op the new procedures. There are statutory marKkings.
There are hundreds and mllions and billions, | don't have
a hi gh enough nunber, of data of reports, hard copy,
el ectronic nedia, all formats, that have sone of these
| egacy markings. Many of these will be never shared or
accessed by anyone. Ohers will be. Part of what we have
to consider is, what do you do with all of the nyriad
| egacy mar ki ngs when you are trying to create an el ectronic
sharing environnment and not drive the federal governnent
any deeper into deficit. Again, this is to understand a
little bit of what we are westling wth.

The big three I egal constraints. There is a
relationship, but it is not a direct relationship between
the Freedom of Information Act and controlled unclassified
informati on. The agencies don't agree. Sone agencies say,
you use the CU marking if sonmething is not covered by a
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FO A exenption and you still don't want it to be disclosed.
O her agenci es say you shoul d never use an SBU or CU
mar ki ng unl ess you are fairly confident that it can be
prot ected under one of the FO A exenptions. |nconsistency
anong the federal agencies on these issues is rife.

There are a nunber of statutes that drive or
resulted in the creation of markings. The list here is
just a sanpl e.

So what are we doing? W have an interagency
group co-chaired by nyself and Brent Ml ntosh, who has ny
former job at the Justice Departnent. He is the Deputy
Attorney General for the Ofice of Legal Policy. W
acconplished the first task which was due March 15, which
was the inventory of 165 categories, 17 statutory, many
dupl i cates.

When | say duplicates, | nmean a marking that says
SSI, which since | cone from Honel and Security and work in
counterterrorism thought nmeant sensitive security
information. It does in sone agencies. |t means sonething
totally different in other agencies, and there are many
agencies that use the marking, all different neanings.

The SBU marking is the second nost comonly used,
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but the safeguarding requirenents and security requirenents
and access controls associated wth themdiffer
dramatical |y anong t he agenci es.

Law enforcenent sensitive. | spent nmuch of ny
career in |law enforcenent. People have defended it a being
i nportant because everybody knows what it nmeans. Nobody
knows what it neans. Until |ast year, not even the Justice
Departnent attenpted to rationalize what | aw enforcenent
sensitive neant anong the Justice Departnent |aw
enforcenent agencies. So DEA stopped using | aw enforcenent
sensitive and now uses DEA sensitive because they
di sagreed; a new marki ng.

The bi ggest problemw th information sharing for
any purpose with any kind of controls is, the people who
get the information need to know what a marki ng neans, what
is expected of them what they can and cannot do with it,
who is allowed to see it, who is not, how | ong does the
protection last, if all of the markings are simlar but all
of the neanings are different. You never have that. In
the | aw enforcenent arena, it used to be a joke that |aw
enforcenment sensitive was put on everything because it
m ght be. But then it wasn't secured in any particul ar
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fashi on except in those organi zati ons and agenci es that
requi red that you have a gun in order to look at it, which
| as a former prosecutor had a problemwth.

We have been trying to neet with the experts as
well as read the work. Wen we undertook this, we knew
that there had been a | ot of work done, particularly in the
classified venue, about that delicate bal ance point that

Frank Gaffney was tal king about between security and

openness. What | didn't realize until | printed out all of
the reports was that the stack of themwere taller -- and |
amnot kidding -- than | am including reports going back

to 1922 forward. Many sol utions have been proposed, nmany
have not been adopted. The problem of how you deal with
controlled unclassified informati on has grown exponentially
in the last 20 or 30 years, and even faster have such

mar ki ngs and concerns proliferated since shortly before
9/11, not at 9/11, but the real exponential growth started
about 1997.

Meeting with substantive experts. Wo are the
experts? Anybody involved in information managenent,
information security, whether they look at it fromthe
techni cal standpoint of electronic security controls or
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managi ng privacy act inplenentation, whether it be H PAA or
another act related to privacy, and those in the classified
communi ty who have been managi ng the much smaller, nuch
nore contai ned, nuch nore manageabl e system of controll ed
i nformation.

Being here today is part of our research effort,
because the academ ¢ community and researchers both within
gover nnent and out si de of governnent have probably been
responsi ble for the creation of nore controlled
uncl assified markings than the rest of the federal
government, which is kind of scary, because the rest of the
federal government has way too many, with state and | ocal
partners and preparing |lots of analysis, options papers, et
cet era.

We have been pressed and have pressed back on
sinply comng up with sonmething in response to
Congressional pressure. Sone of you nay have read --
Anbassador McNamara, who is the new program manager for the
i nformation sharing environnent, testified before Congress
about two weeks ago, and got beat up rather badly because
he didn't have a solution ready to roll out to solve this
problem So he canme back and beat up nme and ny co-chair
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and said, we need a solution, and we said yes, what shoul d
it be? Gve ne an options paper, and |I'll choose one. W
said, we can do that, but whatever you choose wll be the
Wrong answer .

This is truly conplicated. It takes consultation
with those that have to work with the process. W wll
gi ve you the procedures, we will neet the requirenent, but
it would be a mstake and a disservice to either w pe the
slate clean, as tenpting as it mght be, or to sinply pick
an option and inpose it overnight. Fortunately, they said
okay, give us the recommendations, but give themto us by
June 7, and we will nove ahead.

This just lists our bureaucratic activity. The
report which is in draft right now has findi ngs regarding
the policies, |lexicon. Perhaps the nost inportant is,
there needs to be governance. As we are doing this in the
federal government with our federal, state and | ocal
partners, we have discovered that the corporate world have
been proliferating their owmn. So there is now New York
State secret. It is an unclassified market, but that is
what it says. There are dozens of exanples; New York just
popped to m nd.
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Al'l of the issues that have been westled with in
the classified conmunity have cone up dealing with the
uncl assified information, which brings ne to a critical
point that | realized is little understood when we are
tal king here. What is controlled unclassified information,
and if it is so darn inportant, why isn't it classified?

If you wll let nme be a lawer for a mnute, it
i s because Executive Order 12958, which is currently being
| ooked at in a nunber of venues to determ ne whether or not
changes are needed in it, very clearly defines what is
classified information. A whole ganmut of highly sensitive
information, including yours and nmy social security
nunbers, will never be classified under the existing
structure.

Classified information is sonmething that falls
under one or nore categories of Section 1.5 of that
executive order, which is a national security executive
order. It requires to be classified that information fal
into one of those categories, be identified specifically as
causi ng damage to the national security if not protected.

It mght affect ny financial security or my privacy or any
of a host of other interests and not fall under
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cl assification.

This is very little understood. | was stunned
when neeting with a group of very high I evel senior
officials, alnost all of whom John Gordon knows, who said
when being brief on controlled unclassified information, if
it is inportant it would be classified, forget it, why
waste our time on this. Mybe the solution is for the
definition of classified information to be changed and for
sonme information that is not classified be classified, but
| doubt if that is a politically w se approach at this
point. Yet, as a fornmer prosecutor, | know that sone grand
jury information, if | was going to share it with anyone
outside of the grand jury room | had to give the judge the
name of ny chain of conmmand and ny staff that were going to
have access to that information so he could control it by
name and know who to hold responsible if information com ng
out of that grand jury roomhit the newspapers.

Sonme material in law enforcenent is life and
death sensitive. Wtness security. You all heard of the
W tness protection program W would enter it if the
federal government had no way of protecting your new
identity? But that information could never be classified
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under the current classified structure of the executive
order.

So it is controlled and protected as controlled
uncl assified information. It is marked sensitive but
uncl assified, for official use only, |aw enforcenent
sensitive, and any of a host of other things. There are
| ots of kinds of information of varying degrees of
sensitivity, sone as | said truly life and death, that are
not appropriate and cannot legally be classified. They all
fall into the pot of information we are | ooking at.

So does information that one federal agency said
shoul d be marked with an SBU marking if its release m ght
enbarrass anyone. |In conplete violation of | aw openness,

t hey published a federal regulation that said, use this
marking if the information the rel ease of which would
enbarrass the agency or officials. Cearly not good
policy.

This summari zes the recomrendati ons | expect our
wor ki ng group to be making in very broad strokes. First,
we are proposing a federal -wi de noratoriumon any new
mar ki ngs. Qur database grows weekly because sonmeone cones
up with a new marking for their particul ar problem
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probably nore often than weekly, but we only identify it on
a weekly basis.

We propose an i nmedi ate governance, interim
gover nance nechanismto be set up to carry on the work of
t he working group and to inplenent the recommendati ons,
i ncludi ng conpl eting the analysis, an inpact analysis, and
cost-benefit anal yses of the options that we have
identified for fixing this problem as well as consult nore
broadly with all of the affected communities of interest.

The recommendations wll include a clear
statenent of the relationship to FOA to wit, there is
basically no relationship between a marking and FQO A,
al t hough you nay be aware when you mark sonethi ng that
sonething is subject to w thhol ding under one or nore
exenptions of the Freedom of Information Act. That
determ nation should be nmade when there is a request for
t he docunent, not by sonebody who generated the docunent
and wants it protected. The protection they want will be
provi ded by the marking they apply to it. The decision on
whet her or not to release or disclose belongs in a separate
category in consultation perhaps. But FO A deci sions
shoul d be nade by FO A experts, not by people who may not
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want to have their work product see the |ight of day.

We propose both a reduction in the markings and a
per manent registry and governance system So if a docunent
cones across your desk, you in acadene, the general public
or el sewhere could | ook up on an Internet-based registry
what that neans. Maybe you shouldn't have it. Maybe you
are required to put it in a safe. You woul d be anmazed
what cones through fax and e-nmail. M own agency has a
witten requirenent that for official use only information
may not be e-nmail ed unencrypted, but we have no capacity in
nmost of the departnment to encrypt it, so we have a standing
guidance in witing fromthe sane people who wite the
managenent directive saying it nust be encrypted that says,
if you can't encrypt it and you need to send it, send it
unencrypt ed.

Qur principles are principles for m nimzing,
clarifying and defining markings for standardi zing the
saf eguards, for standardi zing the dissem nation regines,
and for considering when protections should be term nated.
Sonme protections, for instance, in conpetitions for grants
or contracts are sensitive during the period of the
consideration of the application, and are routinely
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avai |l abl e after the decision is nade. Mst of the federal
governnment has no way of renoving markings or nmaeking a
determ nation that sonething once marked with any of the
pl et hora of markings should now have that marking renoved,
and it should go into the public domain.

What has happened is, the proliferation of
markings is so great, the concern for security having
driven it has been totally counterproductive to the goals
of protecting truly sensitive information well, and havi ng
openness and the ability to share other information.

We are trying to put together in the next week a
budgeted tinme |line, direct guidance on what is inproper use
of any marking. M exanple of the agency that said they
could mark things if their release m ght cause
enbarrassnment to the agency being the prine exanple of why
mar ki ngs shoul d never be used.

Anot her huge issue and one that many of you have
westled with is, we are in a public-private partnership,
you are working with the science and technol ogy directorate
of DHS or the intelligence analysis office or whatever. |
have controlled unclassified information. To do your job,
whet her it be as a researcher or a contractor, | need to
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share that wwth you. How do | control and assure that your
handling of it conports with the requirenents?

The answer heretofore has been nondi scl osure
agreenents. There are no standard nondi scl osure agreenents,
as I'msure you all know. One of the things that we are
| ooking at is the kind of |anguage that once we standardi ze
this, would simlarly be standardized to go into contracts,
nondi scl osure agreenents or other docunents, so that what
you agree to do for DHS you would agree to do for the
Departnent of State.

We are | ooking at how governance works in other
venues. Sone peopl e have recommended that the existing
classified world governance nmechani sns sinply be given the
task. The working group thinks that is a bad idea,
al t hough those governance nechani sns, the information
security oversight office in the National Archives and
CAPCO in ODNI deal wth much nore limted scopes of
information. A great deal of our work is toward making
nmore of this information available for appropriately
fettered chairing and col |l aboration, as opposed to making
it unavail able. The fear of pseudo classification being
sinply a way of achieving nore governnent secrecy for no
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reason creates a public perception and political problem
So we are | ooking at the nodels of what they do,
recommendi ng agai nst them bei ng assi gned a task.

We are | ooking at |egislative proposals and
others. The materials which | will |eave behind so they
can be distributed -- although ny coll eagues would all mark
this for official use only, you nust know -- summarizes the
reconmmendati ons.

The bottomline here is that it is a huge problem
t hat has been | ooked at over and over again by comm ssions,
i ncludi ng several the Senator was involved with, the
weapons of mass destruction commission identified it.

There is no easy sol ution.

| was concerned with the suggestion this norning
that we needed select issues wwth areas wth very high
fences, because that is how CDC cane up with 17 different
mar ki ngs. There has to be a way to protect information and
to facilitate openness and sharing that nmakes sense in the
current electronic world. W are trying to work toward it.
We don't have all the answers. | think we have sone good
i deas, but we need to nmake sure that we are considering the
perspectives of all of those, including those of you in
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this roomwho will be affected by any decisions that are
i npl enent ed.

DR. GANSLER: As you notice, we are running a
little bit behind, but we do want to neke sure --

MS. MASTALLI: M boss says | talk too nuch.

DR. GANSLER:. That's all right. W want to nake
sure that we have a few mnutes for discussion with G ace.

Let me start it off, Grace. One of the things
that you did not nention at all is penalties for violation,
and also the ability of the people who are inpacted, for
exanpl e, the university professor who has done his
research, and then soneone puts a stanp, sensitive but
unclassified, on it afterwards, what protest procedures.
WIIl you look at that as well as part of this conm ssion?

M5. MASTALLI: It was in the footnotes that | ran
t hrough very fast because | was running out of tine.
Enf orcenent reginmes, sanctions, is part of what we are
| ooking at. There would be different ones for those who
are federal enployees as oppose to those who are not.

DR. GANSLER: And the sane thing with the
opportunity to disagree?

MS. MASTALLI: Redress and appeal. For those of
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you who don't know, in the classified world anybody who

t hi nks sonet hi ng has been m scl assified can request from
their agency that it be | ooked at and reconsidered. W are
| ooking at a ot of nodels for that, as well as for

external --

DR. GANSLER: Sounds |ike a nice challenge for
t he next two days.

DR. | MPERI ALE: | understand the need to protect
information |ike social security nunbers and identities of
W tnesses and so forth. But it seens to ne that the kind
of information that we are charged with discussing here
really is that sort of information that inpacts the
national security. So given that, can't one nmake the
argunment that for the types of things we are tal ki ng about,

it should either be open or classified?

M5. MASTALLI: | think that is true of some of
the things you work on. | gave you a very short summary,
the classified options. | amnot famliar enough with the

wor k that each of you do to say sone of it should be
cl assifi ed.
But remenber, even within the classified world,

there are degrees of classification. It is sonething that
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many conm ssions have | ooked at as to whether it is the
right answer or not. The classified world, you often think
of things as a pyramd, in fact | often draw a pyram d on
the board. At the top of the pyramd are special access
prograns, very limted access, with |ists of people who can
see it. Then you have top secret special conpartnented
informati on, and then you have secret, and bel ow t hat you
have confidenti al .

Confidential is a classification. The
di stinction between secret and confidential information is
often lost on ne, since the security requirenents are the
same, but that would work for information that under the
exi sting executive order should be classified. But
remenber, when it is classified, you than have the
additional requirenents associated with it, which are
currently causing acadene, the corporate world and the
government maj or problens. You have to have a background
i nvestigation. Depending on the level of security of the
i nformati on you have access to, it can be a very conpl ex
and intrusive background investigation.

We have a huge backlog of security cl earance
requests right nowin the federal governnent. So the
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m nute you nove information fromthe unclassified world to
the sensitive world, you bring with it a | arge nunber of
security requirenents for secure networks, for SClFs, for
facilities, for limted access and boy, do you limt for
the nost part your ability to work collaboratively with
non- Aneri cans.

DR. | MPERIALE: So | don't understand. [|f you
say sonething is sensitive but unclassified, aren't you
also limting it? Were is the line? Mybe that is what
you guys are supposed to be comng up wth.

M5. MASTALLI: The point that | was trying to
make and did not articulate very well is that we currently
have two parallel systens of protecting information. The
classified systemthat only applies to a narrow category of
information directed related to the national security and
falling into one of the categories, the rel ease or
i nappropriate disclosure of which woul d danage nati onal
security. The person applying that marking, making the
classification, needs to be able to articul ate how t he
rel ease of that information would damage national security.

Then you have in the parallel nuch |arger
controlled unclassified that includes corporate
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



91
information, privacy information, research information.
One of the reasons why there are many statutory systens
like protected critical infrastructure information is that
t hose who own the critical infrastructure did not trust the
federal government to appropriately protect the
vul nerabilities that they m ght want to report to the
federal government, unless they had a separate statutory
schene.

You may need to have access to that. Arguably,
some of that information could be classified, but then nost
of the people who needed to work on it wouldn't have access
toit.

DR GANSLER: It is a dilemma. W did hear in
one of our other neetings, the Commerce Departnent said
they were explicitly using sensitive but unclassified in
order to protect national security. That was their
statenent. That is what | think Mke is referring to

MS. MASTALLI: It is used for that purpose.

DR. | MPERI ALE: Then it should be classified
according to that executive directive.

M5. MASTALLI: No, it is not mandatory. A
determnation is made, and it is still made by a human
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bei ng, not a machine, on a risk managenent determ nation on
whet her sonet hi ng shoul d be classified or not.

DR. GORDON: Grace, this is a nechanical
guestion. How now does the Ted McNamara organi zation, the
program manager, fit into this systen? Wo works for who?
VWhat are those rel ationshi ps?

M5. MASTALLI: It is very awkward, actually. The
inventory was given to the program manager. The program
manager's office was not up and running, so we created this
i nteragency working group and conducted the inventory so
t hat once the program manager's office becane functional
t hey woul d have the task conpleted by March 15.

The second part of the task was the report on the
recommendations for this huge slice of honeland security
information, terrorismand | aw enforcenent. That duty
still remains with the Attorney General and the Secretary.

One of our recommendations is that there be a
dedi cated staff that is funded and does this work full
time. Currently the interagency working group are people
i ke nyself that have major responsibilities in a host of
ot her areas, and a couple of contractors that we scratched
together to provide fulltinme support.
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It clearly needs a small dedicated staff. |
woul d i magine that the initial cost would be greater than
the long term managenent of it, just to set up and
i npl enent the reforns. But then there needs to be a
per manent governance function, just as there is an
i nformati on managenent office in the Justice Departnent for
privacy and OVMB for intelligence at NARA. There needs to
be a permanent governance nechani sm

We could fix this permanently tonmorrow, and it
woul d go out of place in response to changes in needs or
i nevi tabl e wor k-arounds as soon as it went in place. It
does not have as a result of that. One of the
recomendati ons that we have made to the PCC, a termyou
are famliar wth, is that it does not belong in the
intelligence coommunity. The vast majority of this
information is not intelligence and it is not national
security information. It is everything else. It is civil
liberties issues, it is privacy issues, it is proprietary.
It has a national security inpact, but nost of the issues
we fear will get shorter shrift while dealing with building
the classified sharing environnent, for exanple.

DR. GORDON: By sensitive information sharing
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environment, it is sinply everybody's favorite second-tier
issue. It is the one that the seniors say | amgoing to
work on tomorrow. It is really inportant, but | am not
going to have tine to work on it today. W have been doing
this for a couple of years.

M5. MASTALLI: And the situation has actually
gotten worse rather than getting better. W have noved
backwards in sonme respects. One of the things that we have
totry to come up with in the next few days is a
recomendati on of where it should be. | would wel cone your
suggesti ons.

MR. HART: W have spent a lot of tinme |earning
how t he present regi me works or doesn't work in terns of
di ssem nation of scientific information. Wat we have to
do also is cone up with recommendations. What woul d be
nmost hel pful is, based on what you know, to give us two or
three very, very specific and concrete reconmendati ons for
how t he regi me ought to work.

M5. MASTALLI: It ought to work in terns of being
si npl e and under standabl e, yet provide flexibility for the
speci al circunstances. | could give you five options that
we have devel oped that are variants on what is already in
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pl ace that m ght work. Part of what we have suggested and
how to be able to do is to do sone validation and sone
pilot testing in different communities on the options
before any are adopted across the enterprise.

DR. GANSLER: When the drafts came out for the
sensitive but unclassified, it was very clear that even
t hough you had a spokesperson from an agency, that within
the agency there were dramatic differences.

in the Defense Departnent, for exanple, the |G
said, go to this extrenme, and all of the research community
wote nasty letters about, this is ridiculous, don't go to
do that at all, trying to bal ance that.

MR, HART: M. Gaffney earlier suggested we were
giving away the store in ternms of national security secrets
and so on. How do you reconcile that with the fact that
the quantity of classification of docunments in the |ast
five years has skyrocketed?

MS. MASTALLI: Not at DHS. | think that people -

- and we are tal king about people, the institutions are

made up of people -- respond to the concerns that they
hear. |If they are working on sonething that falls into the
category, you are in a risk managenent node. |f everything
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around you is suggesting that the risk is higher than ever,
it is human and natural to therefore try to manage that
risk and to nove it into the classified realm

There are sone things that have to be classified,
and there are sone things that are statutory within the C A
and so forth that are protected by being classified. But a
fair amount is people trying to apply informed risk
managenent. |f everything around you is suggesting the
risk is higher than ever, or if you are sitting back and
trying to -- one of the things we | earned, we sat down with
all of the agencies and had thembring in their security
of ficers and informati on nmanagenent people and said, we
need to come up with a better common reginme for protecting
sensitive but unclassified information.

They all wanted to nove it up to the highest
| evel of classification equival ence because if you were
managi ng ri sk and your job and your success determ nes on
perfectly managing risk, which is of course inpossible, you
are going to opt for nore classification, for nore
controls.

Now, ny job is information sharing. | believe
that | have to be able to create trust, that | can protect
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information, whether it is industrial information or
others' agencies information, in order for sharing to
happen, because if | can't protect that which is highly
sensitive and inportant to you, you won't give it to ne.

But the delicate balance is, you need to have the
protections in order to have the sharing, but you need a
whol e ot nore sharing and collaboration than is currently
occurring.

MR HART: Is the risk five or ten tinmes greater
today than it was in the height of the Cold War? Because
that is about the quantity of the classification that is
goi ng on.

M5. MASTALLI: | don't think the conparisons, the
metrics, work. | think we need different netrics. W need
per f ormance managenent that causes change in the behaviors
regardi ng risk managenent and cl assification or other
mar Ki ngs.

DR. GANSLER: We are running behind, but | do
want to allow the audi ence to have a couple of questions.
Steve, we are not going to hold you to your tine;, we wll
et you run over a little. Any questions fromthe
audi ence?
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DR HARRIS: As you work to try to harnonize the
whol e approach to controlled but unclassified information
across the governnent and between the governnent and non-
governnental entities, | wonder if you have as your
ultimate goal being able to reduce the approach down to a
single page as exists for classified information.

| had classification authority in the governnent.

| had next to my conputer a one-page docunent that | | ooked
at 50 tinmes a day when | created sonething. It was a
checklist. If inny mnd | answered yes to that question,

| knew what to do.

Do you think that you can reduce the instructions
to all the stakeholders down to that sinple formthat
exists, and | think in many ways works pretty effectively
for classified information?

M5. MASTALLI: That is absolutely our goal. The
gquestion is whether or not we can achieve it.

DR. GANSLER: Thank you very nuch, that is really
hel pful. W obviously wi sh you good luck in this
interesting challenge you have. Do you want to introduce
St eve?

Agenda Item Cassified Research on University
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Canpus

DR. | MPERI ALE: Qur next topic, we are going to
nove onto classified information, and our speaker is going
to be Dr. Steve Cross, who is a vice president here at
CGeorgia Tech. Dr. Cross spent nuch of his career in the
mlitary and working with DARPA, and so he sees things on
both sides. He has been here on the academ c side now for
the past three years. He is going to talk to us about
Ceorgia Tech handl es classified research. As always, you
can read the rest of his biography in your packets.

DR CROSS: Jack, | know we are behind, but it is

still good norning. So good nmorning. | know i amthe
proverbi al obstacle between you and lunch, so I'll not take
the full half hour, | hope. But | have been a ful

prof essor | ong enough now that naybe I will use nmy whol e
time, we'll see.

| amreal pleased to have an opportunity to talk
to you on this topic. | will only talk about the
classified research. That is where the di ssem nation of
research results is restricted because of national security
inplications. Ohers here from CGeorgia Tech, Jo de Garton,
Panela Arie fromour |legal office, are well qualified to
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share our approaches wth export control or other topics
that you may be interested in discussing.

Just a statenent up front. It was nentioned, |
amfairly newto CGeorgia Tech, so | amvery enthusiastic
about being here, and I don't want that to conme across that
| am suggesting that our approach is right or better. It
is our approach. Wat | amsharing with you is our
approach to this and how we go about doing it, and not to
make any val ue judgnents.

So the purpose of ny talk is to describe our
position on classified research. There are really two key
points in this talk. The first one is that at Georgia Tech
we have no policies that prohibit faculty nenbers or
students from engaging in any kind of research they want to
pursue. The second point, and | think this is a very
i nportant point for you deliberations here, is, we consider
ourselves to have a very high standard in terns of self
regul ation. W certainly cooperate openly with the
government, but we hold ourselves to a very high standard,
and I will show you how we go about doing that as well as |
get through the talKk.

A brief snapshot of Georgia Tech. | told you I
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was going to be enthusiastic and brag a little bit about
this place, but I want to spend the bulk of ny tinme in the
next couple of m nutes tal ki ng about these four topics, and
then I wll summarize briefly.

At Ceorgia Tech we have a vision, and we take
this vision very seriously. W want to be a place that
defines the technol ogi cal research university in the 21st
century, and we educate the |leaders in a technol ogy driven
world. This includes |eaders in our government, in our
U.S. industries as well as internationally.

This is the bragging chart, only one bragging
chart, but basically what this says is, we have really,
really good students, and we do lots of research, the | ast
fiscal year, $425 million in expenditures. Qur faculty are
really good, but we also value service. Wyne C ough told
you about sonme of the national panels he is on, the
Nat i onal Sci ence Board, the Council on Conpetitiveness,
PCAST, et cetera. W also have 22 of our faculty on | oan
to the governnment through the Inter-Personnel Act. A |lot
of our alumi serve in governnment positions, for instance,
John Young, who is the current Director of Defense Research
and Engineering. So we are very proud of this service here
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in this university.

This is a fun chart, just to nake sure we are al
awake just before lunch. This is probably a fun way to
show what Georgia Tech is |like. W have the colleges. W
have six colleges. It is a very interdisciplinary place,
very interconnected. W have a School of Public Policy,
and it works very closely with all of the technol ogy areas,
the sane with our business school. W have
interdisciplinary centers that are not in any one coll ege,
for instance, a Mcroel ectronics Research Center

| head the Georgia Tech Research Institute, which
is our applied research armat the university. Most of the
classified r is done in GIRI, but it is not solely done
there. W have an econom c part of the university. The
buil dings that we are in here are a |arge part of that, and
al so, our distance |earning professional education,
specifically this building is devoted to that. So this
university is very interconnected.

It is probably one of the differences between
this university and sonme other universities. A university
like MT that has classified research that is done at its
Li ncol n Laboratory, federally funded research and
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devel opment center 15 mles fromthe main canmpus, is
different fromGIRI, which is an integral part of the
university, considered to be a college level unit. It is
not an FFRDC, it is just part of the university.

This is a chart | just pulled out of the
president's state of the institute address that he does
every year, where he updates us on how we have been
i npl enmenting our strategic plan. This is just one exanple
of a project that we take great pride in that we worked on
for the Ofice of Naval Research, where we brought together
many of the technol ogies, sone of themresulting from
classified research prograns, to prototype a new vehicle
very quickly that is nmeeting a definite need in Iraq for
our soldiers there.

Definitions | just put in for conpleteness for
the talk. Let ne get to the main topics at hand. The role
of classified research, how we facilitate and nmanage t hat
research, the benefits we derive fromthat research, and
our thoughts on stricter interpretation of the directives,
policies, regulations, et cetera, the role of classified
research within Georgia Tech. W already nentioned that we
have no policy that prevents or discourages faculty or
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students from pursuing classified research. It is an
integral part of our heritage.

The ki nd of research projects that we get
involved in are very exciting, very rich, very conpl ex
scale. It introduces problens that we m ght not otherw se
be able to address. W have al so had many opportunities
over tinme where we have been able to spin out know edge and
products fromthis research that we have been able to use
in unclassified projects for the benefit of society. This
is all consistent with our strategy at Georgia Tech. W
want to be a place that provides objective analysis on
probl ens of national inportance, and we want to help
provi de an educated workforce for our nation.

An exanpl e of one programwe are creating with ny
col l eague, Bill Wepfer, who will be on a panel tonorrow,
Bill runs this global |earning center which does our
busi ness | earni ng and professional education. He has a
prof essional nmasters degree in systens engi neering. O her
uni versities have been exploring this, Stephens Institute,
MT, et cetera. It cones out of a need both of the
government and industry in this country to have a trained
engi neering workforce, so this is a programwe are setting
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up to neet that need. Even in that programwe are willing
to entertain having a classified conponent to that program
if it makes sense for the constituents.

Sonme statistics. | said there are no nore
braggi ng points; | lied, there is. The first one is a
braggi ng point. Sonmebody m ght ask how many cl assified
research projects do we have here, and how many people are
engaged in them About 200 projects are classified, about
ei ght percent of the overall research that is done. O
students, about 2.5 percent of the students have security
cl earances. Mbst of these are through our cooperative
education program a few are graduate students, then quite
a large percent of the faculty. W have about 2,000
faculty if you include all the research faculty and the
tenure track faculty, and al nost 800 of those have security
cl earances. The faculty that is assigned to GITRI is 576.
You can see there are about 240 nore faculty than the rest
of the university that have cl earances.

How do we facilitate and manage this research?
The president retains a top secret clearance. He is
briefed periodically on the research. | retain the
cl earance. Qur vice provost for research retains
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cl earances. People in our office that sponsor research
retain clearances. W also have a SCIF there to maintain
classified proposals and reports. W have a senior
adm nistrator in the university that is called director of
research security. He provides all the oversight
consistent wwth the national industry security program the

NI SP. He reports to the president and he also reports to

me. This is all fine. 1t takes comm tnent of everyone and
it takes noney. | wll show you what it takes.
We have 27 fulltinme people at the university. It

is much different than it was at Carnegie Mellon
University. | was at Carnegie Mellon for ten years after |
retired fromthe mlitary, and there we did classified
research in a sem -autononous unit called the Software
Engineering Institute, and our entire staff at the

uni versity was two people. Here we have 27 people.

There are 32 different closed areas that you have
to have badges to get into. W have the sensitive
conpartmental i zed information facilities, special access
prograns. The budget is right up there. Next year for our
budget we have budgeted $2.5 nmillion for this entire
program which is a significant amount of noney, but it is
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still less than one percent of the overall research
revenues for the university. So our contention is, we
think we do this well, and we budget accordingly for it.
Qur audits fromthe governnment indicate that we do it well
as wel | .

Benefits derived fromthe research. At the end
of the talk I have all of the URLS; you can go get nore
i nformati on about these things. One of the things that we
run is a defense industry short course, for instance, on
radar courses. They are classified courses there, but we
have been able to generate fromthat many unclassified
cour ses. As you wal k around this building, you wll
see that it is over subscribed in terns of the course
prograns that we have.

Second bullet, international guard Fal con Vi ew
Fal con Viewis a very popular m ssion planning system used
in the DoD. Taking products out of that, we have been able
to build sone really interesting useful visualization
systens for honeland security, for |ocal agencies.

Fl apl ess wing aircraft research, an interesting
area of research. W have been able to take know edge that
we derived out of that, and |ast year we did tests that
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were done by the Departnent of Transportation to show six
percent fuel efficiency on large sems going at top speed
on the freeways. So an interesting spinoff there.

Frank nentioned el ectromagnetic research, a very
i nportant area of research. This is very big at Georgia
Tech with our electrical conputer engineering departnent
and our |aboratories at GTRI. W have been able to take
t hat knowl edge and set up sone first class testing
facilities for inplantable nmedical devices.

As a matter of fact, one of the things we run
here at CGeorgia Tech is the Underwiter Laboratories, if
you will, for the National Arthritis Foundation, so we do
all the testing of those kind of devices. | won't bel abor
t he point there.

Qur thoughts on stricter interpretation of
directives, policies and regulations. | will just quote
fromWayne's talk this norning. This is another talk he
gave recently. | wll just underline the key points to us.
We believe there can be a bal ance between the free
expression of ideas and these very inportant national
security interests. W believe we have a nodel here that
denonstrates that.
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In terns of all the things that are going on in
the policy arena for tighter export control, | oosening
export control and all the things that we read about in
Commer ce Business Daily and Chronicle of H gher Education,
et cetera, we believe we have denonstrated at effective
approach to self regulation of classified research. |
woul d suggest that that is true in export controls and
ot her areas as well.

For instance, we have hunman subject or ani nal
testing, there is another set of regulations there that we
t hi nk we have a very good track record of adhering to.

We do have concerns about | abeling things as
uncl assified but sensitive. As Wayne C ough nentioned this
nor ni ng, what we do is, we address those on a case by case
basis. W either negotiate those out or we just don't do
the work. As a matter of fact, there was a project just
| ast week that we wanted to do that we stepped away from
for that reason.

So | amin conplete agreenent with this report
t hat was published by the Center for Strategic and
International Studies and their quote there. This is one
my real foot stonpers, that the comunity itself has to be,
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because of its ethics and its integrity, strongly commtted
to self regul ation.

We have to be wlling to cooperate with the
governnment. As we showed here, many of us at Georgia Tech
are the governnent right now, so we want to cooperate with
them but in an open, trusted conmuni cation, and we have to
be willing to go the extra mle to a higher standard than
is required, and we believe we do that here.

In summary, finishing alnost on tinme, we don't
prohi bit research that people want to do. Truth in
advertising here. O course, there is the unwitten policy
of publish or perish for junior faculty nenbers, so that is
going to discourage a young assistant professor in
el ectrical engineering fromexploring classified research,
but that is not a policy, that is just the way it is in
academ a.

W view it as very inportant as part of the
overall corporate view of the university. W can support
cruci al problens of national inportance, educating the
wor kforce for industry in this country, and for governnent,
and the know edge that we gain fromthese very interesting
probl ens that we can apply to other societal problens of
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interest. W think we have an effective approach for doing
t hat .

That is the end of ny sales pitch. Now |l am
happy to turn it over for questions, or to go to |lunch.
Thank you.

DR | MPERI ALE: Thank you, Steve, and thanks for
| eaving tine for questions. Mybe | could just ask a quick
one. Froma practical point of view, if you have a
| aboratory in which classified research is being done, and
let's say there are two students working on that project
and ten other students who are working on unclassified
projects, do you require those other ten students to get
cl earance, or do you restrict the flow of information
within the | ab?

DR. CROSS: No, we don't require the students to
get clearances. W conpartnentalize off the research into
another area. Part of the self regulation we do is, we
make sure that everybody that has a clearance is briefed
and knows what the responsibilities for protecting that
information is. So we certainly don't discourage those
students fromtalking to the other students. W trust
them if they have the clearance, that they are going to be
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able to know what they can share and what they can't share.

DR. GORDON: | don't quite understand the self
regul ati on point you are naking. The exanple you just gave
was about classified. Wat are the regulations that
surround classified data to start with?

DR. CROSS: W are audited every year by the
government under those regul ations, but we al so have a
prof essional security staff here that hel ps us make sure
that we are an exenplar of inplenenting those regul ations.
That is what | nean by the self regulation. W also hold
everybody that has a clearance to a very high standard in
terms of honoring the commtnents that they have under that
classified research that they are doing.

DR GORDON: | think it is fine. | just don't
recall self regulation for followng the rules of the
gover nnent system

DR. GAST: | think it is very inpressive, what
you are doing. | just wanted a little clarification. W
all worry about the cost of conpliance, and you have the
additional costs, your $2.5 mllion for the pursuit of the
classified research.

Your inplication in the nunbers was that that is
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a small fraction of your overall budget. That sort of
inplies a cross subsidy, that your non-cl assified research
vol une is subsidizing your conplying with classification.

| wonder how you view that, feel about it, keep the buckets
of noney straight. O vyour eight percent, was that
projects or volune w se that was cl assified?

DR. CROSS: It is eight percent of the overall
projects that are classified as opposed to volune, so it is
not ei ght percent of the research revenue that is
cl assifi ed.

To be honest about this, the other way | could
have sliced it is to show the nunber of classified projects
that are done within the Georgia Tech Research Institute,
the applied research armof the university, and broken out
t he overhead funding that way. |If | do, it cones out to be
about 1.75 percent, | believe, so it is still a fairly
smal | nunber.

VWhat that nunber doesn't reflect is the cost of
people with the clearances, for the briefings they go
t hrough, for the cost of support fromthe O fice of
Sponsored Research for review ng a proposal, and getting
the formfilled out for classified research, et cetera.
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



114

| don't have a way to estinate what that
unaudi bl e funding is, but it can't be too large. It may be
| ow hundred thousands or sonething for everybody's tinme
that was put onit. It is still a reasonable |ow nunber, |
t hi nk.

DR. GANSLER: So what percentage of the dollars
do you do for classified versus unclassified?

DR. CRCSS: | would have to get that nunber for
you. | don't have that readily available. But we can get
that if the commttee wants it.

DR. | MPERI ALE: Are there other questions from
the coonmttee?

MR. HART: Based on your experience, if there
were to be an influx of sone size, not giant, but a
substantial increase in the nunber of Chinese foreign
students studying at CGeorgia Tech, what kind of security
conplications wuuld that cause for you?

DR. CROSS: Actually we have a | arge nunber of
Chi nese scholars at the university now.

MR. HART: Does M. Gaffney know that?

DR. CROSS: | think there are several hundred
here. For fundanental research it shouldn't present a
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problemat all. | know our dean at the Coll ege of Sciences
was very upset a year ago when one of his Chinese doctoral
students went back to China for the holidays, and wasn't
al l oned back in the country to defend his dissertation. So
that was a very difficult thing.

We woul dn't al |l ow anybody who woul dn't qualify
for a security clearance to cone and work on the classified
work. It is conpartnentalized and separate, so it is not a
pr obl em

One of the things that you get into in the gray
areas, what about the Chinese student who is studying
el ectromagnetics and el ectrical engineering? You can get
into a classified area pretty quickly there. There are
professors there that have cl earances that teach the
courses, and those courses are listed in the catal og, so
they are part of the fundanental research.

Even though | perhaps didn't use the termself
regul ation correctly, that is part of what we nean. W
hol d oursel ves accountable for this, and it works. So we
woul dn't restrict the students comng here. W think it is
a pretty good university to go to. W want the best
students to cone here.
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DR. GANSLER: Steve, have you noticed any
increase in the anmount of concern or literally subpoenas or
any ot her things such as the Chinese exanple you just gave,
any significant increases over the last few years in terns
of restrictions on foreign students in one way or another?

DR. CROSS: It has been a hotly discussed topic
within the university for the past couple of years. |
don't have exact nunbers for you, Jack, in terns of the
nunbers of students, but we have been very concerned t hat
i nternational students haven't been able to conme here to
pursue sone of the research.

There is another el enment about Ceorgia Tech that
is very interesting. W have operated a canpus in Metz,
France since 1989. | don't have the specifics on this, |
woul d ask Jo to maybe answer this later. There is sone
cases where there is research we can do that m ght be
consi dered sensitive here that we can do there w thout any
restrictions on it.

But we have been very concerned about the -- if
you |l ook at the definition of sensitive research and the
constraints that puts on international students comng to
study, having that reviewed before a research project could
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be initiated, we have been very concerned about that. Qur

presi dent has been very active nationally speaking on that

as wel | .

DR. GAST: Steve, | wanted to get your thoughts
on sonething | grapple with. | often have faculty whose
work is becomng -- or the area is becom ng classified;

DARPA is taking the programover into classified work, and
they want to keep abreast of the work and they want to keep
doing it, but they want to do open fundanental research.
They are trying to deci de whether they should get a
security cl earance.

| al ways have m xed feelings about that. As |ong
as they don't have the security clearance and they are
pursui ng open and fundanmental work, even if they in sone
sense in the course of that research accidentally talk
about and di scuss and work on things that in sone peopl es’
view would fall over the line, they are not obligated to
have nmade a decision in their brain on what part is
classified and what part is open.

So | am wondering how you counsel faculty nenbers
when maybe a fraction of the research group is behind the
door and another fraction is outside, and how they can
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



118
partition their work and keep this. It is a |arge nunber
of faculty doing this, and | presune nany of them have
m xed cl assified and uncl assified research prograns.

DR CROSS: | was told you ask very hard
questions. The only thing we know to do in this situation
is to have a very trusted relationship wth the governnent
sponsored the research, and to discuss it openly in the
applications of that. That is the first thing I would
advi se the faculty nenber to do, because we are all in the
sanme team here.

This is actually happening in many of the
aerodynam c areas as we speak. W need to help that
prof essor conpartnentalize the research that is classified,
that will help that person get a security clearance if they
need that. That is about the best | can answer off the top
of ny head.

DR. | MPERI ALE: Questions fromthe rest of the
audi ence?

DR. CROSS: This is where ny students throw
things at ne. Yes, sir.

PARTI Cl PANT: How are current U S. export
controls, particularly deened exports, inpacting your
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research prograns?

DR. CROSS: This one is probably one | will defer
to Jo de Garton if she can help ne with this one. The
guestion is, how are deenmed export controls inpacting our
researchers at Georgia Tech

DR. DE GARTON. Steve, | think the deened export
regul ations are inpacting Georgia Tech's researchers pretty
much the way they are everybody el se. Were we have the
fundanmental research exclusions we rely on doing our work
under that exclusion, and the country of origin for that
foreign national is generally not a concern.

Where we have any restrictions for national
cl auses of the 7,000 clause that Julie knows well, or we
have proprietary information that is being shared wth us
by a conpany, we have a sensitive but unclassified clause
in the contract, that sort of thing, then we are dealing
wi th deenmed exports and we are having to | ook at the
countries of origin for the contract perforners.

As you just noted, we have a | ot of Chinese
students, we have a lot of international students in
general, so we do have to |l ook at who is doing the work.

W are also spending a ot of our tine |ooking at the
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projects that people comng to Georgia Tech or

international scholars comng to Georgia Tech wll be
working on if they are H1B visa hol ders, because we do need
to | ook at the kinds of equipnent that they will have
access to, what kind of use technology they will be gaining
access to when they are doing their research here at
Ceorgia Tech. W are devel opi ng even nore procedures for
ongoi ng review, just for deened export purposes.

But | don't think that we are unique. | think we
are handling it pretty nmuch the way al nost eery ot her
university is approaching it.

DR. CROSS: My short answer is that it is taking
alot of Jilda's tine and a lot of Sissy's tine over here.

PARTI Cl PANT: How do you do it? How do you
organi ze your operations to pick up the things that need
the export controls to make sure that you do neet the
requi renents? Do you have a central office that things go
t hrough, or do you rely on your sponsored research offices
in the various schools to pick it up? How do you grab
hold of the information so that the right eyes can | ook at
it to make sure that you are doi ng what you have to do?

DR. CROSS: It has al ways been that way here. W
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are a small place, and we are a network community, so we
have a very good working relationship with the Ofice of
Sponsored Prograns, Jilda, the |legal office, Sissy, and we
tal k about these things in the inception of the contract
and as the contract is working through. That is how we do
it.

Whet her that would scale to an extrenely | arge
university, whether it would scale to a university that
didn't have the core values that we have, where we stress
the interdisciplinary nature of the university and open
comruni cation throughout, | don't know. | don't think it
woul d work just by having checklists of rules put out. W
have to talk and trust and work with each other. That
is probably not a very satisfying answer, but that is the
way it is here.

DR. GAST: One thing that concerns ne, it is not
just the contract perforners you have to ook at with these
deened export issues. It is people who go to research
group neetings and semnars. That is where you get to the
fundanent al openness of acadenm a, where these doors are
open, people can walk in, you don't find out their country
of origin when they sit down in an auditorium So | would
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wonder how you woul d work on that.

DR. GARTON: | think you are tal king about the
deened export provisions. That is particularly an issue
when we have graduate students or undergraduates working on
a project that has foreign national restrictions. Very
often we will find that that is not a project that is
appropriate to staff with students that woul d be exchangi ng
that kind of information. |If it is a graduate student you
have to worry about deened exports to nenbers of that
person's graduate commttee, and you would have to worry
about the sem nars and that sort of stuff, and making sure
that export controlled information was not then shared.

Part of the trick of it is |looking at what is
actually the export controlled informati on, and what part
of that project can be conducted under the fundanental
research exclusion. That is what we spend an awful | ot of
our time doing, is sorting out what is subject to the
fundanmental research exclusion and what is truly export
controlled, either technol ogy or use technol ogy.

That is why it takes so nmuch tinme to adm ni ster
overhead in terns of personnel. And of course, that relies
then on the faculty and on the school chairs, because they
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are the people that have to understand this stuff and have
to be there to inplenent it. The central office folks are
not there to inplenent it. So that is a huge education
pr obl em

But the way we approach it is to separate out
that which is supposed to be controlled fromthe
fundanental research project, and then if it can't be, then
that is not going to be a project that is appropriate for
students to staff.

DR. GAST: This gets back to the question of the
bright line. It shows you the classified is nmuch easier to
deal with, because you know it is classified. It is the
things that are in this gray area. One of our concerns
with SBUis that work that is put together from open non-
sensitive information that once it is conpiled is now
consi dered sensitive, during the course of a fundanental
research program it has beconme SBU. Then you have a kind
of noving target.

DR. GARTON: That is exactly right. It is
theoretically possible for sonmething that is a fundanental
research project to result in a classified result, although
| don't know of any exanples of that ever happening. You
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do? Then it is classified and you can't tell us. But that
is the result.

VWhat we end up doing in sone of these cases where
you have sensitive but unclassified, you are treating it de
facto as though it were classified, with a lot of the
el ements of control that you would have for classified
projects, even if it is on a smaller scale than an entire
SCI F or sonething like that.

DR. CROSS: You know this, but two trends that
seemto be prevalent today is one, the tine scale of how
research is advancing, and the other one is how nmuch of the
research is being done internationally.

| BM just rel eased their gl obal innovation report,
where they surveyed 796 CEGs. One of the things that it
suggests in there is that 75 percent of the research is
going to be funded outside the U.S. in the next several
years. So maybe besi des export control we need inport
facilitation, | don't know.

DR. GANSLER: | think the other trend is one that
Gary pointed out, which is the increasing anount of
classification and the increasing anount of this sensitive
but unclassified. So those two trends in a sense are
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counter to the globalization of the technol ogy. And that
is the balance that we are trying to | ook at.

DR. CROSS: Right, and the issue we have on the
sensitive is the restriction on the international student,
and also the review of results before publication, which is
al so onerous in academ a.

DR. | MPERI ALE: Any additional questions or
coments? Then lunch is going to be served one floor down
fromhere, and we wll reconvene at 1:30.

(The neeting recessed for lunch at 12:25 p.m, to

reconvene at 1:30 p.m)
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AFTERNOON SESSI ON (1:34 p.m)

Agenda Item Dual Use Sciences Research:
Gover nnment Perspectives

DR. BERKELMAN: | am Ruth Berkel man from Enory
University. | amhappy to noderate this afternoon's
session. W are going to be focusing on life science
research and dual use. A large portion of federal research
funding is focused on the life sciences, and there have
been a lot of life scientists beginning to deliberate about
t hese i ssues.

| f you are not aware of sone of the reports that
have cone out of the National Academes, | thought |I would
just show themto you. This has been known as the Fink
report, for Cerald Fink, who headed the Conmttee on
Bi ot echnol ogy Research in an Age of Terrorism Anot her
Nat i onal Academ es report, Seeking Security: Open Access in
Genone Dat abases. There has been a third one recently,
G obal i zation, Biosecurity and the Future of the Life
Sci ences.

All of these focus on educating scientists,
maki ng them nore aware of the issues of dual use, what
shoul d be considered before research is started is very
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much in the Fink report and the other reports. The nost
recent report on globalization and biosecurity and the
future of the Iife sciences also takes on the fact that
this is a far broader threat than one sinply of select
agents.

We are going to focus though this afternoon on
t he governnent perspective. W have got four individuals
here. | have asked themall to cone on up. They are all
restricted in terns of the nunber of mnutes for their
comments, so we will have plenty of tinme for discussion.

| amgoing to go ahead and introduce all four
now. Their biographies are in their packet. Dennis Dixon
is going to be leading us off. He is the Chief of the
Bacterial and Mycol ogy Branch at NI AID, the National
Institute of Allergies and Infectious D seases at N H
Foll owed by Dr. Lisa Lee, Assistant Science Oficer out of
the Ofice of the Chief Science Oficer at CDC here in
Atlanta. W are glad to have Gretchen Lorenzi, an
intelligence analyst fromthe FBI here, no need to say what
FBI stands for, and Carol Linden, who is currently a senior
scientist in the Ofice of Research and Devel opnent,
Sci ence and Technol ogy Directorate at the Departnent of
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



128

Honel and Security.

| will ask Dennis if he will lead off.

DR. DI XON: Thank you, and thanks to all of you
for comng back fromlunch on tinme. I am pleased to be here
and to learn along with you in this rapidly evolving area
of science and policy. | wll be giving you ny own
personal perspective as a program manager of the N H.

The context for ny presentation will be hel pful,
just to know what ny comments are grounded in, and what
conponent of the governnent | cone from | amfromthe
National Institutes of Health, which is part of Health and
Human Services, and | amin the National Institute of
Al l ergies and Infectious Di seases, where the preponderance
of dual use biological research is centered at the NIH |
am an extramural program nmanager. | interface with people
such as yourselves in the community and in other sibling
conponents of the federal governnent on these issues.

One of the reasons | amhere is because | have
had experience in select agent managenent over the year. |
was one of the NIH representatives involved in the
formul ation of the inplenentation armof the sel ect agent
rule the last tinme through and the nost recent sel ect agent
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provisions. | amserving on several working groups of the
Nat i onal Sci ence Advi sory Board on Biosecurity, which is
clearly in tune with what is being discussed here today. |
amnot their official spokesperson; | wll nerely try and
gi ve you ny perspective on having watched this group take
on the enornous task that evolved out of the Fink report.
| think that we can all be assured that they are taking the
i ssue so seriously, and are naking outstanding progress in
comng up with sone very workable possibilities.

| don't do all of the agents of dual use. The

ones | have purview over are listed here. | put up the
path that | have already explained. | amin the HHS, N H,
and ny Institute is Allergy and Infectious D seases. | am

in the Division of Mcrobiology and I nfectious Di seases,
where nost of the dual use mcrobes are based.

The ones in red are the select agents in ny
branch. | don't do all the anthrax research, | do the
front-end, upstream basic research, early applied research
and early clinical research, such as the phase | trials on
nmonocl onal s for counterneasures. W span category A,
category B and category C agents, if you are famliar with
that artificial characterization of the bugs that fal
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



130
under the dual use spotlight.

| put up our webpage at NIAID on the priority
pat hogens, to |let you see the spectrum of m crobes over
whi ch we have the mi ssion to advance the state of know edge
for the public health and to devel op counterneasures,
better drugs, better vaccines, better detection nmeasures.
We can only do this through advancing the security
cl earance know edge together, and by doing that quickly so
that the information that conmes out of that can be put to
good use before it can be put to bad use. So we are highly
dependent upon the processes that govern their use.

As a program manager at NIH, | am one of those
entrusted to be a good steward of taxpayer dollars, to
insure that the risk-benefit analysis is managed to the
right scale, mnimzing risks to the use of public health
funds.

The way we do this typically is to adhere to
federal law. W nake the acceptance of any financial award
conti ngent upon an acceptance to adhere to all applicable
federal statutes, regulations, policies, including the
rel evant select agent rule. | amgoing to focus in on
sel ect agents, because that is clearly the nost relevant to
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the issue at hand, where there is a good exanple of a
process that is working quite well.

| think nost people here are famliar with the
background | egislation, the Public Health Security,

Bi oterrori sm and Response Act of 2002, behind the

i npl ementation arns of the select agent rules. They
require all facilities and individuals to be registered
with the appropriate federal agency, CDC or USDA, and that
the regul ations apply to possession, use and transfer of
the agents, and that registration is managed by the CDC and
t he USDA.

We require our community to be in conpliance with
that regulation, and we defer to the institutional
officials to interact appropriately with the CDC or the
USDA for their nmanagenent, and we are in comrunication with
those entities to close the loop, as it were, on what is
goi ng on.

As an exanple, we canme up with this termof award
that we explicitly apply to the relevant grants that may be
usi ng select agents. That is, an award to conduct research
wi th such agents need to be in conpliance with the federal
regul ation, that they need to have conpl eted registration
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with the CDC or USDA, and that they need to do that before
any NIH funds are used, and if the use is denied, they need
to desist in the use of federal funds for work with those
agents. They need to desist working with those agents,
period, because it is the federal |aw

VWhat do programofficers do to nonitor this? W
are networking with the academ c and corporate recipients
of the fund that we admnister. W are calling this to
their attention as program managers. W are applying the
terms by interacting with the grants managenent arm of the
NIH to see that this is inserted as a termand condition of
award, and we help with guidance to what the rule requires,
but we always defer to the CDC for what they need to do in
specific situations for being in conpliance with the | aw

Junping now pretty quickly to the National
Sci ence Advisory Board for Biosecurity, this is the
chartered group that grew out of the recomrendations from
the so-called Fink report. | think you wll see that a | ot
of the recommendations are comng into play there. You can
go to the website. | would encourage this panel to follow
that group and to be in awareness. Certainly we have
over |l apping categories with Mchael Inperiale, who is a
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menber of the NSABB.

Dr. Fauci, our Institute Director at NTAID, is
the NIH ex officio nenber. Ex officio nenbers are
nonvoti ng nmenbers, but we are there to interact with the
community. As you can see, this group is entrusted to, in
the first bullet, to a systemof institutional and federal
research review that allows for fulfillnment of inportant
research objectives while addressing national security
concerns; comng up with guidelines as to how one
identifies dual use research, guidelines that beconme codes
for the conduct for the scientists, and materials to
outreach to the community for educati on.

A comment now on the five effector arns of NSABB.
These are the working groups that are westling with the
very sorts of issues that this panel is review ng, although
| think you have a nmuch heavi er enphasis on things such as
deened export and foreign nationals that has not yet been
di scussed by NSABB.

| am picking two working groups that |I have had
experience in working on, the dual use criteria one,
chaired by Dr Dennis Caspar, and the comruni cati on worKki ng
group, chaired by Dr. Paul Kahn.
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| sense fromthe community that | network with
that there is a great deal of anxiety over what will happen
next in ternms of giving us guidance that may be perceived
as a bureaucratic inpedinment to biological research. This
is anewera w are noving into. M final slide is going
to be com ng back to the reconbi nant DNA advi sory conm ttee
and the RAC

Taking us to the anal ogy of the m d-70s, when
reconbi nant DNA was first operative, first recognized,
first put into use, and the scientific conmunity on their
own i nposed a scientific noratoriumuntil they determ ned
how they could self police and conme up with a set of
gui dances that helped to govern the daily activities and
operations. That later went on to have formal bodies
managed by in this case NNH s O fice of Biotechnol ogy
Activities, but was grounded in an awareness of cultural
responsi bility.

| think that is how we at the NIH and ot hers
t hroughout the scientific comunity see this, as a matter
of cultural responsibility. One thing that we are
westling wwth is, how do you change the way peopl e thi nk,
how do you nove into a new area where new concerns have
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been recogni zed, so that everybody does get it, so that
everybody does approach it wth the sanme degree of
seriousness. It is hard to change peopl es' behavior.

Gui dances are very hel pful in that case.

Just to coment here on dual use research. |
know anot her concern is, if something gets | abel ed dual use
research, what does that nean? What | am show ng you now
are very mnimal nodifications to the public docunent that
is on the NSABB website that shows what was presented here
in the | ast open public neeting of that advisory conmttee.

Dual use research of concern is what they
sel ected for the subset of research. It is argued by sone
of the people on NSABB that just about any life sciences
research could be m sapplied by soneone for sonething, so
therefore, the goal is to concentrate on that where there
is arealistic possibility of that happening. By falling
into that definition, it does not nean that the research
can't take place. It neans that it needs to followthe
processes devel oped to gui de dual use research.

From one of the slides presented by Dennis
Caspar, you can see that they expressed the primary goal of
identifying dual use research of concern, to mnimze the
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potential for msuse. Constantly throughout the
deliberations is this risk-benefit analysis that is wei ghed
on a case by case basis, such that individual progress in
science is not limted, and that the inportant benefits can
accrue.

| amjust going to show you now, and not go
t hrough A through H, because A through H represents the
quote, seven experinents of concern, unquote fromthe Fink
report. The NSABB dual use working group or the criteria
wor ki ng group has a draft -- that is key to point out --
draft docunent that has cone into fruition now, that is
going to be tested, refined and nodified fromhere out as
feedback is gained fromthe conmunity and from ot her
know edgeabl e parties.

That draft gets at such things as trying to evade
i mmuni zation, trying to evade a therapeutic, trying to
evade sone other nodality for a counterneasure, enhancing
pat hogenicity, enhancing transm ssibility or enhancing
dissem nability of an agent that the Fink report
hi ghl i ght ed.

So when you have research experinents that are
proposed that do that, then the individual investigator is
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the first point for starting to think about these things.
Many investigators al ready have done this throughout the
course of their careers, but perhaps not everyone. So this
is tobring it up to the forefront. Everyone who has the
privilege of conducting life sciences research needs to be
runni ng through these scenari os when crafting their
experinments, the sane way we do about ani mal use, human
subj ects use, where there are gui dances in how we approach
these areas of inportance to society, to determne if the
know edge derived or the product derived fromthat research
could pose a risk to the public health, agriculture,
pl ants, animals, environnent, nateriel.

Ri ght now, the thinking is that the individual
woul d work through that list. They would cone up with
yeses or noes, and then there would be a know edgeabl e
institutional official to verify that yes, that is under
the radar screen -- those all are no -- or if it is a yes,
then that individual hel ps advise on whether the | evel of
concern of that experinment requires a full institutional
review in sonme formnot yet conpletely defined or
identified, but sone formof oversight. One can think of
an anal ogy to the reconbi nant DNA advi sory commttee that
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refers to the IDC for this purpose, to give gui dance on
that work going forward and how it goes forward and what
the conditions need to be, which is risk-benefit analysis
driven. So | think this is a pretty reasonabl e approach
that can be taken to get people thinking about these for
the issues that we heard fromM. Gaffney this norning, for
exanpl e.

That i ndividual oversight would start with the
human i ndi vidual, that would then have an institutional
review. There mght be institutional guidance and
oversight and ultimately federal guidance and oversi ght,
such as in the RAC. Wen sonething reaches the highest
| evel of concern, it needs to have approval at the highest
| evel. Not everything goes to the highest |level, sone
things are dealt with -- nost things are dealt with at the
| evel of the institution.

| am goi ng rather quickly because |I know you are
watching the tine here. | just wanted to give you anot her
exanpl e of anot her working group, and that is the
communi cati ons wor ki ng group, because it does deal with
this issue of unclassified information and sensitive
i nformation.
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The wor ki ng group has the charge of identifying
i ssues and options for responsible conmunication of dual
use research, and to develop principles, tools and to
facilitate careful and consistent decision making on how to
communi cate this responsibly.

The wor ki ng group and the NSABB over al
recogni zes that the overarching principle in science has
been that comrunication is vital to scientific progress.

If there is time left over, I'll take the quiz to see if
you can identify all the people here. | wll tell you that
the one on the left is Pasteur, the one on the right is

Wat son and Crick, and see if you can get the ones in the

m ddl e.

This was unfettered information, since the
overarching principle is to communicate to the fullest
extent possible. | don't think that says unfettered. |
think it says to the fullest extent possible, and that
restriction is the rare exception.

NSABB as invoked, in going through the 1918
i nfluenza virus that was reconstructed at the CDC in
col |l aboration with other virologists in the world, on
whet her that paper should be published. That was not a
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real easy decision. It took a |ot of deliberation. Yet
the decision ultimtely was for that to go forward. But
along with that communi cation went two editorials, putting
this in context, and comments back and forth between people
who had | ooked at the paper and those who had witten the
paper. A thoughtful, deliberative process before just
dunping the information into the literature. That is not
unfettered, that is carefully thought through and
nmoni t or ed.

So risk-benefit analysis is really what we are
tal king about in ternms of communication flow in science,
sonet hing that hasn't always been first and forenost in the
m nds of the scientists in the community or the individual
i nvestigator that needs to be as we nove forward.

The risk-benefit analysis mght be at the
begi nning of the project, as you are starting to think
about taking it to an abstract for a scientific neeting, or
communi cating it anongst coll eagues; are there potenti al
risks to the public health fromthe information. That
ultimately gets people to thinking about other risks to the
experinments that | mght not have thought about in ny zeal
to get there quickly and get a new scientific finding. And
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could this information be intentionally m sused, and if the
risk has been identified, is it near term late termand so
forth.

| am showi ng you just a snippet of material that
is available on the website. The tools have been
constructed in draft formthat are going to undergo
interaction and discussion with journal editors and
community representatives such as yourselves in discourse
wi th the communications working group to try and refine
tools such that individuals wll have sone gui dance on how
to proceed, and that journals are already invoking. W are
taking great insight fromthe scientific journals such as
the Anerican Society for M crobiology, who put things into
pl ace such as the security review to i nvoke when the
editors through the normal peer review process encounter
things that raise their eyebrows.

Content is reviewed, every step along the way
fromthe investigator's head through the publication in the
journal, is this okay, if it is, does it require sone
addi ti onal context so that people don't m sconstrue what is
being said. Does it require sone nodification, such that
the true intent comes forward in the right light. Does it
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need sone delay so that we can determ ne whether or not
there needs to be additional voices heard, delay the
context such as acconpanying editorials, as was done in the
1918 i nfluenza communi cation. And are there any limts on
the distribution.

| found this chart a little difficult to follow
until | started to look at it fromthe perspective of each
colum of the checkmark represents maybe a different case
study that one would | ook at. The first case study m ght
be a very straightforward paper that you conmunicated as is
imediately, with no limts on the distribution. The next
case study is the next columm, where you m ght say, they
didn't make this particularly clear, it alnost |ooks |ike
they are advocating trying to make this as pathogenic as
possi ble so that you can do all these things with it.
Let's bal ance that so that your true nessage cones through
the way you intend, and then comuni cate that immedi ately,
so forth and so on.

My final point here is to day that NSABB is
gi ving sonme good deliberation to simlar and overl appi ng
i ssues to what you are, but I think overall we can |earn
sone | essons fromthe past and think back to the anal ogy of
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reconbi nant DNA, which was | ooked at before the term dual
use cane about, as a technology or a way to invoke dual use
types of concerns, involving the comunity fromthe ground
up.

This comes froma nenoir fromformer NH
director, Donald Frederickson, who rem ni sced the RAC, and
there is a nice treatise here | have cited at the bottom
perspectives in biology and nedi ci ne, 2001. Throughout the
evol ution of the process that gave rise to the reconbi nant
DNA advi sory conmttee, which is now a chartered group, his
concern and those in the scientific community was
scientists taking this seriously as scientists, comng up
w th gui dance docunents that all would accept and adhere to
and follow, and to approach this wherever possible fromthe
per spective of guidelines, not regulations, and pointing
out that fromthat vision fromthe Silimr has cone a new
science and a new nedicine and a new i ndustry of genom cs
and proteom cs. The societal managenent of all of this is
going to be both a premere challenge and a premere
opportunity of the comng mllennium

| will stop there, and turn this back over to
Rut h.
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DR. BERKELMAN: | would like to say that we have
lots of time for very burning questions. |If not, we are
going to continue with all four speakers, and then open it
up. Not seeing any.

DR LEE: Good afternoon. Thank you all for
hanging in there and, as Dr. D xon said, for com ng back
after lunch. | amLisa Lee, the Assistant Science Oficer
in the Ofice of the Chief Science Oficer at CDC. | am
going to try to give us maybe a 30, 000-f oot view of what
CDC is dealing with in ternms of dual use research.

Before | start tal king about where we are with
it, I do just want to be clear about our assunptions here.
We believe that peer review, increnmental know edge and
transparency are critical to the advancenent of science,
and that discourse through the body of scientific
literature is intrinsic to the devel opnment of our
know edge.

We al so believe that public health research done
by public health scientists is intended for the advancenent
of health and wel | -being, despite how others may choose to
use that.

Sonme of the things in terns of where we are with
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dual use research. To set the context for this a little
bit, CDC s mandate is to protect the public's health. So
if we have to deal wth a bioterrorismevent, we have to be
prepared with the necessary scientific information to
respond in order to protect the public's health. So our

di l emma around dual use research is how do we nmaintain
cutting edge scientific output that will allow us to

mai ntain our role in protecting the public's health should
an event occur, w thout conprom sing public health or
national security. This is our primary question.

| want to talk a little bit about the science
that is done at CDC. W have over 9,400 enpl oyees and
about 5,000 contractors that do work for the scientific
enterprise at CDC. Nearly 75 percent of the enpl oyees at
CDC have col |l ege degrees, 55 percent have advanced coll ege
degrees. W have over 170 occupati ons.

We have got scientists fromall arenas doing work
at CDC. Qur average age of the workforce is 45 years, so
many of us have been doing science |ong before 9/11, and
remenber the good old days. Each year we publish about a
t housand articles in peer reviewed journals.

W do alittle bit of basic research at CDC. W
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know t hat basic research |eads us to very practical and
applied research. Gven our inperative at CDC to create
and di ssem nate science and other innovations that wl|
protect the public's health, our research portfolio tends
to be weighted heavily toward nore applied research. This
means that we do research that is closest to the end users
of the research, which nmakes dual use research a top
concern for us.

Sone recent exanples were already nentioned, one
of them of dual use research done at CDC, the ones with the
bi ggest kick in terns of interest, the 1918 influenza
virus. That was Tunpey et al. who published that in
Sci ence in 2005, generated the virus bearing all 18 gene
segnents using reverse genetics, and found that the virus
was able to replicate in the absence of trypsin, which is
the key thing that made it such a |l ethal virus.

Anot her recent exanple is a paper that has just
been submtted by Esposito et al. That is working with
smal | pox sequencing of virus. This is an instance in the
i nstance of dual use research where it is an etiologic
agent with Iow risk but high consequence potential. So
this is a very real issue for us that we are dealing with
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every day at CDC.

VWhat are we doi ng about this? One of the things
that we have been working very deliberately on over the
| ast year is to prepare for the NSABB policy that we NSABB
expects to be out by the end of this year. As Dr. Dixon
expl ained, we are looking at this policy to hel p us define
DUR, to help us assess the risk-benefit of comunicating
and actually doing dual use research, how we should
communi cate things that are considered dual use research of
concern, and very inportant for us is training our
scientists around dual use issues, how we are going to get
to every single scientist who does work at CDC, or who w |
do work that is potentially of dual use.

Finally, what are our admi nistrative
responsibilities, how do we keep track of the fact that we
are review ng research that m ght be considered dual use.
We are hoping that the NSABB policy wll help guide us on
all of these topics.

In the neantine though, we have felt an urgent
need to pull together our top science advisors and
associate directors for science at CDC to help guide us in
how to get through until we get the NSABB policy, but also
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



148

to assess our internal infrastructure and be ready to
inplement this policy as soon as it conmes out fromthe
boar d.

What are our tasks? Qur working group tasks
i nclude several things. One that is really inportant for
us is training of our scientific staff. W want to be able
to help clarify for scientific staff differences between
DUR and SBU i nformati on, what that neans to them as
scientists, either at the bench or at the conputer.

We recogni ze that we have a vast staff to train.
We have got to reach our scientists at the bench level, so
to speak, their supervisors, our scientific |eaders, as
wel | as our center directors and ot her people involved in
clearing scientific products.

Qur task for the working group al so includes our
definition of DUR in the context of what NSABB will tell
us, but we recognize that the kinds of research we do at
CDC that m ght be considered dual use research of concern
are bigger and nore broad than just biologic research. W
have got chem cal, we have got nodeling that happens, the
article in PNAST that showed the nodeling the botulismin
the mlk supply kinds of things; we do a |ot of that
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nodel i ng kind of work at CDC. Al so, nanotechnol ogy. W
tal ked about that this norning, and the fact that there are
many applications that could potentially be quite useful

for us, but also could be used in quite harnful ways.

Then finally, the other task of our work group,
the third big task of our work group is how we are going to
actually inplenent this weighing of risks and benefits. W
are relying heavily on NSABB gui dance, personal tools for
that. Sone great draft tools have already been devel oped,
and we are hoping to be able to tweak those to use those to
our best advantage at CDC.

We know that we have both an internal research
portfolio and an extramural portfolio at CDC. This wll
apply to any research done, whether internally or
externally, that federal noney touches. So we are
devel opi ng processes now to address the extramural dual use
research potential, and we are assessing the infrastructure
and processes for review for our own internal research.
That i ncludes possibly convening a new body |ike an |IBC or
do we have existing nechanisns that we could roll this
review process into, or nmaybe the policy from NSABB w | |
tell us specifically what that kind of group needs to | ook
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Iike. So we are in the process of assessing what we
have available to us and what we m ght need.

| want to just end with two kinds of chall enges
for us. One is one that is unique to CDC, which is, how
can we nmaintain our cutting edge scientific output that
will allowus to fulfill our responsibilities to protect
the public health w thout conprom sing public health and
national security, sonmething with which we wll struggle as
we wor k through this.

Then a couple of things that we have been
t hi nki ng about that are challenges for the entire
scientific enterprise. One is, how do we determ ne the
ri sk-benefit ratio that indicates that sonmething either
shoul d be published as is, should be altered slightly in
sone way before publication, or should frankly not be
published at all. There is not a formula fromwhich we get
a P value of less than .05 and we can say yes or no,
publish or don't publish. This is the art of scientific
j udgnent, and how do we as a scientific enterprise and a
scientific community deal with that.
There are lots of nuances. That is a very |oaded question.
| think that we wll carefully consider that, not just CDC,
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but the whole enterprise, over the next several nonths.

Finally, the thing that sonmebody touched on
earlier this norning that in ny heart |I think is a huge
chal l enge for us as scientists: How do we encourage the
best and the brightest to do the kind of research that we
need to answer critical questions that m ght be considered
dual use, that mght not be able to be published, and ask
t hese best and brightest scientists to forego the
fundanental reward of being published.

Wth that, if there is anything clarifying or
burning, I will answer that now OQherwise |l will let the
ot her fol ks speak.

DR. GORDON: Lisa, can you take the tenperature
of your researchers and scientists wth respect to what
they think is comng fromNSABB? 1Is it unnecessary or too
much or too little? How would you characterize that, if
you can?

DR. LEE: | think that the pul se of our
scientists is that this seens |ike a reasonabl e approach,
particul arly because the whole sense from NSABB ori gi nati ng
fromthe Fink report has been that this is about capable
scientists able to nake great ethical decisions. W make
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ethical decisions all the tinme about h human subjects,
about ani mal subjects, about all kinds of research, and
this is just another topic about which we can make
t hought ful deci si ons.

Wth guidance from NSABB to hel p us nmake those
t hought ful decisions, it seens |ike a reasonabl e approach,
partly because as | said the drive to leave it to the
scientists, the self regulation, et cetera. But the other
thing is that it is clear from NSABB and al so fromthe Fink
report that we are not trying to censor, we are not trying
to not publish things, we are not trying not to do the
research. W are trying to balance this critical research
with how we communicate that. | think generally,
scientists are respectful of the need to do that.

DR. BERKELMAN: Thank you. | think we wll go
on. Soneone el se had a burning question? | think we wll
go on to Gretchen Lorenzi at the FBI.

Thank you, Dr. Lee. Wile we are waiting for
this to get started, | will say that I was at the neeting
of the experts -- | think several people here were -- at
t he bi ol ogic and toxi c weapons convention. One of the
i ssues fromthe United Kingdomthat cane up was that they
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were educating all of their scientists in their governnent
on codes of conduct. That was com ng out of the Chief
Sci ence Oficer.

DR LEEE We will be in the same boat shortly,
and actually are preparing now with many other areas in
CDC, our training folks too, to begin to inplenent such a
process. So it will be quite an endeavor.

M5. LORENZI: | am Gretchen Lorenzi. | am an
intelligence analyst with the FBI. | ampart of the
weapons of mass destruction counterneasures unit, but ny
background hel ps frame why I would be the one standing here
in front of you. | have a bachelors in chemstry and a
Ph.D i n pharnaceutical sciences, so | nmanage a new program
at the FBI which is called the science and technol ogy
outreach program or STOP, because we |ove acronyns. So it
is in that capacity that | am here.

But | amgoing to focus these comments on what |
have been asked to tal k about, which is dual use research.
| think the one elenent that | bring to this panel, which
has consi derably nore expertise in many ways than | do, is
that | have a | aw enforcenent perspective. So all of ny
coments are going to be very heavily slanted toward how
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| aw enforcenent | ooks at this issue.

Just quickly, the key issues in general in dual
use are that both for chem cal and biol ogical research, the
materials, the technical skills and the equivalent all can
be used nefariously if desired. So that creates a
difficulty fromthe | aw enforcenent perspective in
recogni zing where the line is drawn between sonething that
is being used as it was intended. So you could cone across
sonet hing that | ooks very innocent but instead has a
hostile intent, and it starts to fall to the intent of that
use when you are looking at it froma |aw enforcenent
st andpoi nt.

Then al so, the idea that research undertaken even
with the |loftiest of goals could end up being m sapplied.
So even though sonmething is being designed for the right
reasons, it can be used incorrectly.

Compounding all this is the fact that science is
advancing dramatically. There is a globalization of
technol ogy in general and bi otechnol ogy specifically. That
makes the | aw enforcenent aspect, the terrorismprevention
aspect, even nore conplicated. As the technol ogy advances,
whil e that does benefit society, it also benefits the
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terrorist canp, so that is another part that we have to
weigh in as we | ook at science marching forward. Also, the
idea that within a legitimate scientific lab, be it in
i ndustry or academ a, that terrorismcould be being masked
either wwthin a front conpany or a |lone actor acting within
a | ab.

So when we |l ook at this froma | aw enforcenent
perspective, | amgoing to keep stressing that, we hit the
bal ance. This whol e day, the thene seens to have been
about the bal ance, but our bal ance is between preventing
terrorists fromgaining a chem cal or biological weapon
capability and hindering the progress of science. W don't
even nean that as nmenbers of the comunity who benefit from
i nproved nedicines and the ability to respond.

These are our new first responders. These are
special agents out in the field fromthe FBI. The one on
the right is ny imedi ate supervisor. This is them
entering an anthrax contam nated building. It is the
American Media building in Boca Raton, Florida. He is
actually that nuch shorter than his colleagues. | did ask
that a lot. And no, the duct tape isn't holding the suit
together. It turns out they could watch thenselves in real
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time on CNN, and it was a way to identify which noon suit
was being shown at that tine because they were in the
Anerican Media building, so there were TVs everywhere.

But as you can see, there is a huge anmount of
technol ogy that we rely on and that is being devel oped by
science. The suits, the detectors they are carrying, the
filters, they are wearing the antibiotics they are taking.
So in a very direct way, |aw enforcenent does rely on the
progress of science, and it is not inherently interested in
st oppi ng that.

| know we are not going into codes of conduct
here. | amonly bringing it up because of the val ue that
they have fromthe | aw enforcenent perspective. One of
what is believed to be the key ways to prevent terrorists
using a scientist without their know edge to gain skills,
expertise or materials is through inproved awareness in the
sci ence community, so codes of conduct are really an
i nportant way to inprove awareness across the board. As
Denni s pointed out, one of the big issues is, how do you
change a culture, how do you make them step up to that
responsibility. So we are just trying to have codes of
conduct help us in a prevention role. Law enforcenent is
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interested in helping to facilitate that culture of
responsibility. That nmeans that individual scientists can
start stepping up to their responsibility of the know edge
t hat they have, workplaces can start to enact codes. This
hel ps to mnimze the potential for m suse.

From a | aw enforcenent perspective, the biggest
probl em of dual use is basically trying to sort out the
good guys fromthe bad guys. | think nost of our |aw
enforcenent agents could walk in and say, this is a piece
of | aboratory equipnent, | mght not be prepared to handl e
this, but they don't know for sure whether this fernmenter
is fermenting beer, if it is a bio reactor that is
legitimately being used for research, or if it is sonething
that was legitimte and has been converted to a nefarious
use.

You could also see a fernenter that |ooks |ike
this. This is basically a hone brew setup that was set up
in sonmeone's back yard. Every single piece of equipnent on
there could be bought at Honme Depot. So not only do our
| aw enforcenent officers have to recognize a spectrum of
the sanme type of equi pnent, going fromnore conplicated to
-- I"'mnot sure you could get |ess conplicated, but
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sonewhat | ess conplicated than the cooler systemthat you
see; they also have to see that within that spectrum every
| evel of those could be your next-door nei ghbor who is
wor ki ng on his honme brew, versus sonebody who is trying to
cook up sonething in their basenent. That is a tricky
probl em for | aw enforcenent, because there are probably not
a lot of detection novenents for a biological or chem cal
attack, so we are looking at capitalizing on as many of
t hose as possi bl e.

When you | ook at what to do about dual use, |
think we can probably all agree that the idea of directly
policing science is not viable, and it is not likely to be
effective. Law enforcenent doesn't have the resources to
be trying to hunt down things that are going on within
labs. It is unlikely to be effective. It is a bad use of
resources. It is not like trying to infiltrate the nob; it
is trying to work a the coomunity that is the vast, vast
majority that is working to i nprove our society. So it is
not a good use of our resources to be actively trying to
bind that one deviant within there. W are nore likely to
get in the way, slow down scientific research and hinder
t he progress.
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That said, sonething has to be done. W
definitely support the establishnent of the increased
culture of responsibility within science as a better
mechani smthan direct policing to prevent the harnful use
of science.

The FBI probably has been sonmewhat behind in how
it deals with the prevention of chem cal and bi ol ogi cal
terrorism it is a very difficult problem One of the
things that it has been doing is trying to identify the
vul nerabilities.

There are a nunmber of vulnerabilities. Because
of this audience and this talk, | amjust going to focus on
the one. That is that university |abs represent a critical
vul nerability as far as a potential terrorismincident.
That is because -- and | know that there are exceptions in
| abs to each of these rules and to all of these comments,
but many university | aboratories have very open access.
They tend to have a |l ess stable staff, neaning that
post docs cone through, graduate students cone through, and
they could potentially harbor a | one actor, your single
di sgruntl ed researcher or indoctrinated researcher, and
that is going to be a difficult person for |aw enforcenent
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to find. Additionally, university |abs have a very
rapi dly evolving technol ogy which their staff has access
to.

The flip side to that, and not to nmake it all
sound bad, the really great thing about the science
community is that it has an inherent ability to detect and
prevent chem cal or biological attacks. Law enforcenent
w Il never have that sanme capability, because we are not
there. That is partially because scientists are trained in
a culture that encourages coll aborati on and di scussi on and
review, in the way that a scientist as part of the training
process is taught that when you hit a stunbling bl ock, you
can usually reach out to another graduate student or a
post doc and get sonme answers in order to nove forward.

A potential terrorist who is possibly trained in
science is likely to have that sanme inclination if they hit
a stunbling block. [If they do try to reach out into the
science community for help with techniques or materials,
that is a possible detection event, and one of the very few
that we get ahead of a terrorist incident.

Additionally, wthin science it is true in many
fields that as your field of interest gets nore narrow,
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t hat even though they m ght be globally distributed, the
ot her researchers in your field becone a small town. You
know the mai n players, you know who is publishing. You
m ght not know every nenber of their |ab, but there is sone
sort of pedigree there that you can follow. So it i snot
unt hi nkabl e to see that you can be approached by sonebody,
even in a place as random as an academ c neeting, and a
scientist could leave wth the inpression that that
guestion seened out of place because you don't recognize
the person or the |laboratory that that question was com ng
from

Whi ch brings me to the need for partnerships
bet ween | aw enforcenent and universities. | have to say
that it is really quite an opportunity to speak on behal f
of | aw enforcenent about partnerships. | recognize that
when you start on the topic of university-governnent
partnerships, the FBI is usually not at the top of your
l[ist. But we are working at it because it is really
inportant. The days of those communities not being able to
interact well really are behind us. We have to start
creating ways to bridge those two comunities.

The FBlI has a couple of prograns that we have
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started, the science and technol ogy outreach program
basically is aimed at recogni zing that the science
community has an ability to deal wth and take
responsibility for its own vulnerabilities, but that the
FBI can be an asset in that fight. W can help with
awar eness, we can help with providing information, we can
work with any institution that is interested in |earning
nmore froma security perspective fromus. So there is a
mutual interest there that we are willing to work with
academ cs on.

We al so have the domain program which works with
hel ping identify where there are critical infrastructure
areas of vulnerability. For those of you within the
regions here, | have our domain coordinator from Georgi a;
it is Rck Heugh. He is a point that anyone could go to if
t hey had questions within this region on how the academ cs
or industry can work with the FBI nore closely.

| do believe there is a shared nutual interest
bet ween | aw enforcenent and the universities. Nobody wants
their comunities or famlies to be vulnerable to a
bi ol ogi cal attack, and it is on that common ground that we
really need to nove forward.
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Just a final thought on partnership. This is
maybe just to point out where | think | aw enforcenent needs
to push forward wth the help and advice of the science
comunity.

|"msure all of you have read the ASM s code of
conduct fromApril of |ast year, but the |last sentence from
t he paragraph |I just showed was that ASM nenbership w |
cal to the attention of the public or appropriate
authorities msuses of mcrobiology. | read things |like
that, and sonetinmes it nmakes nme wonder if |aw enforcenent
is really holding up our end of that deal, are we neeting
that need, a need that has been identified fromwthin the
sci ence conmunity.

The answer is that the FBI is incredibly good at
setting up reporting structures. W have got phone nunbers
and websites and informants of sources and agents
di stributed everywhere, but I amnot at all convinced that
yet we have established anything that a scientist would be
interested in interacting with. | think that is a really
i nportant hurdle in how we | ook at ways that partnerships
could try to nove forward, is to try to see if there is a
way to get a reporting structure, so that if a scientist
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had sonething they were concerned about, there is a way for
themto reach out and be a part of the prevention m ssion.

DR. BERKELMAN: Thank you. Seeing no burning
questions, Dr. Carol Linden. OCh, there is one at the back.

PARTI Cl PANT: (Comments off m ke.)

M5. LORENZI: Am | as FBI are known? The answer
is that the FBI I'msure would |ike to be a part of that
structure. However, that is not essential. | think what
is essential is that there is a way for a scientist who
felt something of concern to reach out, and that through
sone process that could be acted on.

| personally recognize that it is very unlikely
that scientists will ever directly cal the FBI. | actually
had an incident of suspicion happen to nme just since | have
been doing this. | ama rare part of the FBI who has ny
phone nunber and e-mail publicly distributed quite
regularly as associated with the FBI, so | get a | ot of
calls and e-mails. | had a suspicious incident happen to
me. It was asking what the correct reporting structure is.
They were |like, you report it and you open a case. | was
like, 1"'mnot sure | amreally confortable with that, and I

sit right next to the guys who do it. | amfriends with
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them | have lunch with them

But | think there is this inherent -- a | aw
abiding citizen does not want to reach out to the FBI, and
| recognize that. As nuch as | would like to think that
that is not true and that we could set up sonething that
gets it reported directly in, | think people are likely to
report to a friendly face, and if that is sonething that
needs to be nore local to them then that is a structure
that we need to develop. But it is an inportant enough
issue to say let's find a solution that works, no matter
where we fall into it.

DR. BERKELMAN: So in the absence of a structure,
we wll be calling you?

DR. LEE: You are welcone to call. | am happy to
recei ve any issues of concern that you have, as are ny FBI
agent representatives that are here with ne. O course
that is always an option. | always tell people to feel
free to reach out to the people that they know. M issue
is to make sure, if you do feel sonething that you are
unconfortable with, people need to know that they have a
responsibility to reach out and act on that.

DR. BERKELMAN: In all seriousness, you have
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given us a very thought-provoking talk here, to think about
the ways in which scientists would be confortable reaching
out to the FBI is something | think we really do need to
pay attention to.

DR. LEE: And | would very nmuch appreciate
comments on that.

MR HEUGH | am Rick Heugh. | ama Speci al
Agent with the FBI here in Atlanta. The FBI has 56 field
of fices across the country, and every one of them has a
mai n coordinator. The main coordinator's job is to reach
out to DoD, classified contractors, other business
communities if they have sonme high |level proprietary stuff
that you m ght want to protect, and academ a. So the main
coordinator in your territory should be going to all the
maj or universities in his territory, reaching out to
sonebody in the university.

Different universities reach out to different
people. Sonme mght go to the police, sone m ght go through
the research institutes and touch bases wth their security
officers. So they know they have a point of contact within
PTRI, for exanple. PTRI, they know if they have an
i ncident they can reach out to ne, so they know sonebody
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here that they can go to. \Werever you cone from
hopefully they will set up the sanme kind of relationship
with your university, and the university can punp it out to
all the scientists and say, if you have an issue, report it
to whoever the designated point of contact is at the
uni versity, and that person can reach out to us. So it
doesn't have to be Professor Johnson calling ne. | don't
mnd if he does, it's great, but if they feel nore
confortabl e contacting sonebody in their own university
structure, then they can reach out to ne, that is how we
are trying to set it up right now

DR. BERKELMAN: | think I nust al so applaud the
fact that you as a scientist are in the FBI. | think that
hel ps as well on the liaison front. Dr. Carol Linden.

DR. LINDEN: Good afternoon. | would like to
t hank the Acadeny and the hosts here for the opportunity to
speak today on dual use -- | will put in parentheses of
concern, because that is really what we are tal king about,
life sciences research.

| would i ke to talk alittle bit as an
i ntroductory piece about governnent bi odefense prograns,
because | don't think fol ks have that whole picture put
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together, and then what is the problem and naybe sone
t houghts on what we can do about it, although I think we
are all admring the problem but I'mnot sure we are
making a ot of progress in figuring out what to do about
it.

There is a docunent called Bi odefense for the
21st Century. It is also known as Honel and Security
Directive Nunber Ten, which was published a little bit over
two years ago. This docunent for the nost part is
conpletely unclassified. You can find it on websites and
read it. It assigns specific roles and responsibilities to
federal agencies throughout the governnent for biodefense.

| just pulled out two what | think are very

i nportant and key quotes fromthe introduction. It commts
the United States to use all neans necessary -- you can
read this for yourself -- to protect ourselves against

bi ol ogi cal weapons and attacks perpetuated agai nst our
hormel and and our gl obal interests, and it also reiterates
the coomtnent to the Departnent of Defense to protect
mlitary forces, and also to protect critical donmestic and
overseas installations.

This is inportant |anguage in ternms of policy
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gui ding prograns at very high levels. The docunent goes on
to lay out four pillars of biodefense that are depicted
here: Threat awareness, prevention and protection,
surveill ance and detection, and response and recovery.
Wthout a |lot of inmagination, you can parse what federal
agencies are aligned with each one of these. |In sonme cases
there will be one agency for exanple that has the |lead role
or serves in a coordinating role, and oftentines that is
t he Departnent of Honel and Security, or there are agencies
t hat have specific mssion roles, for exanple, Health and
Human Services has the lead in the m ssion for nedical
counternmeasures, the State Departnent has the lead in the
m ssion for diplomacy, the | aw enforcenment community has
the lead for interdiction and attribution, and so forth.

So who has in the governnment biodefense research
prograns? | put research on here that there are other
things that are construed as bi odefense prograns that
aren't really germane to our discussion today. | have got
these listed pretty nuch in order of the magnitude of the
fundi ng associated with the governnent organization. Dr.

D xon's organi zation, the National Institute of Allergies
and I nfectious Diseases, conducts their biodefense research
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program which is to the tune of about $500 mllion or so,
sonething |like that, the whole program

DR. DI XON: The whol e bi odef ense budget is cl ose
to two billion.

DR, LINDEN. Two billion in N Al D?

DR DIXON: In NIH and nost of it is in N AID.

DR. LINDEN: They definitely lead the parade in
terms of the funding. The programis parsed into the five
maj or domai ns shown here. | will add that nuch of the
work, in fact, the bulk of the work that is done in this
programis extranural, i.e., it is conducted by awarding
grants and contracts and ot her kinds of funding
relationships to universities primarily, but also the
bi ot echnol ogy conpani es and ot her perforners.

Next is the Departnent of Defense with the
chem cal and biol ogi cal defense program It used to be the
only showin tow, and now is dwarfed by the donestic
program Their programis divided up into physical
count erneasures, |ooking at detectors and decontam nati on,
things of that sort, and medi cal counterneasures, which is
the piece of the programthat usually attracts the nost
attention, with the devel opnent of vaccines, drugs and
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di agnostics Miuch of that work is done within federal or
DoD | aboratories, but some of it is also contracted out to
academ a and bi ot echnol ogy conpani es.

Last but not |east, the new kid on the block, the
Departnent of Honel and Security has a bi ol ogi cal
count erneasures program The thrust areas are |listed here.
DHS doesn't do any nedical research, but we do have
responsibility for agricultural security because we own and
operate the PlumIsland Animal D sease Center.

We al so work very closely with the | aw
enforcement community, specifically with the FBI, on bio
forensics and threat awareness. Mich of that work is
conducted either through contractual relationships with
i ndustry and academ a or in the DOE national |aboratories,
or in the few DHS | aboratories that are comng into
exi stence.

So why is sone of this research controversial ?

We have been tal king a | ot about dual use research, dual
use issues of concern. You already saw a |listing of the
seven criteria for these types of experinents that evol ved
fromthe Fink report.

| characterize this a little bit differently here
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on this slide. It is controversial, because it involves
research on hazardous pat hogens, and these pathogens
t hensel ves rai se safety and security concerns, especially
safety concerns for the people working wwth themas well as
the fol ks around them

In sone cases, the devel opnent of protective
measures involves testing against the threat in quotes,
whether it is realistic or sinmulated. | have often been
asked over the years, how do you know i f sonet hing works,
whet her that is a detection systemor a vaccine or
what ever, how do you know that works unless you really test
it against a threat?

Well, you don't have to go quite that far. There
are ways that you can test to see whether your system
wor ks, but sonme of those things raise a |lot of concerns.

Qur national directives and policy tell us to do
research in threat awareness to better understand the
current and future biological threats. W understand that
Mot her Nature has done a really good job in creating nasty
bugs that can be used to hurt us. Anthrax has been around
since Biblical tinmes at |least. But there are concerns
especially using the energing biotechnol ogies that there
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could be future threats that are things that Mther Nature
never created or would create.

The bi ol ogi cal weapons convention has been
al luded to once before this afternoon. it is intent based.
| will show you the actual |anguage in a nmonment. It
permts work for prophylactic, protective or other peaceful
purposes. Unlike other arnms control conventions, it does
not involve counting things |ike nucl ear warheads or
m ssile delivery systens or tanks in Europe.

Last but not |east, the dual use issues. There
is biological research with legitimte scientific purpose,
but the results could be used to harmeither public health
or national security. That is the thing that we are trying
to westle wth. The bad guys m ght use our results to
hurt us, the bugs m ght get out, and there is also a set of
ot her issues which | termpolitical issues which go al ong
the lines of, we are putting so nuch noney and expandi ng
our efforts so greatly in this arena that we are actually
going to cause proliferation of capabilities to do bad
t hi ngs, because we are training so many people to work with
hazar dous bi ol ogi cal nmaterials.

This is the |l anguage fromthe biological weapons
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convention. Dual use issues and BWC i ssues are not one and
the sane. | just put this up here to illustrate that
point, that they are closely related. It has to do with
intent. There is nothing in the | anguage of the treaty
that prohibits a particular bug or a particular type of
work. What it prohibits is using it to harm ot her peopl e,
hostil e purposes, arnmed conflict, no justification for
useful purposes.

VWhat we can do about this? A few thoughts for
your consideration. W need to devel op and i npl enent
mechani snms for ourselves to ask and answer questions |ike
the ones | have listed here: Are we doing the right
things, the right things being not only the right things
scientifically, but the right things to be consistent with
our national policies, the right things to address the
right kinds of questions that we think we see both
scientifically and politically. Are we doing things right?
Are we going about it correctly? Are we doing it in a
scientifically robust way? Are we doing themfor
perm ssi bl e reasons? Do we have robust safety, security
and bio surety neasures that we can put in place? W can
use these neasures to control and docunent sensitive
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materials, to control information and to classify it when
it I's necessary.

| had a discussion with sone CGeorgia Tech fol ks
here at lunch today, and it was stated this norning, G ace
Mastalli clarified that the existing classification
guidelines or regulations really pertain specifically to
direct inpacts on national security. So what we are all
grappling with here is this other kind of inpact on things
that are related to national security but not necessarily
di rect inpact.

Devel oping a security consci ous workforce. |
think that is sonmething that is going to take a long tine.
It has taken ne a long tinme. | evolved out of the academc
comunity, as did everybody else wwth a Ph.Din the life
sciences, and it takes awhile to devel op an awareness and
an appreciation of what security issues are.

Codes of conduct have been nentioned several
tinmes already. | think it is the way to go. W need to
devel op at the grass roots and build into every scienti st
that comes out of academ a the belief that it is wong to
do bad things with bugs. To the extent that we can
di ssem nate that gl obally, because we do have foreign
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graduate students and students in all of our |aboratories
at every level, starting with high school exchange prograns
on t hrough undergraduate and graduate and post graduate
levels, to the extent that those folks go hone trained in
our principles, | think that is going to be a good thing
that will eventually help in the w dest sense to di scourage
probl enms with biol ogy.

We have al so made reference in previous
presentations to existing regulatory and prof essional
standards for the conduct of biological research. These
i ncl ude regul ati ons, sonme of which are regul ations, sone of
whi ch are guidelines, that essentially have the de facto
force of regulations at this point. Those include things
i ke ani mal wel fare, human subjects, the reconbi nant DNA
gui delines. Note the use of the word guidelines there.

That is what the official rule is, but even at the |ocal
level -- for exanple, | think in the city of Canbridge,
Massachusetts they require that people follow the

reconbi nant DNA guidelines in order to do business in
Canbri dge, Massachusetts. So it essentially has al nost the
force of law, even though it is witten as a guideline and
witten to apply only to places receiving federal funding.
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Sel ect agent regulations are in fact a regulation
found in the Code of Federal Regul ations. Biological
safety guidelines, again, a guideline, but is the de facto
standard of practice throughout the scientific community,
and transportation of etiologic agents again is a
regul ation.

But each one of these, and there are others,
i nclude el enents of why you are doi ng what you are doing,
why are you sending that to so-and-so, and how you are
doing it, are you doing it safely, is it packaged
correctly, why do you want this bug in your |aboratory, why
do you want to use these animals in your research. You
have to answer all these questions throughout when you are
dealing with all these different issues.

Quality scientific and managenent practices
i nclude an el enent of oversight. | think this is a segue
fromthe | ast discussion about who do you talk to if you
think there is a problem There should be within any
organi zati on, whether it is a university or a biotechnol ogy
conpany of whatever, governnent organization, nmanagenent
oversight of what is going on. | would be hard pressed to
cone up with an exanple of a place where there isn't any,
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but we need to perhaps with the assistance of the NSABB or
the community at |arge develop a culture of having this
oversi ght and sense of responsibility for what is going on.

| have just listed here a few exanpl es:
Competitive review for funding, managenent revi ew and
oversight, which is probably nore intense in say a
governnment | aboratory than it would be in an academ c
| aboratory, scientific peer review of publications, the
fundanmental prem se of academ c freedom and robust ness, and
| ast but definitely not |east, consensus behavior of
pr of essi onal organi zations. G etchen Lorenzi just showed
you in the last presentation a quotation fromthe Anerican
Soci ety for M crobiology Code of Conduct.

There are laws also that pertain to this. |
think this is part of an education canpaign that has go to
go on. | bet if you went out into practically any
bi ol ogi cal research | aboratory, especially academa, |I'm
not picking on academa, but | just think this would be
| ess well known there, there are laws that actually
i npl emrent t he biol ogi cal weapons convention, the two
pertinent ones are |isted here, the Biol ogi cal Wapons
Antiterrorism Act of 1989, which is this hideously |arge
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thing. The pertinent portion is found in Title 18. The
specs are listed up here, you can ook it up on the web.
Then the Patriot Act, which many people are also famliar
with, which | think did have sone direct repercussions in
academ a especially, because it has to do with an inpact of
foreign nationals comng into the | aboratories to work
al so.

We have already tal ked about the NSABB. | just
listed their charter here, because we are definitely all
| ooking to this organization for guidance to cone out soon.

We think we can reduce the perceived risk of dual
use conponents of biodefense prograns by doing the things I
have |isted here and discussed briefly. Conplying with all
the rel evant regul ati ons and national gui dance, conplying
with federal |aws, follow ng the guidelines that get
devel oped by the NSABB when they do get devel oped,
supporting the devel opnent and application of codes of
conduct. | have already |aid down ny personal marker on
that. | think eventually it will help. | don't think it
is going to help tonorrow necessarily, but I think over the
years, if we |lead the parade and set the standard of
responsi bl e conduct for doing this type of research, and |
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



180
think we wll have many allies in this in other countries,
this will becone the standard throughout the world.

Last but definitely not |east, exercising active
managenent oversi ght of what is going on.

Thank you. | think we have tine for a few
gquesti ons.

DR. GANSLER: Carol, could you give an exanpl e of
this case that you nentioned? You said related to national
security but not national security.

DR. LINDEN: | think G ace tal ked about that
earlier today a little bit when she was tal ki ng about the
sensitive but unclassified information. | amthinking
about things like, for exanple, sonebody undertakes a
nodel i ng study and puts together fromend to end an
analysis, a what-if kind of scenario. The answer to what
if is, ew, this is really bad. You want that information
to get into the hands of the right people so that they can
hel p address the problemand fix the vulnerabilities, but
you also don't want that information to get into the hands
of the wong people, because it essentially serves as a
tenpl ate or a cookbook for how to do sonething really
awf ul .
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| sure don't have the answer of how exactly we

shoul d go about controlling that information. | know there
was a case -- | brought this up at lunch in the discussion,
there was a graduate student, | think it was at Ceorge

Mason University, --

DR. GANSLER: The electric grid.

DR. LINDEN: Right, the electric grid. [If |
remenber correctly, | believe that the way that was handl ed
was that the bulk of his work was published in this
di ssertation, but there was a piece of it that was held out
and either classified or just held out. I'msorry, | don't
remenber the details.

But these kinds of things are serious. W need
that kind of in-depth analysis to identify where our
vul nerabilities are so that we can address them but we
certainly don't want to put that information into the hands
of sonebody who could pick it up and go, oh goody, now I
know how to do this.

MR. HART: | feel obliged to point out the gender
i nhal ance on this panel. | do so for the benefit of forner
Harvard president Larry Summers.

This is directed at the panel generally, if you
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don't mnd. W have struggled to define the what and to
| earn about your organi zations and institutions and what
you are presently doing is enornously hel pful to us.

Once again, let ne reiterate, we are tasked with
the obligation of saying how Either today or in the
future, if you can provide us with reconmendations as to
t he general objective of finding a balance between security
and liberty or terrorismand science, how do we do it?

What are we not doing today that we ought to do,
specifically? O what are we doing today that we shoul dn't
do? That is what we are | ooking for.

This is all very, very helpful, to know what is
goi ng on as background. W have to now assimlate that and
go forward to try to make the system work better.

One final thought. Wile we are struggling with
a national policy on sharing scientific information or not,
shoul dn't we al so be thinking about international
cooperation? M. Gaffney referred repeatedly to an
anor phous eneny. Let's take for exanple pandem c naturally
proliferated avian flu or whatever. Shouldn't we be
t hi nki ng about ways to integrate national health services
around the world into sonme sort of connection of
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international health services to prepare ourselves for that
natural attack, which is nore likely than not, given
gl obal i zati on and so on?

DR. DI XON: Senator Hart is certainly exactly
right, in that there are two key conponents, the what and
the how Just in listening to the NSABB conmuni cati ons,
know that they are focused now on the what, and they have
made that explicitly clear. They are trying to set the
definitions and identify the problemfirst, and then nove
into the inplenmentation armof nore the part that you are
getting at.

It certainly does get difficult there. | can
think in terms of the select agent situation, where we
defined the what and had the lIist of agents, and then the
how got very difficult, because people were trying to fit
t he biological world into the physical world constraints.
In the physical world when people are | ooking at
radi oactivity, there is a specific quantitative threshold
t hat one can cross over. That becane problematic in the
how for the biol ogical agents and how many, because all you
need is one replicating cell, and you have an infinite
source of material . | know there were difficulties in
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trying to balance the regulation with the gui dance there,
because there were sone that felt every tine you did an
experinment, you had to take an inventory of the nunber of
colonies. |If you were doing netagenesis experinents, you
coul d have thousands of things. You would spend not hing
but your time counting the colonies. Wen people finally
nmoved toward nore of a gui dance on your seed stock that has
to be inventoried, and then you have control of access to
| aboratories that you don't |et the subcultures escape
from

So that is a hard part to work out, and | think
that is what we are going to be enbarking on for the second
phase.

DR. BERKELMAN: | want to speak a second to the
i ssue of the international, and maybe sonebody on the panel
wants to as well. My understanding right nowis with the
current threat of pandemic flu and avian influenza in many
countries, as well as human influenza in many of those as
well, that there is varying cooperation around the world
with the Wrld Health Organization. | don't know how
clearly the Wrld Health Organi zation is getting out to the
scientists in our communities which countries are
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cooper ati ng.

| just throwit out that it m ght be useful to
t hi nk about whether scientists in academa with rel ations
in these countries couldn't be asking why, why aren't you
sharing isolates, what do we need to do to get all of the
scientific community on board with this issue. | don't
know. i

DR. I MPERI ALE: | have a question for G etchen.
One of the issues we are grappling with is educating
foreign students. M question is fromthe FBlI point of
view. Are you guys nore worried about foreign student in
the US or US citizens? Jack spoke about a piece of
data this norning that nost terrorist attacks by a seven to
one rati o have been by people who were citizens of those
countries.

So what is your sense of that? How nuch shoul d
we be worrying about foreign students versus our own
citizens?

M5. LORENZI: | would say that on an awareness
level, | amvery careful not to target either international
or donestic students, and for that exact reason. Wile the
medi a plays up a | ot about international students, and we
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definitely have foreign states of concern, realistically if
you go on the Internet and Google you can pull up 450
active donestic hate groups in the United States. |If one
of themwas deciding to infiltrate a graduate program and
pl ace sonebody in a lab to get them access to equi pnent and
materials, they are probably nore likely to pull that off
wi t hout detection than a foreign state woul d.

| don't know that | amreally qualified to weigh
inon which | think is nore likely to happen first or next
or nost over tine, but | think that as far as preparedness,
when we start | ooking at the culture of responsibility
i ssues, the better we train all students in the whol e
concept that it is not acceptable to be using bugs or
chem cals maliciously, that that can becone pervasive.

An exanple. | spent a year of ny graduate
research in a lab in South Africa. Got there, and ny
prof essor started showing nme how to do a techni que, and he
was nmouth pipetting. You just think, wow, that is
sonething that is so pervasive through all of ny training,
it is laughable. | have never seen it, it is a joke. You
need to nmake the concept that you can use biol ogical agents
that ingrained in our students.
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Literally, when all of a sudden when soneone
approaches themw th an ideol ogi cal pitch, saying we have
to bring down the infidels or we have to bring down those
peopl e who don't agree with us donestically, then they have
to be able to say, you are kidding, that goes against the
fiber of how !l was brought into this comunity. | think it
has to be that pervasive.

DR. GORDON: W have DHS and FBI and NIH and CDC.
How wel | are we working together? How well are we sharing
information, that you all see?

M5. LORENZI: |'Il go ahead and start since I'm
probably still on the mke. | know that FBI has put a | ot
of effort into inproving its interagency work, and we are
not known for being team players historically. But we do a
huge anmount of joint FBI-CDC training in order to prepare
at the state and local |evel our agents to work with public
health responders in an energency, to conduct joint
interviews and be able to keep their investigations going
in parallel. | know that we work constantly wth DHS
because of our overl appi ng m ssions.

|"mnot at all convinced that FBI has worked very
much with NIH, but | don't think it is personal.
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DR. BERKELMAN: NI H wants to respond?

DR DIXON: 1'd just give two exanples. | think
t hat NSABB and sel ect agents would be two cases in point
where we have good representation across the federal
sector. NSABB has expertise fromex officio nenbers from
all the rel evant agencies, way beyond what we have here, on
the select agent drafting process. There were
representatives fromFBlI and Departnment of Comrerce and
Transportation and all the biological agencies as well. So
| think as we nove through the process, we will see that
replicated, our recognition of the need to converse across
all the relevant parties.

DR. BERKELMAN: It is a pretty inportant question
t hough, because we have all seen inconsistencies.

DR. LINDEN. Also, the relevant agencies at | east
are working closely together on the WWD count er neasur es
wor ki ng groups, and there are several subconm ttees by
topi c area under those working groups. | know at | east
HHS, DHS, CDC is on there, FDA is on there. It is
nmedi cally focused, so the Departnent of Defense is there,
their program their folKks.

So I think there are several fora in which we are
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interacting across the governnent with the right kind of
agenci es.

DR. LEE: | just wanted to make a coment about
dual use research. | know that NSABB has really been
pushing for this, and so have all of us involved in this.
We are looking for a single policy that can apply across
all of the country, and ultimately wth international
cooperation that we can agree on how to nanage these data
and this scientific information that m ght be of dual use.
If all agencies have different approaches and different
ways to assess risk and benefit in different ways to define
DUR, then we are not going to be protected in the way we
need to be.

So at the very least fromthat perspective, in
terms of defining both what dual use research is howto
| ook at that risk-benefit ratio, |I think there is enornous
cooperation around getting a single policy out there that
can be useful for all scientists, not just for HHS
scientists or a single agency.

DR. BERKELMAN: Dr. Cook-Deegan has been waiting
patiently.

DR. DIXON: Could I just follow up on that |ast
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coment ?

DR. BERKELMAN: Yes, follow up, and then we wl|
go to you.

DR. DIXON: | think it bears redundancy. That
is, if one | ooks at the m ssion statenment for NSABB, even
though it is placed in the NIH operationally, it is the
advi sory body for all federal agencies that are federally
funding life sciences research. So that nmandate really
does require sone | evel of harnonization across all federal
parties.

DR. BERKELMAN: And it is being relatively well
received, fromwhat | amhearing as well fromthe
scientific comunity.

DR. COOK-DEEGAN: | had a question for Drs. Dixon
and Lee. Both of the institutions that you work at, you
have given us exanples of work that is going on that raises
dual use concerns. | have two questions for you.

One is, sonebody nust be already dealing with
t hese issues, and accumul ating experience in how the
decisions are nmade. How is it being done in the intranural
programat NIH and CDC for experinments? You don't have to
apply for grants, but presumably there is sone review
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process that is happening already that | don't know how it
wor ks.

The other is, when it cones tinme for publication,
you gave the exanple of the -- publication. Presumably
that is going through sone special set of reviews. Howis
t hat working? Who does it and howis it |ocated? Howis
it working?

DR. LEE: An excellent question. W have been
doing -- at CDC we have convened this dual use research of
concern working group that has been in existence since md-
| ast year. Prior to that we have call ed special neetings.
We have an internal process of scientific clearance, and a
manuscri pt or a protocol will go through clearance through
a divisional associate director for science and a center
director for science, and ultimately to the CDC associ ate
director for science, wth research of concern of this
nature, or other topics that m ght be controversial or
what ever. They have a special path through which they go
to the CDC office of the Chief Science Oficer.

Bef ore we had the dual use research working
group, we called special neetings of our Chief Science
O ficer or our director, other scientific experts in the
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subject matter, expertise of the particular area of the
manuscri pt.

We have relied, though this is not the m ssion
nor the potential future for NSABB, we have relied on them
in the absence of a policy to advise us on particular
cases. The two | did today, we actually did have
consultation with NSABB, because there was no body for us
to turn to.

Qur main gist for this working group nowis to
nmove these NSABB policies forward so we have a very
transparent systemthrough which this goes at this point it
is an ad hoc kind of thing. Using our dual use research
wor ki ng group, our Chief Science Oficer and our director.

DR. DI XON:  Just commenting first on the
comuni cations aspect, and I will go back to before 2001
and just put things in the context of what publication
required then and still requires. That is, all supervisors
need to clear all work that is published. There is a
process where we | ook at that for appropriateness of
communi cation in ternms of duty activities, so that is still
in place. Now it is being | ooked at as a good way to get
at these sane issues.
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In terns of scientific review, | can focus ny
comments on extranural, since that is where | am based.

But in the extranmural side, there is of course the peer
review process. There has al ways been a biosafety review
and appropri ateness of research and containnent, so that is
still a part of the review process. It is getting nore and
nore flags for admnistrative action. Then the program

of ficers such as nyself are called into play to deal with
the grantee entity in comng to a resolution.

In sonme instance it mght require additional
i nvol venent or oversight to address bi o contai nnment
concerns. But there is an excellent dial ogue that the
programofficers | supervise have. W often are being
contacted by individuals who start to wonder about the
direction the research is going. Tell us what we should
do, and then we say we want to work with you on what you
t hi nk we should do, what do you think is the right thing to
do. W often consult wth a body such as NSABB.

We are anxiously awaiting those tools that wll
tell us the how | tried to give you an exanple of the
communi cati on working group's algorithm where you work
t hrough the risk-benefit analysis, and they hope to have a
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tool that individuals such as nyself can use hopefully on
the web to refer the grantee and us to work through
together, let's work through this and see what we think
about the issue, what should we do together. W can invoke
our counsel if we need to when we take them forward for

f undi ng.

The intranural side | have | ess experience wth.
There is a biodefense working group, but there are annual
reviews of the scientific research that goes forward that
have to be proposed for commtnent of funding. | think it
is not dissimlar fromwhat we do on the extramural side.

But we are | ooking forward to having a consi stent
docunent. | know that the conmmuni cations working group at
NSABB has even spawned a federal -wi de | ook at what are the
publication rules of dual use and how we keep those as
consi stent as possible.

DR. GAST: W have been bl essed to have such a
very educated and scientifically trained group here. Aot
of good points were nmade about how we on the academ c side
need to inprove training of our scientists and awar eness of
these issues. | think that is very much an inportant part
of the picture.
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But on the other hand, | have a question probably
nostly for Getchen in the | aw enforcenent field. W
concern is wth people |ike domain officers and ot hers who
are not as technically educated, how they wll be able to
start to learn the scientific side and what to be concerned
about it, howto figure out where the areas of concern are.
Do you have sone thoughts on how we can make it a dial ogue
and hel p your fol ks understand our perspective while we try
to get our folks to understand yours?

M5. LORENZI: You have definitely identified the
other half of the | aw enforcenent-university partnership
problem That is, getting the | aw enforcenent agencies to
understand their half of that. Definitely a lot of the
hi stori cal damage has conme from m sunder standi ng between
those two communities.

It is simlar to howit has to be done on the
academ c side. There is a big training elenent to that.
The idea that you are ever going to get your |aw
enforcenent officers to have technical proficiency at a
real level is unlikely, but you can provi de enough
awar eness that they can start to be able froma | aw
enf orcenent perspective recognize the signs that at | east
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tell them | need to bring in sonme technical specialists to
this type of area.

As far as our coordinators in the field, each
year they get ongoing training in howto better do their
field coordination efforts. It hasn't been a strong aspect
in the past, but it is sonething we are trying to push, to
i ncrease their understanding of what it neans to work with
the science community, how that community is different than
ot her ones that they work wth.

So we are trying to push a training aspect on the
| aw enforcenment side as well. It is a process. One of the
hard parts of starting this work is, because | amtrying to
advocate that both sides go at this at the sanme tinme, there
is this inbal ance, where you get the feeling that you could
have a scientist reach out to a |law enforcenent officer who
is not ready, then you have got sonething that creates 20
years of damage. The danage that happens there doesn't
just go away. People harbor that for a long tinme, and it
real ly stays.

So | amvery sensitive to that question. It is
one of those things about getting the | aw enforcenent --
our coordinators all will undergo training this sumer, and
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| think I amon all their training schedul es, at |east
getting awareness level talk to them if not specifics on

the best way to do it.

DR. BURNETT: | am going to paraphrase what |
think I heard Dr. Linden say. | think everyone el se kind
of inferred this. | heard that the regulations on

gui del i nes that exist are probably adequate, NSABB

notw t hstanding. There are regulations com ng forward that
strengt hen the managenent oversight, and then increased
awar eness t hrough codes of conduct, training and things.

It seens to be what you all are saying is a workable
system

Can you confirm or is there sonething el se that
you would add to that? | don't hear anybody advocating new
regul ations or big changes in regulations, but if you could
expand on that, | would appreciate that.

DR. LINDEN: I'mnot sure | said that this was
all adequate. What | was trying to convey was a sense that
it is not like there is nothing there. There are a |large
nunber of rules and regul ati ons and gui deli nes and
comunity standards that we already need to conply wth.

It is just like many other laws that are on the
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books on a day to day basis. There is a question of
whether it is enforced or not, or whether you obey it or do
it.

| think that nmuch exists out there already that
woul d be very hel pful in achieving our goals of mnimzing
the risks of the hostile use of life sciences research. |
don't think there is any magic bullet. | don't think there
is any one thing that we are ever going to be able to put
in place that will elimnate that risk.

| think the guidelines that conme out of the NSABB
will be additional and will be very helpful. | think if we
start | ooking at the big picture and | ooking at how we can
use all of these things together to mnimze the risk, that
that will be very helpful to what we are trying to achieve,
which is to mnimze these risks as best we can w thout
causi ng danage to our intellectual and academ c and civil
freedons.

DR. DIXON: | can comment on that, too. | would
say two points. One, we already have two very powerful
laws, two different ways. One is a select agent |aw, the
other is -- | have forgotten the nunber of the statute, the
prosecution of individuals who use biological agents for
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i nappropriate purposes. No anmount of prosecution wll
prevent people from other nations who are not regul ated
fromacquiring the sane information that they need to nove
forward

| haven't heard people fromlistening to the
NSABB di scussi ons advocate for regulations. | think they
woul d say, we m ght conme upon sonething that we find m ght
need to be nodified. Let's reserve that as an option. But
right now, | think the enphasis is on gui dance.

Personally, | think we can gain far nore
advantage in figuring out the howto nove forward, and
recogni zi ng things that maybe need to be noved forward, the
classification, versus how to responsibly comruni cate those
things that haven't crossed the boundary, so the gui dance
will be extrenely effective to | ead everyone to a
consistent effort in developing that culture of
responsi bility.

DR LEE: | wll just conclude with the idea that
we do have gui dance, we do have regul ations. Sone of the
gui dance i s under devel opnent. | think the biggest task
ahead for us is training every single scientist in our
country to |l ook at these issues and consider these issues.
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But we do have a nodel for that. W have a nodel
where we train scientists. Certainly at CDC we do this
annual Iy, but other places do as well, around ethical
research, human subjects issues, aninmal welfare. There are
a lot of things that scientists consider every single day
in their research, and we have nodels that we can use to
make sure that these regul ations and these rules and these
consi derations get out there to each scientist doing the
wor k.

So | think that that will be our major push once
t hese gui dance docunents are avail able to us.

DR. GANSLER: | would like to thank the panel.

DR. GAST: Do we want to take a five-mnute
break?

DR. GANSLER: If you prom se that you won't go
out for nore than ten m nutes.

(Brief recess.)

Agenda Item Dual Use Life Sciences Research:
Regul ati on or Sel f-Governance?

DR. COWANS:. 1'd like to welconme everyone to the
session this afternoon. | am Di ck Conpans from Enory
University. W have two university based speakers who wil|
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be presenting their perspectives on regulation versus self
gover nance of dual use technologies, Elisa Harris fromthe
University of Maryland and G gi Gonvall from University of
Pittsburgh. Elisa wll be our first speaker.

DR. HARRI' S: Thank you, Richard. | want to begin
by thanking the National Acadeny and the commttee for
inviting nme to appear today. You have already heard a | ot
this afternoon about the subject of dual use/sciences
research.

As has al ready been di scussed, the concerns about
work in this area have been spurred largely by two things,
first, advances in the |ife sciences. | think for many of
us, the nouse pox experinment which was published in January
2001 was the wakeup call. This was work done by Australian
scientists trying to develop a contraceptive for mce.

They inserted the IL-4 gene into the nouse pox virus and in
the process ended up creating a highly |ethal pathogen that
killed even mce that had been vaccinated against this
particular virus. The reason people were concerned about

t hat was because it raised the question of whether the
insertion of the IL-4 gene into other pox viruses |ike
smal | pox woul d have a simlar effect, and that woul d be
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hi ghly consequenti al .

After nouse pox there was a polio virus
experinment you may renenber, in which scientists at the
State University of New York using nmail order DNA and
genom c information fromthe Internet created a virus
wi t hout any pathogenic material. This raised the question
of whet her other pathogens could be created in this de novo
fashi on.

Also, and this is inportant, there has been a | ot
of dat abase of the select agent regulation this afternoon,
this work al so rai sed serious questions about the
ef fectiveness of the existing controls over access to
pat hogens that are reflected in the sel ect agent
regulations. |If you could create a virus w thout
pat hogenic material, then the select agent regul ations
becone irrel evant.

And of course, there has already been di scussion
of the influenza research that has been done here in the
US., the recreation of a virus which killed between 40 and
50 mllion people at the turn of the last century.

So that is one set of devel opnents, advances in
the life sciences thensel ves that have rai sed concerns
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about dual use life sciences research. You have al so heard
sone di scussion today about bioterrorism In the aftermath
of 9/11 and the anthrax letters, there had been a very real
concern that terrorists or other subnational actors m ght
use dual use research to cause harm

So where these two strands have led us is to a
nunber of devel opnments which the previous panelists have
al ready tal ked about in sone detail, the Fink commttee
report, the Bush biosecurity initiative, in particular the
creation of the NSABB, and the increase in bioterrorism and
bi odef ense research here in the United States.

You have al ready heard sone perspectives on those
three issues. | amgoing to give you a different
perspective on those issues, and then | amgoing to turn to
some work we have been doing at the University of Mryl and
on this issue of life sciences research and how to manage
t he ri sks.

If | were to try to summarize in a sentence or
two what ny nessage is this afternoon, it would be the
follow ng. The choice is not between regulation or self
governance, as the title of this panel suggests. Neither
one on its owm is sufficient to be effective. To devel op
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an effective response, we need to do both. W need self
governance and we need regul ati on.

Let me just quickly touch on the Fink commttee
report. You have heard a lot about it. | think it is
i nportant to underscore what the commttee said about the
threat. They stated unequivocally that biotechnol ogy
research is dual use and coul d quote, cause disruption or
harm potentially on a catastrophic scale.

Now, this is a National Acadeny of Sciences
commttee. They are not inclined to use inflated rhetoric
when tal king about problens. So they clearly took this
i ssue very, very seriously. As others have di scussed, they
outlined a nunber of recommendations for beginning to
address the problemhere in the United States.

| want to be sure that we are all clear on what
t hey said about oversight of dual use research. Wat they
recomended was a prior review process for experinents in
t hese seven areas on the slides, to determ ne whether the
wor k shoul d be done, and if so under what conditions.

We have already heard a | ot about the NSABB
| ndeed, this commttee has two nenbers of the NSABB t hat
are part of it. | want to enphasize sonething that has not
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been enphasi zed yet with respect to the NSABB, and that is
that it is an advisory body to the U S. governnent. It is
to provide advice to U S. agencies on how to reduce the
risk that legitimte research will be m sused for hostile
pur poses. O hers have listed things fromthe charter.
This is ny attenpt to conpress what the charter says, but
the words are really key here. They talk about guidelines,
recommendations, strategies, it is all advisory.

A third devel opnent which Carol Linden has talked
about a bit, and that is the increase bioterrorismand
bi odef ense research effort. | think there are sone
i nportant data points that we all ought to think about
here, looking at NIH funding in particular. W have seen a
huge expansion in dollars for bioterrorismand bi odefense
rel ated research funded by NIH, from $53 million in fiscal
year 2001 to over $1.9 billion requested for fiscal year
2007. NHis funding a 20-fold increase in BL-4 | ab space.
Those are the | aboratories that can handl e the nost
danger ous pat hogens. They are funding nine new regional
bi o containnment |abs with BL-2 and BL-3 capabilities, and
ei ght new regi onal centers of excellence for biodefense and
energing infectious di sease research. That is a huge
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



206
expansi on of our |aboratory capability for work with
danger ous pat hogens.

We al so are seeing thousands of new researchers
t aki ng advantage of these funding opportunities to begin to
wor k wi th dangerous pathogens. According to a CDC offici al
speaking earlier this week, sone 16,000 researchers have
now been approved to work with sel ect agents, 16,000 people
across the country. That is a staggering nunber.

Finally, we have the creation underway of a
nati onal bi odefense anal ysis and counterneasure center.

This is being established at Fort D etrich, the hone of the
former U.S. offensive biol ogical weapons program This
center will be doing research, pathogen research, that
falls squarely in the areas that the National Acadeny of
Sciences identified as of concern, susceptibility to

t herapeutics, host range studies, environnental stability,
aerosol dynam cs, et cetera.

So we have a huge expansion in the anmount of
money funding this work, the nunber of facilities, the
nunber of peopl e doing highly consequential pathogens
research.

Let nme give you that different perspective on all
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three of these devel opnents, on the Fink commttee report,
on the NSABB and on the expansion of bioterrorismresearch.

None of these things are bad in and of
t hensel ves, but we can't rely upon themon their own to
deal with the problemwe face as far as dual use life
sciences research. Neither the Fink commttee
recommendati ons nor the NSABB approach on their own wll
result in adequate oversight, either over the expanded
bioterrorismresearch effort or over the activities of
other legitimte researchers whose work coul d have
destructive applications.

Let nme give you three reasons why that is the
case. First, both the Fink commttee and the NSABB
approaches do not include key segnents of the |ife sciences
research community. The Fink commttee called upon the use
of the NIH guidelines, and the guidelines only apply to
institutions receiving NIH funding for reconbi nant DNA
research. Wsat this neans is that the oversight
recommended by the Fink commttee would not apply to
i ndustry researchers or to the governnent biodefense
program Big gap; only academ c researchers getting
funding or others getting NIH funded woul d be covered by
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t he gui del i nes.

The NSABB gui del i nes are expected to go further,
in that they would apply to governnent |abs or governnent
funded research, but there is an explicit exenption in the
NSABB charter for classified research. There is also no
coverage of industry in the NSABB approach.

So gap nunber one is that neither the Fink
comm ttee approach nor the NSABB covers the entire rel evant
research comunity.

The second probl eminvol ves bi ndi ng obligations.
The NI H guidelines are exactly that, they are guidelines.
We can pretend |ike they are mandatory, but they are not.

| think it is inportant to just pause for a
nmoment and consider the results of a survey that was done
in 2004 of the institutional biosafety commttees that are
supposed to be inplenenting the NIH guidelines. This work
t hat was done by the Sunshine Project found that at the
time the survey was done, scores of biotechnol ogy
conpani es, including sone three dozen doi ng bi odef ense
research for the governnent, had no IBC registered with
NlH. A nunber of governnent |abs, including the Arny
bi odefense | ab at Fort Dietrich, also had no I BC regi stered
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with NIH, and many of the university and other |BCs that
were registered with NIH either had never net, or had
i ssued bl anket approval for projects and not undertaken the
i ndi vi dual project review that was required.

So I'"'mnot as confident as other people are that
we can rely upon the NIH guidelines in a voluntary approach
to deal with the very real risks that we face from dual use
life sciences research. W think it needs to be nandatory.

Finally, the third and | ast weakness in the
approach o the Fink commttee and the NSABB is neither
actually directly explicitly addresses the international
di mrension of the problem | hope | will be proven wong
Wi th respect to the NSABB, but at the nonent there is not a
| ot that has been done that suggests that a harnoni zed
i nternational approach is going to be com ng forward.

Let me now turn to sone of the work that we have
been doing in a project that | have been co-directing at
Cl SSM at the University of Maryland. In contrast to the
i deas devel oped in these other bodies, we have very
consciously tried to devel op an approach that is
conprehensive, applies to the entire relevant research
comunity, is mandatory, and is global in scope.
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That approach has two key elenents. The first is
licensing of researchers and facilities engaged in rel evant
research, and the second is peer review of experinents in
advance, consistent with the Fink conmttee recomendati on.

Now, licensing in particular has been very
controversial in many quarters. Let ne just take a nonent
to tal k about the precedents here. There are precedents
for national licensing and vetting. The 2002 bioterrorism
bill for exanple requires background checks as has been
di scussed, and registration of both people and facilities.
FDA licenses facilities that produce pharmaceuti cal
products. CQutside of biology we can find other exanples in
whi ch individuals or facilities that are doing things that
can affect |arge nunbers of people are licensed. Labs that
work with radioactive materials have to be |icensed.
Doctors have to be licensed. Pilots have to be |icensed.
Al'l of us have to be licensed to drive a car.

There are al so of course as has already been
di scussed percents for an independent review process. W
have the IBCs, the institutional review boards that | ook at
human subj ect research, animal care commttees. All exist
at the local level. Nationally as has been nentioned we
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have the RAC, and internationally, which sone of you may
not know, there is oversight by the Wrld Health
Organi zation for small pox research in the two designated
depositories in the U S. and Russi a.

The approach we have devel oped at our project
buil ds on these precedents and has the follow ng features.
First, it is narromy focused. The areas of research that
we believe ought to be subject to oversi ght excludes nost
bi onedi cal research and pathogen research and only again
focuses on the nost consequential areas of dual use
research.

Secondly, it can be readily inplenmented. The
areas of research subject to oversight are clearly defined
and presented in a formthat researchers can understand.

Third, it is responsive to the threat. W have
conbi ned both the pathogen based controls that have been
enacted by the United States and the United Kingdom and
other countries with the activity based approach that the
Fink commttee reflected in its seven experinents of
concern. W think therefore that our approach is nore
dynam c as well as nore responsive to the threat.

Finally, it has a tiered design. The |evel of
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oversight of particular research activities is linked to
the I evel of risk posed by that work. Local |evel review
bodi es are responsible for the vast bulk of the research
over si ght.

| am going to skip through these slides very
qui ckly. As | nentioned, we have a notion of a tiered
design. At the top would be a global inplenenting body to
oversee the nost dangerous research as the Wrld Health
Organi zation currently does with smal |l pox research. After
much work with many scientists we have suggested sone areas
of research that we think ought to be subject to
i nternational oversight. W have a national review body
t hat woul d approve research of noderate concern, and we
have a | ocal review body that woul d oversee research of
potential concern.

Qur approach covers all these seven areas that
have been identified by the Fink commttee, but it does so
in a nmuch nore detail ed way.

Let me just say a few words about how this
oversi ght systemwould work in practice. Any researcher
that was interested in doing work that fell wthin one of
those three areas covered by the system would be required
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to conplete a project questionnaire and submt it to its
approval body, review body, for approval. Then that review
body woul d conduct a risk-benefit anal ysis based on
criteria like those listed on this slide.

| should just nention that these risk-benefit
assessnment criteria canme out of a peer review sinmulation we
had in January of 2005, in which we asked five researchers
to submt hypothetical projects for peer review. One was a
U.S. governnent scientist, one was a European scientist,
the other three were American scientists at different
points in their career.

W didn't really set out to try and devel op ri sk-
benefit assessnent criteria, but we discovered over the
course of the day that the sane questions and the sane
I ssues were com ng up again and again. Fromthat, we
assenbl ed this proposed list of criteria for assessing the
potential benefits as well as the potential risks of
proposed projects.

In addition to working on risk-benefit assessnent
criteria, we have al so given sone thought to the question
of how to handl e potentially sensitive information that
woul d result from dual use research, including from
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bi odef ense research. W had a neeting in April of |ast
year in which we brought together scientists fromthe
former U.S. offensive biol ogical weapons program and from
t he defensive biol ogi cal weapons programof the U S. and
the U K and a few Canadi ans, and we tal ked about this
issue. | think there was general agreenent anong the
participants that there m ght be circunstances in which
research results needed to be restricted in terns of their
di ssem nation. But there was al so agreenent that we should
do this as infrequently, as rarely, as possible, because of
t he obvi ous benefits of sharing information and research.

So what canme out of that deliberation was a
suggestion that we not reinvent the wheel here, but rather
that we draw on criteria that had al ready been devel oped by
anot her National Acadeny of Sciences commttee in 1982,
that | ooked at the question of scientific conmmunication and
national security. This was the Corson panel. So what we
are proposing is an adaptation of the Corson panel's
criteria for determ ning whether and under what
circunstances research results mght need to be restricted.
Those criteria are listed on this slide.

| am happy to tal k about any of these things in
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nore detail.

DR. GANSLER: |s there anything excluded from
t hat second bul |l et?

DR HARRIS: Direct mlitary application? There
are many things that wouldn't be covered by that.

DR. GANSLER: O just dual use.

DR. HARRI'S: And invol ves production rel ated
technologies. | think it was our sense that that woul dn't
cover the entire universe, that that would actually be a
pretty defined set of things.

So what would it nmean if we actually were to
i npl ement a system along the lines of what | have just
descri bed? Wat would be the inpact here in the United
States to start with? W had that question.

So we conm ssioned a survey of journal articles
published in the United States from 2000 t hrough m d-2005.
What we were interested in seeing was if our proposed
oversi ght systemwere in place, how nmuch of the
bi ot echnol ogy research enterprise here woul d be affected?
We realize that |ooking at publications is an inperfect
measure, but we nevertheless think that the results of this
survey are pretty interesting.
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What it showed is that | ess than one percent of
U.S. publications involving bacteria, viruses or prions
would fall within our system Overall, slightly over 300
facilities and 2500 researchers were engaged in work, again
as reflected in the publication of their results, were
engaged in work that woul d have been subject to oversight
under our system And of these, 53 facilities and 137
researchers would have fallen under jurisdiction at nore
t han one | evel.

Again, this is an inperfect neasure of the inpact
of an oversight system but we think it does provide sone
i nsi ght and suggests that our approach woul d i npi nge upon
only a very narrow swatch of biotechnol ogy research in the
U S., and the inpact in other countries would |ikely be
even nore |imted.

Let me just say a few things in conclusion here.
| think that the need to enhance oversight in a neani ngful
way over dual use |life sciences research is greater today
t han before Septenber 11, before the anthrax letters, but
not for the reasons that you m ght suspect. Personally, |
am nmuch | ess concerned about deliberate m suse of advanced
life sciences research by sub-national actors, by
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terrorists. | think that work by traditional biologica
warfare agents is already technically and operationally
chal | engi ng enough for these particul ar actors.

The greater threat that we face is the one of
i nadvertent consequences, one, because of the pace of
scientific devel opnents that | tal ked about as the
begi nning, as exenplified by nouse pox, polio virus,
reconstruction of the 1918 influenza virus, and because of
the great increase in work with dangerous pathogens in the
bi odef ense and bioterrorismresearch prograns that have
been pursued since 2001.

Sone of the self governance ideas suggested by
the Fink commttee and the NSABB, which the NSABB has been
asked to | ook at, codes of conduct, education and training
prograns, can absolutely help sensitize science to the
ri sks fromdual use research. These ideas for self
governance do have val ue, and they nust be part of our
approach. They are useful first steps, but they are not
enough.

Senat or Hart has repeatedly asked throughout the
day today for specific suggestions of what to do, so | am
going to give you sone very specific suggestions that build
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on the existing processes that we have tal ked about, that
build on the NIH guidelines, that build on the institution
bi osafety commttees in the foll ow ng way.

First, add dual use experinents to the NIH
guidelines. This can be done. You can use the Fink
commttee's seven experinents of concern. W have our |ist
of dual use research that we believe ought to be subject to
oversight, which as | said is very consistent wwth the Fink
comm ttee approach, but nore detailed. Watever the |ist
of experinents, they should be added to the N H guidelines.
That is point nunber one.

Poi nt nunmber two. Make the NI H guidelines apply
conprehensively to everyone doi ng consequential research,
whether it is an academ c | aboratory, a governnent
| aboratory or an industry lab. It is not sufficient in the
world that we live in today to focus only on institutions
that are receiving NIH funding for reconbi nant DNA
research. There is a huge gap that needs to be filled.

Third, make NI H gui delines mandatory. This is
per haps the nost controversial thing that | amgoing to say
here, apart fromthe licensing issue. Let nme rem nd
everyone that the requirenents for oversight of experinents
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i nvol vi ng human subj ects, a single person, are legally
based. The IRB requirenents are legally based. W are
suggesting that research that could affect potentially a
much | arger nunber of people, a nmuch broader swatch of our
society, also should be legally based. That wll help
insure that the financial and the human resources that are
needed to make the system work properly are forthcom ng.

Finally, we need to begin to work to develop a
har noni zed i nternational approach. As the Fink commttee
itself said, if we focus only on the United States, we w |
not have addressed this problem The first experinent that
called our attention to the dual use problemwas in
Australia. Wrk with great consequences i s happening in
| abs throughout the world.

W ultimately need a harnoni zed i nternational
approach. One way perhaps of doing that is by building
upon the work that the Wrld Health Organi zati on has done
to devel op biosafety guidelines and have themwork to
devel op bi osecurity guidelines for dual use research for
adoption by nenber states. That is one possible avenue to
pursue this, but however we do it, we need to be
approaching this in an international way. W need to get
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internationally conpatible conmon approaches and st andar ds.

Thank you.

| should just nention that we have a | ot of
publications outlining our ideas, including a very detailed
nmonogr aph that is on our website. The cover page fromthat
is 100-plus pages, so | couldn't bring copies. W hope
that you wll download it, read it, e-mail us, give us
comments, criticize it.

Thank you.

DR. COWANS: We have tine for one or two burning
guestions. OQherwi se we have anple tine at the end.

DR. GANSLER:  You flipped through that one chart
you had on the global organization. Could you anplify a
little bit about what you are specifically recomending in
terms of what organizations it would take the | ead on and
how you woul d get it set up?

| think nost of us agree that particularly in
this area it is going to require international cooperation
and agreenments. \Who takes the | ead, and how does that get
done?

DR. HARRIS: There is no body that exists today
that can do this. The Wirld Health Organi zation could take
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on part of this mssion, but it would require real
resources, a clear mandate from nenber states. W don't
see that happening in the near term This is an ultimte
vi sion of how we woul d suggest one approach it.

But in the nearer term one could inmagine the
Wrld Health Organizati on devel oping as | said guidelines
for oversight, for national inplenentation, that would
address a large part of the problem There is very little
research at |l east in our approach that would be subject to
oversight at the gl obal Ievel.

You have a body now within the Wrld Health
Organi zation that oversees snall pox research. |t could be
given sone of this additional responsibility, but it would
requi re nore resources and nore support from nenber states
to do that job.

DR. COMPANS: Thank you. Ggi?

DR. GRONVALL: Thank you. Thank you very nuch
for giving ne the opportunity to speak today.

Just as a way of background, | conme fromthe
University of Pittsburgh, sort of. | actually cone from
the Center for Biosecurity, which is an i ndependent section
of the University of Pittsburgh Medical Center, which is
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| ocated in Baltinore. Qur genesis canme from Johns Hopki ns.
We used to be the Johns Hopkins Center for Cvilian

Bi odef ense Strategies, and when we | eft Johns Hopki ns we
noved across the street. So we really have not noved to
Pittsburgh, but we are at the Center for Biosecurity of the
UPMC.

We are a collection of people froma variety of
different professions. M own background is in |aboratory
science. My Ph.Dis in inmmunology. | work wth physicians
and nedi cal ant hropol ogi sts and public health experts as
wel | .

| disagree with Elisa on a couple of issues, but
one of the major ones is that the power of science and what
it is possible to do with technically challenging or not
chal I enging a biological weapons is. | think it is nuch
| ess chall enging than Elisa suggests. The grow ng power of
bi ol ogi cal science will increase the destructive potenti al
of a biological attack or a |laboratory accident. | think
that is a problemfor legitimte science and legitimate
scienti sts.

| think that a thinking enenmy can outdo what
nature has come up with by genetically manipul ati ng things
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t hat have not been in contact with each other before. New
pat hogens can be created, antibiotic resistance can be
generated faster and nore easily than just waiting for
natural selection to take its course. And of course,
dissem nation is a | ot easier or can be nore deadly with a
t hi nki ng eneny versus a natural case.

It is considerably easier to create a natural
pat hogen than to create new counterneasures. In the very
sinpl est of cases, antibiotic resistance, an antibiotic can
according to sone studies take eight to ten years to create
and $800 million. | think nost mcrobiologists, nost
scientists, can create an antibiotic resistant strain of
nmost pat hogens or nost bacterial pathogens in a couple of
days. So | think the problemis very great.

The real problemis that biology is not yet
power ful enough. As powerful as these techniques are, we
are not able to take this situation, a new di sease, and go
to a new vaccine or a therapy as quickly as we would |ike.
That really is the challenge for science, to be able to get
to that point in a reasonable amount of tinme that you can
save lives. That is the goal of all legitimte scientists,
to get to that point.
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How do you deal with the dual use problen? A web
of approaches are clearly needed to do what is possible to
constrain the devel opnent, the m suse of biol ogical science
for harm But we have to be prepared for its use.

Sone peopl e have approached this problem by
wanting to put a command and control structure onto
bi ol ogi cal science simlar to other technol ogi es that have
been controlled. However, this is inappropriate for
bi ol ogi cal science.

| don't think so many people have di scussed this
today, but it is worth repeating the differences between
bi ol ogy and ot her technol ogies. Biologists need to know
what is allowed, what is not allowed, and any discussion of
dual use issues is nmuch nore grave than that. Dangerous
research just fromthe length of tinme that the NSABB has
spent trying to define dual use research is indicative of
how difficult it is to be able to clearly say what it is to
ot her scientists.

Dual use research is anbiguous, it is large

scale. It is not just a handful of papers. It is
practiced all over the world. It will evolve with the pace
of science. It is contextual. By that, | nean the nouse
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pox exanple that Elisa just spoke of, but interleukin-4 put
into sone nouse pox in that particular spot caused that
virus to beconme nmuch nore deadly. Interleukin-4 in a
different virus m ght nmake a good vaccine. So the sane
thing in a different situation will cause different
results, so it is not as easy to put into boxes.

And of course, a lot of the work is neant to be
and is ultimately beneficial as well, as it gives us
under st andi ng of bi ol ogical systens and hopeful ly gives us
i ncreased power to be able to create therapies and vacci nes
in the future.

Biology is extrenely global. | was just talking
before, | was just visiting Singapore a few weeks ago, and
their beautiful |aboratories and extrenely dedi cated
scientists that are so energetic and so interested in
pursuing biology. It is very diverse. There is no one

scientific conmmunity. W keep tal king about things that

the scientific comunity should do. | never really

referred to the scientific community until I, according to
many of ny scientific friends that are still at the bench,
left it. It is really a bunch of groups of people who are

all working very hard in their own corners of the field.
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Because of the constantly evol ving nature of
bi ol ogi cal science, to say that one thing is incorrect or
one thing can't be done may be putting too much effort on
one thing, and there are many different scientific ways to
get around doing it. So it risks being irrelevant.

| would nmaintain that the pace of research
requires that scientists have an idea of what could
potentially be dangerous and what could potentially be
m sused, and to have an awareness of that as they are doing
the research, so they are aware of when their work could be
m sused. So regardless of how this structure of scientists
is organi zed, there nust be an elenent of self governance.
Whet her or not you think scientists have a noral obligation
to participate in making sure that their research is not
m sused, they are certainly in the best position to
understand the potential for msuse. They wll be, if
there is a natural epidem c or a biological attack, the key
peopl e who will have to be working on doi ng sonet hing about
it, and there is a longstanding ethics franework within
science and what is good science. Really, | think the
challenge is to put security into that.

But | don't think awareness is really good
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enough. | think it would be great if scientists were aware
that their work could be msused. | don't knowif that is
really going to carry you through. There needs to be sone
t hought on how that should influence bi odefense strategy
and bi odefense fundi ng, because prevention wll only take
you as far as when it doesn't work anynore. Then you are
going to need to have scientists that are working on
count er measur es.

One of the ways that we have -- at the center we
have had a few neetings, we have brought peopl e together,
scientists, national security experts, to discuss specific
papers that are dual use and what they would do with this
i nformati on, and how they would react to it, and whether or
not they would control the information.

When you | ook at real exanples of dual use
research, it is very hard to know what can be done about
it, except to maybe think a little bit nore about how you
woul d coordi nate a bi odefense strategy.

"1l give one exanple. W have a whol e bunch of
these if you would |like to know a | ot nore dual use
exanples, but this one is five years old, but it is still a
good one. It is a paper about a powdered neasl es vacci ne.
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Now, neasl es causes di sease still, maybe not so often in
the United States anynore, thank goodness, but it is still
a worl dw de probl em

One of the problens with neasles vaccine is that
it is alive vaccine, it is alive virus. One of the
problenms with this live virus vaccine is that it has to be
kept in cold storage. O even if it is powdered you have
to add sone liquid to it and then once you add the liquid
to be able to give it to sonebody, then it wll go bad and
you will need to get a new bottle.

So the idea behind this paper was to conme up with
a powder ed vacci ne so people could inhale powler and be
vaccinated with this live virus, so you wouldn't have the
probl ens of refrigeration and you woul dn't have the
probl ens of waste.

So this paper was published by a biotech conpany.
It was funded in part by the Wrld Health O gani zation, and
their intent was to keep things open, so they were
extrenely detailed in what kinds of equi pnent they would
use, what kinds of filters, nmuch nore detail than typically
met hod sections tend to be in the biological sciences.
Peopl e tal k about how maybe we should be strict in nethods
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sections, and sone people would argue that they are already
pretty restricted, so that it is very difficult to actually
reproduce an experinent fromthe nethod section.

But this is extrenely detail ed, the whol e paper.
The details were seen to be necessary for the public health
aimof the paper. So this has clear dual use potenti al
because it is a live virus that was put into a powder, and
that could be any live virus, and you would only have to
make a few nodifications.

When we put this to our panel of people who have
t hought about this issue a lot, we couldn't get agreenent,
al t hough nost people thought it was a good thing that this
was out in the world, because nmany peopl e dying of neasles
was seen as a severe public health threat for which this
was supposed to address. But nonethel ess, there was
di sagreenent .

| don't know if you are going to get so many
clear-cut answers in an institutional biosafety commttee
or whatever organization within a university that is tasked
to handl e these problens. It is nuch easier to think about
the dual use problemif you think about, this person nade
this virus so it infects all kinds of aninals, not just
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gui nea pigs, and it has no public health benefit
what soever, we will classify it. Wen you | ook at npst
exanpl es of dual use research, they have |ots of shades of
gray that are not going to be -- and this is going to cone
up down the road.

So in the end, | would recommend that we have to
accept some |evel of risk fromdual use research.
Scientists need to recogni ze that their work could be
m sused, and there need to be nechanisns to nmake sure that
they do the work safely and smartly. But on the other
hand, and this is nore addressing a code of conduct
di scussion, but |I don't think that scientists can prom se
to do no harm They can promse to intend to do no harm
but what they uncover is very often by serendipity and
t here should be some nechanismto deal with the
consequences of an experinent, as well as just the intent.

When you | ook at sonme of the criteria that people
w Il ask thenselves if their proposed experinent could cone
up with, whether it mght do this or mght do that, that
doesn't really work so well with a |ot of biological
research. Wien | was working in the | aboratory, | was
hopi ng that every day was going to be the day that | was
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



231
going to cure cancer, but that did not actually happen any
of the times that | was going into the |aboratory. So |
think it is inportant to also deal with what the reality is
in the | aboratory.

So what is at stake if we don't accept sone of
this risk and push forward? W will harmresearch that
needs to be done in a time of crisis. Wich brings ne to
the scientific response to SARS. Three years ago SARS was
causing an epidemc. It caused 800 deaths, it had huge

econom ¢ inpacts, and it was eventually stanped out through

public health neasures. It was not stanped out with a
vaccine. |If it appeared today, three years ago, we would
still not have a vaccine. There would be no drugs. There

woul dn't even be validated clinical nodels with which to
approach SARS, because a | ot of the research was not done
in a way that was transl ated between institutions.

So there were problens in the response, and there
is a problemw th our response to these diseases in
general. W have to get better at being able to counter
t hese new threats, whether they conme fromnature or froma
del i berate attack.

In conclusion, | would recommend three things,
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that we pronote self governance and we pronote self
awar eness as scientists as best we can to nmake sure that
work is done safety and is done as fast as possible in the
public interest; that the information that is uncovered
that is dual use be used to informstrategy. For exanpl e,
t he nouse pox experinent denonstrated that perhaps a
vacci ne coul d be evaded. This was sonething that
bi oengi neers in the Soviet Union had carefully considered
| ong before, but this was big news for the legitinate
scientists who thought that they were done with small pox,
and maybe we need to rethink some other strategies to be
able to deal wth small pox.

Third, we need to get better at response in
general , because eventually prevention efforts are going to
fail for a deliberate attack, and it is certain, certain,
certain that we are going to have another natural epidemc
of a new di sease that we don't know how to deal wth.

Thank you very nuch.

DR. COWANS: | would like to open up the floor
for discussion and perhaps comments first fromthe panel.

DR. GANSLER: Sonet hi ng that has been bot hering
me as we have been going through the day is the database of
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ri sk-benefit analysis of each of the speakers, but the
enphasis has all been on the risk side. The issue of how
to do the benefit side, obviously each of these dual use
exanpl es that have been used are going to have sone risk
associated wwth them whether it is one percent or .01
percent or ten percent. The benefit side m ght be sol ving
cancer, as an extrene exanpl e obviously.

It has not been clear, and | would be interested
in the panel's discussion about how they are approaching
the benefit side to balance out the risk side in the
solutions that you have each given

DR HARRIS: The slide that | showed t hat
i ncluded the risk-benefit assessnent issue only had a
subset of the details that we have developed in this area,
but we very consciously are | ooking both at potential risks
and potential benefits, for exanple, whether the research
wi || advance our understandi ng of the di sease causing
properties of existing biological agent threats.

So the | onger version of our risk-benefit
assessnment criteria is in our nonograph. There are many
guestions that as part of the peer review process the
revi ew body woul d ask the researcher to try and get a
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detail ed understanding of the potential benefits as well as
a detail ed understandi ng of potential risks.

We absolutely agree, one can't | ook just at
ri sks. You have got to bal ance those risks agai nst what
you may get in terns of public health, in terns of
bi odef ense, et cetera.

DR. GRONVALL: | don't know how to quite answer.
Most things that would be published usually have sone
benefit to either advance science, is considered novel, it
is denonstrating a point or proof of concept that is
consi dered val uable. You go up the chain of journals, and
eventual |y when you get to the top it is a lot nore flash.
But it already is going through a review of whether it is
good sci ence.

So | think if it is good science, it is hard to
t hi nk of too many exanpl es that are good science and yet
are of no val ue.

DR. COWPANS: | think a good exanpl e of high
benefits is the powdered neasl es vaccine that you nentioned
in your slide. Half a mllion children die each year from
nmeasl es, despite the presence of an effective vaccine. But
it can't be delivered effectively in | ess devel oped
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the

workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



235
countries, so there is a very high benefit in that
particul ar instance.

DR. GANSLER: But the people that are review ng
it my be risk mnimzers, as was pointed out with the
response. The first person said, this is a risk, which it
is. Wiat | was trying to get at is, yes, you can list sone
benefits and yes, you can list sonme risks. Are we risk
mnimzers or benefits maxim zers? Are we naking those
trades?

| had the same concern when | heard the
gover nment perspectives, which struck ne as being nmuch nore
inthe risk mnimzation side. That is why | was trying to
raise it. | think one can easily list benefits. Cearly
the nmeasl es case is an exanple of that. One can also |ist
risks. Then the question of, if we put a regul atory body
init, that is going to be a really tough thing then,
because there will be risks present even if the benefits
are significant.

DR HARRIS: W are doing this when it cones to
human subj ect research. There is a requirenent for an
institutional review board to weigh in a very specific way
benefits and risks, and there are specific questions even
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in the regul ations, and issues areas, that that body has to
consci ously consi der.

What we are suggesting is, we ought to be doing
the sane thing for biosecurity risks. This will put a high
prem um not only on the devel opnent of the right questions
and the right issue areas, but also the conposition of the
review bodies. You need an interdisciplinary group that
i ncludes scientists and security experts and ethicists and,
dare | say, lawers. You need to bring all these different
communities into that process.

Today, what we do is, we have a process that
assesses biosafety risks, but doesn't |ook at security
risks.

PARTI Cl PANT: The NSABB does have | egal
representation, ethical representation for that very
purpose. | believe there are tools that could be devel oped
with the risk-benefit anal yses just as were being described
that would be effected at the |ocal |evel by sone
appropriately constituted body.

So I don't know that you differ fromwhat | have
heard di scussed thus far at the open sessions of NSABB in
that regard. | do understand your point that this has the
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limtation of the effect of federal funding. Wat | have
heard as a counter to that is that industry is exenpt from
the RAC, yet | think there are nunerous exanples, if not
the majority, of the industrial sector that have adopted
this, having the effect of being mandatory. That is what
they require in their prograns. It mght be useful to get
an official NSABB consult on that, since | amjust a
messenger here.

Along with that, | would like to follow up with a
couple of comments for Elisa. | think your first
recommendat i on about addi ng dual use research to the NIH
gui del i nes, how do you see that that differs fromthe NSABB
gui dance that would cone out that is specifically tasked to
dual use?

DR HARRIS: | think we are tal king about the
sanme thing here, that it needs to be added to the
guidelines. But if we |leave the guidelines as they are
now, let's not mnimze the point about conprehensive
application and mandatory conpli ance.

W don't have a systemthat applies
conprehensively across the rel evant research comunity, and
that is a very significant gap. W don't have a system
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that is mandatory. You may think that industry is
conplying with the NIH guidelines, but I amaware of no
enpirical evidence that that is the case. There is
anecdotal information.

The only survey that we have that tells us
anyt hi ng about the extent of conpliance with the NIH
guidelines in fact raises very serious questions, not only
about industry conpliance with the guidelines, but also
about academ c institutions and governnent |abs. |If there
is a survey that NI H has done, which woul d be wonderful,
that can give us nore enpirical evidence about this, then
we obviously all need to see that.

PARTI CI PANT: | can certainly take that
recommendati on back to ny coll eagues at OBA. But | haven't
seen such a review, so | can't comment on that.

A point on the periphery. | my be taking out of
context one of your earlier statenments, but | think it was
dealing with creation of select agents w thout pathogenic
material in hand using gene synthesis or sone other such
method. It would be that the select agent regul ati on would
be irrelevant. Once such an entity is created, it is still
wi thin the purview of the select agent rule. That
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i ndi vidual would be in violation of the | aw, because they
woul d then be in possession of that material.

So | think that it is no nore vul nerable there
than we are vul nerable for soneone going to an endemc site
and naturally isolating a naturally occurring agent. The
regul ati on doesn't prevent soneone fromacquiring it by
t hat neans.

DR HARRIS: | think you just put your finger on
anot her reason why there is limted utility to the sel ect
agent rules, because there are now nultiple ways of
circunventing those rules in terns of getting access to it.

PARTI CI PANT: But | can't think of a good way of
preventing someone fromgoing to the San Joaquin Valley and
grabbi ng sand and cul turing coccidioides ematus to it. |
just can't think of a good way to regul ate that
possibility.

DR HARRIS: That is why we need to | ook not only
at who has access to pat hogens, but what they are doing
with them That is why we are proposing the things that we
are here today.

DR. LEE: A couple of comments. One about this
ri sk-benefit ratio. One is the assunption that we all have
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that public health scientists are doing work because it is
val uabl e and good and for inprovenent of health. So |
don't think that we would get too far off the ground with
research that wasn't inherently good, so there has got to
be sone benefit or it wouldn't get very far.

The other thing is, we can't always recogni ze
when we have a finding because science is an iterative
process. This is the whole reason you do peer review and
you have a body of literature; you never know what is going
totip off the next brilliant scientist to figure out from
your seed what cane to be the cure for sonething horrible.

Then the risk side of that, one of the things we
are struggling with in terns of this risk-benefit ratio is
that it is not just about what is the risk of this
particul ar paper or this particular product. It is about
how does that fit in the context of what is already out
there; is this particular bit of information going to tip
the scale, and all of a sudden soneone is going to be able
to do sonething terrible because they have this one | ast
piece, or is this a piece that is going to be hel pful, but
other pieces just like it are already out there and this
isn't going to add to -- by itself it mght be risky, but
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it isn'"t going to add to the risk that is already out
t here.

So there are a lot of things to consider in terns
of the context of risk.

Then | have a question actually for Elisa about
t he proposal that you put forth. Wat are your thoughts
about how other forns of doing this research would be
managed in this system things that aren't biologic, things
I i ke chem cal nodeling, nanotechnol ogy? How would that fit
into what you have presented?

DR. HARRIS: That is a really good question. W
spend a lot of tinme in our project talking about beyond
pat hogens. W recognize that there are other, as you say,
dual use risks. But it strikes us -- struck the Fink
commttee -- that the nost imrediate risk really is from
life sciences research. There are clearly identifiable
things we can do now to begin to address that.

The process that we are suggesting is one that
ought to be able to be adapted to new threats as they
evol ve, starting with pathogens, but adapting it over tine
as the threat environnent changes. | think that is one of
the real values. It is not just saying these experinents
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t hat shoul d be subject to independent peer review using
ri sk-benefit assessnent criteria, but you have a process
that can then be built upon to address other threats.

The Fink commttee said much the sane thing.

They said their seven experinents of concern were a
starting point. They recognized that the things we would
be concerned about a decade fromnow were likely to be
rather different than today. The process itself ought to
be able to be adapted to reflect those changes in science
and technol ogy.

Let nme just make one other point that m ght not
have been clear fromny presentation, but I want to
enphasi ze. W are not tal king about prohibiting dual use
research. On the contrary, what we are proposing is that
we put in place a systemthat allows it to proceed in a
safer way, in an environnment in which the potential risks
have been identified to the extent possible in advance, and
havi ng people that aren't thenselves intimately invested in
that work is inportant to have that independent assessnent,
and in which the risk is mtigated.

I n our peer review sinulation, what was
interesting was that in the dial ogue between the PIs and
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the reviewers, in every case there energed suggestions for
slight tweaks to the projects to mtigate risks, but allow
the work to proceed. That is exactly what we envision
happening in this sort of system

| imagine that is what the NSABB envi sions, and
the Fink commttee, including us. W are not talking about
prohibiting research. W are trying to create an
environment in which the risks of m suse are m nim zed.

DR. LEE: | agree with that, and I think that is
the general flavor. | guess ny conmment about the nodel is,
there are other very real risks, things |like research into
personal protective equi pnent, what protects people,
bui l di ng safety, those kinds of things that are real right
Now.

| guess ny point was just that with the nunbers
you showed about who woul d be affected by a body like this,
the proportions are quite small, et cetera, |less than one
percent of research. |If we add in all those other things,
that is going to be gigantic.

So we can nmake that percent very small if we
restrict enough about what we are tal ki ng about, but we do
have all these other areas that would increase the effect,
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not that that is a bad thing. | amjust stating that if we
consi der other kinds of research, the reach of a proposal
like this would be nmuch greater. That was ny point.

DR, TILDEN: W nane is Sam Tilden. | amfrom
the University of Al abama-Birm ngham M question was, the
di ssem nation of the information, you talk a | ot about the
self regul ation and governance. Have you given any thought
to what role publications mght play in this process as
well? And do they have any responsibility in addition or
integral to this process?

DR. GRONVALL: Actually, before the Fink
commttee cane out there was a National Acadeny --
sponsored by the National Acadeny, right?

DR HARRIS: Jointly with the CSIS.

DR. GRONVALL: -- neeting of journal editors, and
they came up with sone guidelines on how they would review
their journals. W also have a review for our journal of
bi osecurity and bioterrorism

ASM the Anerican Society for M crobiol ogy, they
have -- | think they said they had two papers that
warranted extra consideration and review in the | ast
several years. So one wonders how narrow or how great
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one's definition of dual use is, depending on your seat.
But there is a reviewthat a lot of journals, including
Sci ence and Nature, General Virology, et cetera, have
agreed to.

DR HARRIS: Can | just add to that? |In our
di al ogue with scientists -- and | should say, our project
has invol ved predom nantly scientists, many of whom cane
into the exercise very skeptical, but in our deliberations
and in all the interactions we have had with ot her
scientific groups, it has becone clear that scientists
don't want to be told at the publication stage, you can't
publish this, or we need to place sone restrictions on this
work. They want to know as early as possi bl e.

So part of what we are suggesting is that as part
of the risk-benefit assessnent process, as part of the
revi ew process, potential dissemnation restrictions be
considered up front at the beginning, before the work is
done. We think that is really inportant. |If you wait
until a journal article has been submtted to a journal, it
is too late. Those scientists have al ready been to
nmeeti ngs, they have done posters, they have published
abstracts, they have talked to their coll eagues, the
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information is out.

So relying upon the publication stage is too
late. It is not what scientists as we understand it want.

| ama little |less confident that the publisher
statenent that Ggi referred tois really a very effective
mechani sm What the publishers agreed to do was to not
publish information that woul d be damagi ng to the nati onal
security. But there were no guidelines devel oped by the
publ i shers for determ ning when that m ght be the case.
There were no criteria that were agreed for use by all
these different scientific publishers in assessing
manuscri pts.

So there is a statenent that they won't do harm
in effect, but there was nothing devel oped and not hi ng
since then to guide the review of those manuscripts. That
is probably the reason why so few have even been fl agged,
and none as | understand it, at |east as far as the ASM
journals, no journal article has been denied publication
because of security concerns.

DR. GRONVALL: Although fromwhat | understand, a
coupl e of sentences have been renoved that were not
consi dered germane to the actual article or the scientific
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point of the article.

DR. IMPERIALE: |f the concern is about sonething
i nadvertent com ng out of the research, | don't see how you
can anticipate how the information is going to be
di ssemnated. So in other words, if you are going into
this thinking that it is going to be a fertility drug, |
don't see how you can decide up front, if it turns out to
be a way to evade the smal |l pox vaccine, this is how we are
goi ng to approach publication.

So I"'mnot sure that part of your system works
that well.

DR. HARRIS: | think our sense is that if you
have a true i ndependent peer review process in which there
really is a serious consideration of potential benefits and
potential risks, the latter, the risks, many of themw |
be identified. There may be changes nade to the research
prot ocol as a consequence, and therefore, the concerns
about the work at its subsequent publication may no | onger
be an issue, because you have addressed it up front at the
begi nni ng of the process.

DR. I MPERI ALE: | guess what |I'msaying is, with
t hat nouse pox experinment, no one would have anti ci pated
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that outcone. So you would have never addressed that up
front. So | think there has to be a way to deal with
publication. | don't think you can always deal with the
publication issue up front. | think that is sonething that
has to occur | ater on when you know the result.

DR. GRONVALL: That raises a very interesting
quality. Wth the nouse pox experinent, a few nonths after
that a group in the sanme research facility on the sane
fl oor, but down the hall, published a paper basically
saying it could have been predicted, and these are stupid
col | eagues that didn't work anything out there, either.

It brings a couple of points up. One is, the
researchers that did the work, they clearly did not
anticipate that result, whether or not they should have.
Two, the incremental nature of the work was such that you
could l ook at the pieces of it and say they should have
known because IL-4 in this situation did this, and they
coul d have done this. So it is really hard to know exactly
what about that paper is so damaging, and is it really new,
isit really novel. | can't think of a dual use exanple
that doesn't have all that gray.

DR. LEE: | just wanted to make a coment about
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your commrent, Elisa, about noving this to the project
stage, to the protocol stage, and not waiting until
publ i cati on.

Part of what we are struggling with is, if we
know this research needs to be done because we the good
guys need this information but it is not publishable
because it is too dangerous, how do we get scientists to
get excited to work on those things when we say you can't
advance your career and you can't publish, but please do
this very good work for us. This is sonething we have
struggled with

DR HARRIS: W are doing that now. There is
$1.9 billion in NTAID funding. | don't know whet her Carol
gave us actual nunbers for DoD or for DHS. It is very hard
to track these nunbers. But there is a huge anount of
nmoney avail able to researchers. As the 16,000 people
registered to work with sel ect agents denonstrates, there
is no shortage of people interested in doing this work.

Let me just say though, on the issue of
di ssem nation restrictions, trying to respond nore clearly
to Jack's question earlier, you asked about the second
criteria in our list of criteria that ought to be
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considered in deciding whether there needed to be sone sort
of restriction based on research.

Al these criteria fit together. Sonething has
to meet all of them not just one of them That is why I
was trying to suggest that we think the nunber of projects
that would fall under all of these would be fairly Iimted.
So we recogni ze that there may be situations in which even
after a very thoughtful and careful peer review process,
you have research results that need to be w thhel d.

We ought to have clear criteria for determ ning
when that should be the case, and we shoul d think
creatively about different mechanisnms for restricting the
rel ease of research results. The choice isn't just between
classification and publication. In industry, as others
have heard ne say, scientists do research and they don't
publish that research until they get a patent. Once they
have a patent, they publish. So there is a del ayed
publication option. W ought to think about that in the
dual use area as well, obviously for national security
reasons as opposed to commercial reasons.

DR. COWANS: So if someone were not able to
publ i sh sonet hing, would they be able to use it in the
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conpetitive renewal application as a progress report?

DR HARRIS: Sure, that is another area where we
woul d have to think nore creatively about how to nmake it
possi bl e for people to continue to get grants. It is a
different world today, and we need to think about different
approaches that enable us to protect, | still agree, that
narrow subset of things around which we need to build sonme
hi gh fences.

But wi thhol ding that information need not be an
indefinite thing. Once you have devel oped a
counternmeasure, for exanple, then there isn't any reason to
continue to refrain fromallow ng the publication of those
research results.

DR. I MPERIALE: | think you need to check your
nunbers on how many people are registered to use sel ect
agents. M understanding is, it is 300 and sonet hi ng.

When you think about it, I'"mnot sure there are 16, 000
menbers of ASM So it would be one out of every three
menbers of ASM

DR HARRIS: 1'Il give you ny source on this.
Mark Henmphill from CDC at a neeting | ast Wednesday and
Thursday i n Washi ngton said that there were 16, 000 peopl e
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regi stered. Previously the nunber was 11, 000. That was
already a lot, but he updated that nunber to 16, 000.

DR. DIXON: A facility has to register, but there
are individuals with access, so we are m xi ng appl es and
oranges there.

If | could just pick up on the coment about
publication, we have heard many agree that when you get to
the point of publishing a paper, it is too |late to have
t hought through the issues. Most of the tine, there wll
be those exanples that M chael pointed out, where it was an
unf or eseen consequence that one couldn't have thought
about .

That is why | think the tools that we are seeing
in draft formfrom NSABB are interchangeable, they are
i nterdependent. The criteria that people go through in
determ ni ng whether research will go forward or not are
totally divorced fromthose criteria that you |l ook at for
how t o conmuni cate them

In the graduate arena, | was given the adage of,
you see the experinent once, you do it once, then you teach
it. | think we are now at risk of trying to teach
sonet hi ng when we haven't seen the curriculum when we are
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trying to develop the curricul um

| cone back to the RAC. W | ook at the guidance,
we |ook at the tiers, it all makes good sense. But | was
in graduate school when the Silimar was taking place, and |
know the concern and the confusion in the conmunity at that
point, not dissimlar to what we are | ooking at right now.
| am convinced we will get there. | amconvinced we wll
have sone tense nonents as we work through it. But | am
fully convinced that the scientific community will finally
cone together on what gives us that curriculum that is,
what are the work tools that we all can |look to, and then
they would be built into the curriculumand the fabric of
science across the U S. and adopted throughout the world,
where we have the work tools, and here are the curricula
that your experinments will have to go through before you
propose them here are the criteria people will ook at on
responsi bl e reporting of them

That will be part of the training as we go
forward, and we won't be caught in those nonents, how are
we going to communi cate this, we should have thought about
this before we started the work. That won't occur as

of ten.

NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at Georgia
Tech on June 5-6, 2006. It was prepared by CASET Associates and is not an
official report of The National Academies. Opinions and statements included in
the transcript are solely those of the individual persons or participants at the
workshop, and are not necessarily adopted or endorsed or verified as accurate
by The National Academies.



254

| have seen in a nunber of the background
docunents that have been published on how the rest of the
world is anxiously watching the U S. They are often
appl audi ng the approach that the U S. is taking in not
having censored or limted the flow of information. | know
that while we don't regulate the rest of the world, we wll
set an exanple that others will watch. There are a nunber
of publications that are | ooking at that as we show t he way
f orward.

The NSABB al so has the international working
group. | think that their approach is to be good
em ssaries of, here is how we are approaching this, how
does this work with you and how are you doing this in your
country, so the dialogue can evolve. So it is a grass
roots effort rather than a top-down kind of approach. But |
t hi nk your points about, think of it before you bring it to
subm ssion for publication is part of that discussion.

DR. KRAEMER: It seens |ike people are dealing
with, either you publish it or you don't publish it. 1Is
there any happy m ddl e ground? |Is anybody talking about
sone sort of scientific escrow or sonething along those
lines, that you could imt access until you have a
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security assessnment done or sonething like that? That
still allows for publication w thout nuch information that
allows the academc to get credit for that, get their
conpetitive renewal s and get the publications that are
necessary, but limts the access to the infornmation.

DR. GRONVALL: Who woul d have access? | think it
woul d be great to have sone alternative, but who woul d have
access to it? |If the information has public health val ue,
how can you ethically withhold it? |If it could advance
science in sone other way, how practical would that be?

If it is valuable research it is valuable
research. | just don't know what -- | would like to see
what category of research you could put into that. |If you
were going to wait for a counterneasure as was di scussed
earlier, that could be eight to ten years in the future.

DR. KRAEMER: So let's talk about the publication
of the 1983 virus. That was a big controversy, and it was
published in its entirety. |If there were concerns about
sonmething simlar to that, maybe not publish the sequence
in entirety, but publish parts of the information
sufficient to say, we have done it, it is now being held by
sone governnent agency. |If you require this information,
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pl ease apply to have access.

That way it would be for people who have
legitimate reason to have access to that information for
scientific purposes to have access, but you get the credit
and you get the information out there. That is absolutely
critical information when it conmes to i mmunol ogy, for
i nstance, but now there is this other thing about, we
shoul dn't have published it at all. Well, that seens |ike
we can't have it both ways.

DR. GRONVALL: But that was done in Australi a.
That was actually considered by the Australian governnent
and they decided it was okay to publish it. The 1918 flu
virus, there wasn't so nmuch of an outcry about that as |
was expecting about the dual use issues. | was expecting
nmore press coverage of the danger than | saw, | think
because many people realized that that research did shed
l[ight on a current situation with avian flu and how viruses
go from being a seasonabl e problemto going pandemc. |
think that it is so contextual.

There was anot her experinent. Wen WHO and
people at CDC were trying to mx up H5N1 and see if they
could create a pandemc strain, if it was likely to go
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pandem c, just for purposes to see if this was likely to
happen naturally. You could think of sone very good
reasons for why you would do it. The result has big
consequences and woul d have to be dissem nated in order to
fuel a research programto defeat your concl usion.

So it isreally hard to say that people shouldn't
benefit fromthe scientific details, because the scientific
popul ation is gl obal.

DR. HARRIS: There is a precedent for what you
are describing, a sort of limted access approach. That
was the approach taken by the National Acadeny of Sciences
a few years back in response to concerns by the U S
governnment over a study that had been done on agricul tural
bi oterrorism

The Acadeny as | understand it was set to publish
this report. Sonme parts of the government had concerns
about sone of the information in the report, and in the
end, one annex was renoved fromthe publicly avail able
docunent, and researchers, individuals interested in having
access to that information had to apply to the Acadeny and
make a case as to why they had a need to know, why they
shoul d be given this information.
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So there are various possibilities for howto
handl e sensitive information. It is unlikely that the
entirety of a manuscript is going to be sensitive, but
maybe sonme part of it, the sensitive part, as was done in
this case, could be w thheld and nmade avail able on a need
to know access to legitimte researchers. One way of
determ ni ng who should get access is through a |icensing
process in which people have undertaken certain
obl i gations, have agreed to follow certain requirenents,
and have determined to be follow ng those requirenents, and
therefore can appropriately be given access to information.

DR. COMPANS: One last comment, M chael.

DR. | MPERI ALE: | think as Dennis pointed out,
the tool that NSABB is working on for publication is not
bl ack or white. You may renenber the one slide he showed
with all the checkmarks. As soon as you start w thhol ding
information, or saying only certain people can have access,
you run the risk that soneone who m ght otherw se have
access mght conme up with sonething inportant.

So for exanple, in that 1918 flu paper there is
this issue about whether or not you need trypsin to cl eave
the glycoprotein. A colleague of mne in Mchigan saw
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that, he works on proteases, and he was able to cone up
with sonme interesting i deas on how one m ght be able to
then deal with that.

Now, if that key point were left out of the
paper, that this is one of the key determ nants of
pat hogenicity of that virus, soneone |like ny coll eague
woul d never even have the chance to be thinking about ways
to cone up with counterneasures.

So it is avery tricky line to walk, to start
wi t hhol di ng i nformation sel ectively, because you never know
whi ch piece of information is the critical piece that is
going lead to advances as opposed to m suse.

DR. KRAEMER: | agree with that. | think that
i nstead of absolutely restricting publication altogether,
that would be an alternative. It seens like if you were
going to say that doesn't get published at all versus
published with restrictions, | would say publish with
restriction for communi cati on purposes.

DR COWANS: |1'd like to thank all the
panel i sts.

(Wher eupon, the neeting was adjourned at 4:45

p.m)
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