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PROCEEDI NGS (8:55 a. m)

DR. GANSLER. If you wll take your seats, since
we have a | ot of academ cs we are starting ten m nutes
| ate, but that's enough, | think. W are still mssing two
of our panelists, but we are going to get started anyhow,
and they will join us as they drift in.

Let me again thank all of you, both the commttee
and the audi ence, for attending what we think is a very,
very inportant program \What we want to do first is sinply
repeat sonme of the admnistrative stuff that Alice
mentioned yesterday. |'mJack Gansler. Alice and | are the
co-chairs of this commttee. Yesterday Alice introduced
all of the commttee nenbers who are sitting along the
front row here. W also thanked our sponsors, N H and NSF,
and the encouragenent that we received for this fromthe
House Science Commttee and OSTP. So there is a |ot of
i nterest around.

In fact, sone of you may have seen in the paper
this norning, they announced that a decision had been nade
by the Wiite House on the deened export controls, to del ay
for a year any inplenentation of that, and to try to take a
nore reasoned approach to it, bringing in advisors to neet
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and get together between the governnent and universities to
resolve this in a nore thoughtful way.

| want to also remnd you that this is an open
session. It is being recorded. W wll have an unedited
transcri pt avail able on the website in a few weeks. \Wen
you do take part and | want to encourage you to take part,
just introduce yourself by name and association so that we
have that in the transcript.

Finally, I want to rem nd you that we have two
nore of these site visits planned, as required in our
charter. W are going to be at Georgia Tech on June 5-6,
and we are going to be at Stanford on Septenber 27-28.

Foll ow ng those, the commttee will then put together a
proposed set of actions and findings, and we will then have
a colloquiumin Washington early next year. That is the
overall plan for the activities.

This is a fact-finding session, so we want to
greatly encourage people, not just on the panel but also in
the audience to take part. Based on yesterday, we
di scussed | ast night the fact that to the extent we can, we
want to encourage the panel and the audience to start
moving in the direction of specific recomendations that
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you m ght have, rather than sinply describing the problem
| think we want to hear the problem we want to understand
the problem and then we want to try to nove towards a set
of recommendations as this evolves in our various neetings.

So with that, | amgoing to turn it over to
Sheila to both introduce herself to the panel and get us
started.

Agenda Item Panel: Concerns of the Academ c
Communi ty

DR. JASANOFF: Thanks, Jack. M/ job will be to
make sure that the panel does conformto that request. |
think the panelists wll begin wth their opening
statenents, which may or nmay not be pushing us towards
solutions. W wll see how the discussion proceeds from
there on out.

| am Sheila Jasanoff. | am professor of science
and technol ogy studies at the Kennedy School. | am happy
to see the usual binodal distribution of the audi ence that
al ways seens to happen when | cone to MT. One has to
devel op peripheral vision to nmake sure that one sees
everybody. | amglad to see as well that the panel is now
conpl et e.
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Ceorge, is it okay if we do in fact go in the
order of listing, or do you want to catch your breath a
bit?

DR. CHURCH: Maybe | should catch a breath.

DR. JASANOFF: In that case, we wll present with
a slightly altered lineup of presenters, and begin with ny
very good friend Judith Reppy, with whom| was for a | ong
time colleagues in the Cornell Departnent of Science and
Technol ogy Studies. You will find detail ed biographies of
all of our presenters in the booklets; | won't waste much
time by going over that in detail.

Judith, please |lead us off this norning.

DR. REPPY: Thank you. | have just recently
converted to PowerPoint, so | amgoing to go stand over
there so | can control the pointer.

| would i ke to start by meking a few general
remarks. MT is obviously a great place to consider the
guestion of governnment-university partnership in issues
around science and security, because it was here in the
years after the Second World War that a new rel ati onship
bet ween the federal governnment and the scientists in the
uni versity was constructed.
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That relationship is usually described in the
| anguage of a social conpact, in which the university
provided funds for R&D with very few strings attached, in
t he expectation that the results of the research would
benefit both national security and the econony.

Academ ¢ freedom and open exchange of information
were seen as absolutely essential to the vitality and
productivity of the scientific enterprise, so the
university was a natural site for basic research prograns.

Fast forwarding, | would say that over tineg,
peopl e general ly agree that the social conpact has eroded.
Fol |l owi ng the Vietnam War, many academ c scientists were
less willing to work on security weapons rel ated work, and
t he Def ense Departnent becane less likely to fund basic
research. Cases of scientific fraud which called into
question the integrity and trustworthiness of science and
scientists led to increased governnent nonitoring of
scientific activities that were funded by the federal
government. The growth in corporate-university
partnershi ps has created potential conflicts of interest
for scientists and to sonme extent further underm ned their
clainms to operate free of oversight, because they may no
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| onger be seen as so disinterested.

| think other changes in the world have been very
inportant, too. The ability of the state to nonitor
information flows across its borders has decreased with
increase in globalization. Then of course, the subject of
the Fink Commttee on which | served, new areas of science
and bi ot echnol ogy have becone newly relevant to nati onal
security. This has taken place without the benefit of an
establ i shed rel ati onship between the scientists and the
security community which the physical and engi neering
sci ences have enjoyed.

The governnental response to this change has been
an increase in oversight and regul ation of research, and
that is what we are here to discuss. At |least, that is ny
topic. In many cases, these new regul ati ons have been
i npl enmented with very little regard for the core val ues of
the university, nanely, the free and open exchange of
informati on and non-di scrimnation in treatnent of
students, faculty and staff. These probl ens have been
exacerbated in tinmes of crisis such as followed the 9/11
attacks and again, | think that is why we are here today.

There was a previous period in which it was seen
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that there was a crisis. That was of course in the 1980s.
At that time, President Reagan was persuaded to issue the
nati onal security Decision Docunent 189, which had this
very inportant |anguage in it. | amnot going to read it to
you, you can read it yourself, but basically it provided an
exception for fundanental research from many of the
regul ati ons that had been put in place to govern export of
techni cal information.

The FRE has been absolutely crucial in making the
regul atory burden tolerable for universities. |In fact, it

was reaffirnmed in Novenber 2001 following 9/11 in a

statenent from Condi Rice to -- | have forgotten to who it
was, but she wote and said, yes, this is still the |aw of
the land, and today it is still the rule. But the recent

interpretations of the regul ation have tended to chip away
at the exenption, so this is a problemthat universities
are facing.

| would say that the nobst serious issues are
still those concerned with the governnent's attenpt to
regulate information flows. | presune that this has
al ready been discussed to sone extent; |'mjust going to
mention the nost inportant ones in ny view. Contract
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| anguage that invokes the secret but unclassified idea
which is so problematic for so many reasons; requirenments
on co-authorship controlling the OFAC, the Ofice for
Forei gn Assets Control and the Departnment of Treasury
regul ati ng co-authorship of papers with foreign nationals
fromcountries that are on their list of regulated or
banned |ist, and restrictions on the web-based distribution
of information to participants in international
col | aborations, so you can't just put up a protocol for
your experinment and hope that your coll eagues in another
country can get it off the web. There is also of course
the requirenents for prior review of publication, which has
been extrenely -- go along with the SBU concept.

|"mnot going to say very nuch about deened
exports, because that is Sue Eckert's topic. But the fact
is that these changes that we just heard are going to be
deferred. Wen they were proposed, they caused a great
deal of anxiety, and | guess the good news is that the
governnment has listened to that anxiety, because they were
going to create a huge regul atory burden for universities,
and if they go ahead after a comment period and decide to
i npl enent them it wll do that. They are going to
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severely restrict the reach of the fundanental research
exenpti on.

Moving on, | would say that a separate rel ated
issue is the restriction on foreign graduate students from
certain countries. |If you go to changing the rule for
identifying foreign researchers fromthe country of
per manent residence to the country of birth, which has been
proposed, you expand the net enornmously. You can take an
| rani an scientist who probably left Iran for political
reasons and settled in Canada and becane a permanent
resident, and he would be barred fromworking in the United
States. That is just a sanple of the problem

Wth respect to the students on canpus, the
proposal is to stigmatize themin sone sense by requiring
themto wear special identification and to have speci al
controls on access to the |aboratories.

So these run directly counter to the principle of
non-di scrimnation in universities. There is no way to
enforce themw thout creating a second-class status for
t hese particul ar students.

Finally, |I think this is always key,

i npl enentation. |If different agencies interpret the rules
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differently, or decide to play it safe by invoking every
possi bl e protection, the situation quickly becones
unwor kabl e.

| think you can neasure the cost of the
regul atory burden which has already been incurred by
universities in responding to regulation by the need to
staff these new conpliance bureaucracies. | know sone of
you are here in the audi ence today, and | am consci ous of
the size of the office at Cornell. So that is a direct
cost in the university. Then there are the unnmeasurable
costs, or the less easy to neasure costs, which is the
chilling effect on researchers when they face this kind of
reporting requirenments, and the very strong disincentives
for international collaboration because of the barrier for
partici pation.

And of course, another cost is that the United
States becones less attractive to foreign students. W
have seen that for a variety of reasons. | gave a talk in
Cornel |l engineering school earlier this senester on deened
exports. | started to explain what they were, and | could
see the students in the audience just turning and staring
at each other, because 90 percent of them are from ot her
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countries, and they had no idea that these regul ations were
there and that they were potentially going to affect them

It is true that these issues affect different
scientific fields in different levels of intensity, but
none escape sone inpact.

On the Fink Conmttee, we |ooked at the
hi storical experience of two different scientific fields
directly relevant to national security, nuclear weapons
wor k and cryptography, in order to conpare themto the
situation in the biological sciences. Unlike biology, both
of these fields have strong ties to national security
agents, and both are quite snmall in size. This has
facilitated governnment controls of material and of
information flows. For exanple, in biology you have tens
of thousands of journals. |In cryptography there are only
on the order of about 200 published papers a year in
pr of essi onal | ournals.

I f you turn to the nucl ear weapons conpl ex, you
find that it is not even an issue in the university for the
nmost part, because we have a |large system of national | abs,
and because nobst universities sinply don't do classified
research, so they are not involved in that particular part
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of the research program

The issues in cryptography over publication and
deened exports have been nore difficult, but the small size
of the community seens to have facilitated a kind of nodus
vivendi, in which there has been voluntary cooperation in
revi ew of papers in exchange for no governnent restrictions
on the professional conference sessions. But | would say
that neither of these solutions is practical for the
bi ol ogi cal sciences, because of the structural differences,
the size of the field, the nunber of journals, and the fact
that there is so nuch going on that has never before been
connected to security, so nobody -- they don't know who to
talk to. They don't have a Rol odex. The Rol odex has about
five names init, as far as | can tell

So the question is, what is to be done?. | think
that if we are going to tal k about a governnent-university

partnership, we have to first consider whether or not that

is the right Ianguage. | adopt it because that is the
title of this symposium | think it is actually somewhat
m sleading. | think what we have is a principal agent

relationship in which the federal governnent hopes that the

universities wll produce that new science, the new
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scientific advances that they want, and they think that the
best way to get that is to del egate basic research to these
universities, a large part of it. But when it cones to
national security, there is an unavoi dable conflict between
sone parts of the culture and goals of the university and
the goals of the government. So the trick is to manage the
tension in ways that are acceptable to both sides.

If we want to get beyond this rhetorical
flourish, we need to do things to devel op mutual trust
bet ween academ a and the governnent. O course, | conme out
of the peace studies programand arns control activity, so
| turn to this idea of confidence building. Jack will be
happy that | have a proposal.

We do have regul ar neetings to discuss the
issues. I'mquite sure that many people in this audi ence
participate in those, but you have to think about it on a
field by field basis.

I n biology now, sone of this is happening through
ENSAB. |f you are famliar with the ENSAB, you know that it
is afairly unwi el dy organi zation at this point and has not
really devel oped a way of working, so | would say that the
jury is out, whether that is going to turn out to be seen
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by the biology community of scientists as representing
their interests effectively, or whether it is sinply going
to be a rubber stanp for governnent proposals.

Anot her rule of thunb for building trust that we
can learn frominternational relations is this idea of
transparency. Transparency in sonme sense is built into our
system because of the regulatory process, so that is one of
the things the United States is fanmous for if you conpare
it to other countries.

But in practice, the regulations in this area are
so conplex that they can only be understood by specialists,
which is why we have these new bureaucracies. The rules as
they are witten and | have read themare really arcane for
any normal person. | think the real problem here though is
one of consi stency.

| think that is the single thing that could help
build nore trust. As long as you have the variability in
definitions in key terns and in enforcing the regul ati ons,
there is going to be instability in this relationship, and
there is going to be continued suspicion on both sides.

So | would say if the government wants a
cooperative relationship with the university comunity, it
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needs to sinplify the regulatory regi ne and adopt
consistent rules, and it has to adopt consi stency.

That's it.

DR. JASANOFF: Thanks for that, Judith, and al so
for not just stating the issues, but noving on to solutions
and getting us pointed in that direction.

CGeorge, would you like to pick up now? Qur next
speaker will be George Church, who is professor of genetics
and the Director of the Center for Conputational Genetics
at the Harvard Medical Center.

DR. CHURCH First of all, I'"'msorry that | was
late. | was ridiculously early yesterday, and sonehow I
conpensat ed today.

What | would like to address is the biol ogical
revolutions that are occurring and how that inpacts the way
we are dealing with the governnent-university partnerships
in science and security. In particular what we are dealing
with are exponential curves in three fields. One is
conputing, which was di scussed here, and the other two are
anal ytical and synthetic chem stry and biology. W can
anal yze DNA and synt hesi ze DNA at al arm ng rates conpared
to what was possible in the past, alarmng if you are an
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alarm st, and we can conpute on these things at
exponentially increasing rates.
The technology is changing to the point where
when just a little while ago when | was starting ny
| aboratory, starting in research rather, it was relatively
trivial to type in all the DNA sequences that were known.
| did this nyself. There are now 100 billion such DNA
ACGs and T's, and | wouldn't attenpt to do that.
Simlarly, synthesis at the tine when | started,
it was very difficult to synthesize ten nucleotides, a
l[ittle thing that is alnpst quite useless. Now we are
synt hesi zing things on a genomc scale. On a single chip
you can now synt hesi ze chem cals on chips the sane way that
you can for consunmer electronics. On a single chip you can
fit mllions of oligonucleotides for hundreds of dollars.
So now peopl e have nade synthetic viruses. In
fact, it is fairly routine in the virology field to do this
for research purposes, and it becones feasible to nake
rather drastic changes. Sone people say that this is
enabling smaller and snmaller groups to do m schief. That
i's, what used to be sonething you would worry about a
super power doi ng becones sonething a small country can do
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or a small subset of a country or a conpany or even a group
of people in a garage. That is one of the problens with
t he exponenti al technol ogi es.

When we address the issue of controlling
information, this is very difficult to do, not just because
bi ol ogy has a thousand journals, but because of the
Internet. Now anything that gets in any public domain, or
even private, it gets spread very quickly. Things that
presumably are not in the public domain |ike the | atest
bl ockbuster filmis present in DVDs all over Asia and the
world. So | think it is not so much that it is a burden on
academ a as that it is not practical. Mny things that we
think are safe today are |l ess safe in a new cont ext
t onorr ow.

We can continue to rai se questions and probl ens,
but there are sone proposals that are floating around which
| think are interesting. There are sone inportant traction
that we are getting in terns of comnmttees that are putting
t oget her very solid docunentation of where we stand and
where we can go.

The previ ous speaker just nentioned ENSAB, which
| think is inmportant. There is a Sloan Foundation funded
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commttee that is neeting four tinmes at MT and Ventura
Institute and CESIS, and there is Synthetic Biology 2.0
which will be neeting May 22, where there will be the
com ng together of a couple of bicoastal town neetings,
ending in a vote on various things that we can voluntarily
do to inprove the security. W are tal king now here
international security, not national security.

For exanple, one of the proposals that has been
floating around since well before 2004 when | put a white
paper out is the idea of surveillance of the whole stream
of chem cals from precursors which are unique to
ol i gonucl eotides to synthetic genes to instrunents that
enpl oy these to even experts in the field.

This sort of surveillance would not be welcome if
you were a regular citizen, but I would submt, and we as a
community submt that people who go into the field of
synthetic biology or nore inportantly synthetic pathogens
are not average citizens. No one is forcing themto go in
that field, and they nerit additional surveillance. This
is very inexpensive surveillance, nostly conputational. No
red flags will be raised unless you try to order a sel ect
agent in DNA formw thout appropriate authorization.
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So | think that is a straightforward thing, and
the vote that may be going forward will be something to the
effect that voluntarily as nenbers of the synthetic biol ogy
community, we will not do business with conpanies that do
not have a policy, verifiable, for checking such things.

| think that is an exanple, and there are many
others | can go into if the discussion goes in that
direction. But the point is that there are not just
probl enms, but there are sonme grass roots solutions. The
hope is that as the conpanies and comunity starts doing
these things voluntarily, governnents around the world wll
be able to point to these, and rather than governnents
having to create these things fromscratch, which I think
is very difficult, they will be able to point to a
successful experinent and say, let's just nmake that |aw,
rather than trying to think it up from scratch.

There is not quite enough technical expertise. |
wi sh there was much nore, but | think we need to have
wor ki ng experinents in the social fabric of the academ c
commercial interface so the governnents can study those and
deci de which ones they |ike.

Thank you.
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DR. JASANOFF: Thank you, Ceorge, and thank you
al so for introducing the role of conpanies into the
di scussion that | amsure we will have after the
presentati ons.
The next speaker in the order you have in the
panel is Sue Eckert, who is a Senior Fellow at the Watson

Institute for International Affairs at Brown University.

DR. ECKERT: Thank you. | amvery pleased to be
here today. | have had many interactions with the National
Academ es over the years, | hesitate to say how nmany years,

but I would say that the Acadeny has nmade very significant
contributions to these issues at the intersection of
science and security over the years. |In fact, we just need
to go back to | ook at sone of the previous reports to
understand the nature of this problemthat we are facing
t oday.

| amalso in a rather uni que standard here today
as well, because | both was on the H Il for a nunber of
years, and requested Acadeny panels to | ook at sonme of
t hese very vexing issues, and | was in the executive branch
responsi ble for inplenenting the policies, particularly the
dubi ous distinction of dealing with export controls.
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| spent nost of the last six or seven years
trying to forget what | knew about export controls, and
went on to nuch easier issues |like financing of terrorism
But sonehow, the Iong armof export controls always reaches
back and brings you back into sone of these issues.

| have to say that when | started | ooking at this
agai n, having conveniently forgotten nost of it before,
was really shocked in terns of how nuch there is a sense of
deja vu all over again on this issue. It has been 25
years, and while the nature of the threat clearly has
changed, and the targets have changed, it is no |onger the
USSR, it is uncanny in terns of how nuch some of the past
bears on the concerns today.

Let me just read to you. The panel recomrends
that no restrictions of any kind limting access or
communi cation should be applied to any area of university
research, be it basic or applied, unless it involves a
technol ogy neeting all the followng criteria: The
technol ogy is developing rapidly and the tine from basic
science to application is short; technol ogy has
identifiable direct mlitary applications or is dual use
and i nvol ves process or production related techni ques; the
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transfer of the technol ogy would give the, fill in the box,
it used to be USSR, a significant near termmlitary
benefit, and the U.S. is the only source of information
about the technology or other friendly nations that could
al so be the source have control systens as secure as ours.

Then it goes on to talk about the gray areas.

The panel reconmmends in a |imted nunber of instances in
which all those four criteria are met that classification
is unwarranted. The value of open science can be preserved
and the needs of governnent can be nmet by witten
agreenents no nore restrictive than the foll ow ng:

Prohi bition of direct participation in governnent supported
research projects by nationals of designated foreign
countries with no attenpt made to limt physical access to
uni versity space or facilities, or enrollnment in any

cl assroom course of study.

This was witten al nost 25 years ago. This is
the 1982 Corson Commttee report, which Dick will renenber,
havi ng been one of the people who served on it. It is
really a sense of deja vu all over again, but unfortunately
it i1s not unusual.

In the history of the academ c community's
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interactions with the security community, there have been
t hese situations where the issues are never fully resol ved,
and the anbiguity creeps up fromtine to tine and different
interpretations flare up, depending on the circunstances at
the time. Wile circunstances have clearly changed, we no
| onger have the USSR as the threat, we shouldn't be
surprised in a post 9/11 world that we are facing sone of
t hese issues again, and that universities and research
institutions have becone the focal point.

What ot hers have tal ked about in terns of the
life sciences and bi ol ogi cal agents and sensitive but
uncl assified information, all of these issues have been
dealt with to sone extent before, but are relevant today as
we face these new threats.

A lot has been said with regard to the export
control requirenents. | think it bears rem ndi ng peopl e,
or explaining exactly what is neant by this, because |
think that there is a lot of m sunderstanding or at | east
characterization of sonme of these issues.

Let me just say that you will never find the word
deened export either in the Export Adm nistration Act or in
the Export Adm nistration regulations. That is because it
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is apolicy interpretation which is based on, very |oosely
based on statutory interpretation, but regulatory intent
with regard to technol ogy.

It has to do with the transfer of goods or
technology to a foreign national within the United States
if it is deened to be an export to the home country of that
foreign national. Hence, we get the deened export.

The release of information and technology is
controlled if it is related to controlled goods, the actual
equi prent itself. So you have for exanple a tour of
| aboratories, foreign nationals involved in research,
ei ther students or academ c professionals, professors,
hosting foreign scientists, et cetera, are all situations
whi ch potentially raise the issue of deened exports and
being subject to U S. export control regul ations.

Now, one thing to be clear about here too is,
there has been a fear that this applies to beyond foreign
nationals. It does not apply to foreign nationals who have
been granted pernmanent residents, greed card holders. That
is inmportant to know. | think sonme feel that with the
slippery slope, people may want to go there, but it does
not apply. | think that the executive branch has been
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quite clear in indicating that it does not apply. It is
only when we are tal king about foreign nationals here
W t hout a green card.

The other thing to keep in mnd too is, there are
exenptions. There are exenptions in the regulations which
have been around for quite sonme tine. It is publicly
available. It is not subject to export control
requi renents. Educational information and course catal ogs
that are taught as part of the routine courses is not
controlled. Then of course, we have the fundanental
research exenption. That is, if applied research were
resulting in information that is ordinarily published and
shared broadly with the scientific community, it is not
subject to these regul ations. However, the way the
executive branch interprets that is not that there is a
broad unlimted bl anket exception.

| think some intervention think that the deened
export rule is new, that it sonehow or other occurred with
the publication of the investigations by the |Inspector
General, which frankly in the National Defense
Aut hori zation Act was an annual fishing expedition for
i nspector generals to find problenms with agencies and
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export controls. It is not new Even the change that
occurred in 1994, it does not nean that there were not
deened export requirenents before that.

What happened in 1994 is, the industry was
concerned, because at that particular time, and primarily
conpani es were concerned about this, it was a question of
when you knew that that foreign national had the intent to
take the information or the technol ogy out of the country.
Peopl e were concerned that there wasn't a bright |ine.

| ndustry asked for a bright |ine and they got
one. They weren't very pleased with the response, but you
have a bright line fromthe perspective of the regul atory
community. So one | esson sone people may draw fromthis
is, be careful what you ask for. But the intent was to

clarify, in ternms of the '94 | anguage.

26

Deenmed exports licenses. There are approxi mately

a thousand every year. N nety-nine percent are either
approved or returned wi thout action. Only one percent of

themare denied. |In ternms of the volune, they are

primarily for countries such as China, which now represents

al nost two-thirds of the |icensing volune, India, Iran,

Russia, a couple of other places.
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The G s recomendations. |'mnot even going to
deal with the country of birth, because | think that issue
has been clearly laid to rest, but the definition of use.
It used to be the Bureau of Export Adm nistration, it is
now t he Bureau of Industry and Security, how they define
use is that the technol ogy for operation, installation,
mai nt enance, repair, overhaul and refurbishing is how they
defi ne use.

In that interpretation, the Inspector Ceneral
sone of you know, has recommended that “the” be changed to
“or”. One little word change, and it neans that instead of
all six of those being a requirenent, only one of them
triggers export control regulations. So that is one
recomendati on and one area which is not resol ved.

The other is the interpretation of the
fundanmental research exenption. | know that the
uni versity-based regul ation community has said that it is
inconsistent with NSD 189, but there are different
interpretations of what the | anguage of NSD 189 says. So |
think it is inportant to keep sone of these points in m nd.

The good news is that -- | didn't see the press
report, but | knew that what the Adm ni stration was
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considering is to announce that there would be a new FACA
Federal Advisory Commttee Act, commttee forned to | ook at
these issues. | think that is a positive thing.

| should say too that the response of the
community to the proposed changes in the regul ations that
wer e published by the Bureau of Industry and Security was
overwhelmng. | think it was a record. There were 309
comments made. | think that speaks very highly to the
community's interest and involvenent in this issue.
Largely as a result of the outpouring of concern, the good
news is that this issue is not going to be decided, there
IS no inmnent regulation which says it is going to
i npl emrent the 1 G recommendations. So there is not an
adverse decision. That is the good news.

The bad news is that in a typical Wshington
response, we forned a commttee to look at it and to kick
the issue down the road. This issue is by no neans
resolved. | think that it would be a very wong
interpretation.

The Financial Times on Saturday had an article
whi ch previewed this. It said sonething about victory, or
sonething along those lines. | think it would be very il
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served to think of this as a victory. | think what you
shoul d understand is that this issue is going to be a
| onger termissue that you are going to have to engage in.

But | think in the interim one very inportant
point is that what happens during this interim what
happens now, when you have a situation in which you have
different interpretations out there, and you know you are
| ooking at the policy to be revised, what are the
inplications for the community.

| would argue that they may not want to do it in
a public fashion, but sonme understandi ng needs to be
reached with the regulatory agency with regard to
enforcenent of these provisions, because otherw se
universities are vulnerable at this point. If Stewart
Baker's peopl e show up at your door, the enforcenent arm of
t he Departnent of Conmerce, they can nmake a case that the
academ c community is too broadly interpreting. So there
is a vulnerability that you need to address.

As we go forward, just three points | would Iike
to make. That is, the dial ogue has been very inportant and
has been very good. | conmmend AAU and COGR for the kind of
representation that they have made in the Washi ngton
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at the
Massachusetts Institute of Technology on May 15-16, 2006. It was prepared by
CASET Associates and is not an official report of The National Academies.
Opinions and statements included in the transcript are solely those of the

individual persons or participants at the workshop, and are not necessarily
adopted or endorsed or verified as accurate by The National Academies.



community, and the presidents, the |leaders in the
university community. They have been around talking to
peopl e and expl aining the nature of the concern.

That is positive, but this is just the beginning
of the process. | say this for several reasons. It is
very clear in talking to people about this that the two
communities are still talking past each other, that there
is really not a fundanental understanding in the executive
branch of how deeply the academ ¢ and the research
communi ti es depend upon foreign students, or the depth in
whi ch these affects the comunity.

By the sane token, there is a perception in
government that the university community has been sonmewhat
| oose in export controls in the past. | think there has
been an enornous anount done on conpliance in the |ast
coupl e of years, but there are those that would argue that
those requirenents pre-existed, and there are all sorts of
reasons. |'mnot saying that the community has been, but |
am sayi ng you have a perception issue by sone in the
executive branch that there has been this broad
interpretation of fundanental research in the past, and
therefore there is an issue that needs to be addressed.
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The third is, the different views with regard to
fundanental research and use, they are going to continue. |
think the |G pointed out a particular area, and they nmade a
very good case. In asking individual people within the
executive branch, they have interpreted both ways. You
have individual |icensing people who have been asked
guestions who have interpreted both ways, so you have a
legitimate difference of view
A second point | wanted to nmake is, not many
peopl e have focused on this, but the subtext of all of this
is really a debate over China. | think you don't hear it
and nobody tal ks about it in those terns, but this is not
just a recent phenonenon with deened export or the IG
Thi s has been an issue which has been brewing in the
bur eaucracy and bubbling up in the security conmunity since
the end of the Cold War. There are people in the
bur eaucracy who have been tal ki ng about China as the
threat. Take out USSR and put in China. There are those
who have been working on policies to that effect for quite
sone time. There are even indications that the |G was
first directed to sone of these issues as part of a concern
over Chinese scientists in Canada and the inability for us
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to reach them because they were consi dered Canadi ans.
|'"'mnot a believer in the great conspiracy
t heory, because governnent is so inefficient that it could
never really pull off the things that people would
attribute to it. But | think you have to understand this
issue for what it is, and it is a China debate now

The third thing and last thing | wll say is that
there are several ways to approach this issue. As soneone
who used to be involved in the day to day things, | used to
say | was about 5" 11" when | started, and have been worn
down. You can't see because we are sitting down, but | am
nowhere close to that.

There are two ways to approach this. You can
argue the technical issues, and you can engage the
bureaucrats and the regulators in trying to find a fix that
will work. O, and it is not necessarily nutually
excl usi ve, but you can take a step back, which | hope this
panel will do, and engage in what | would argue is a
fundanment al rethinking of export controls in a post 9/11
world, a systemwhich to this day, the way the | aw reads,
you still talk about controlled countries, you use the
term nol ogy of the Cold War. Both the |aw and the
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at the
Massachusetts Institute of Technology on May 15-16, 2006. It was prepared by
CASET Associates and is not an official report of The National Academies.
Opinions and statements included in the transcript are solely those of the

individual persons or participants at the workshop, and are not necessarily
adopted or endorsed or verified as accurate by The National Academies.



33
regul ations are based on a different tinme, nore than 50
years ago. There is | think a need for a fundanental
ret hi nking of what constitutes security in this new age,
and what is the true threat, and the role that export
controls can play in this.

This is not an easy task, but | want to concl ude
with one final point. That is, in every time in which
export control policies for the past 25 years has gone
through a correction or a rebalancing, it has been based
upon and preceded by a National Acadeny of Sciences report.
That is because the recomrendati ons made by the Acadeny
carry the weight of the security comunity as well as the
nmost di stingui shed expertise that we can find in the United
States. Those recommendati ons have been decisive in the
past .

Wiile | said it is not an easy task, these are
not easy issues, and the politics of this particularly as
they relate to China are not easy, sone of the people were
tal king about the politics on the Hll, | think that the
timng is propitious. | don't know whether this panel has
within its nmandate the ability to do that or a foll ow on
panel to | ook specifically at sonme of these questions, but
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| would argue that for us to secure, not just U S. security
but the international security, we really have to have that
f undanment al r et hi nki ng.

We have done it through a patchwork quilt
approach for 50 years, and nowit is time for a fundanental
re-approach on this issue. | think the timng with regard
to election, it is a new Admnistration, and that is
usually the opportunity for fresh starts. | think that in
the past, the Acadeny's work has been decisive in nmaking
sure that the policy comunity is held accountabl e and has
the ideas and the argunents to nove forward on sound
policy.

Thank you.

DR. JASANOFF: Thanks, Sue, for the invitation to
| ook backward and forward. Qur next speaker is Suzanne
Berger, who is the Raphael Dorman and Hel en Starbuck
Prof essor of Political Science at MT, and also Director of
the International Science and Technology initiatives here.

DR. BERGER  Thank you very much. | have | earned
alot fromthis norning s panels.

What | am going to present cones at these issues
froma sonmewhat different perspective. | would |ike at the
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end of nmy talk to be focusing on what | see as a changing
set of needs at universities, universities like MT, for a
very changi ng set of ideas about what our relationship to
the international econony ought to be, and the pressures
for change in our relationship to international
institutions of research to foreign students to the
opportunities for our own students to go abroad grow out of
a rapidly changi ng set of ideas about how changes in the
gl obal econony are affecting what we ought to be doing in
universities for our students and our own research.

The debate at MT to sone extent has been
nouri shed by a research project that has taken place at MT
over the years 1999 to 2004. This is one that |
participated in along with six other faculty col |l eagues and
seven graduate students. The col |l eagues were soci al
scientists and engi neers.

VWhat we tried to do is understand the inpact of
gl obal i zati on on enpl oynent and innovation in the United
States and other societies. W did this by carrying out a
set of interviews in conpanies in North America, Europe and
Asia. W |looked at a variety of sectors. W tried to
focus on a continuumthat went fromwhat | would call slow
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tech sectors like textiles, retail and apparel, in which
under | yi ng technol ogi es change very slowy if at all -- in
apparel people are still using sew ng machi nes around the

worl d, even in the nost advanced countries, that are not
very different fromthe sewi ng machi nes of 50 years ago --
to the other end of the continuum electronics and
software, where the technol ogi es of course change radically
and di scontinuously in very short order. Then we |ooked at
a set of sectors that could be characterized as m d-speed

t echnol ogy based. That woul d be publishing and aut onobil es
and auto parts.

In all, we went to 500 conpanies and did 700
interviews over this five-year period. O course, what we
observed was that between the 1980s, when M T had carried
out a project sonewhat simlar to this that gave rise to a
book called Made in America, fromthe end of the 1980s to
t oday, there have been enornous changes in the organization
of the international econony and in the strategies of
conpani es that are operating successfully init.

If | had to stress one single, perhaps the nost
i nportant of changes, it is that the conpanies that | ooked
i ke the best conpanies at the end of the 1980s were
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vertically integrated conpani es that succeeded exactly
because they were able to carry out all the principal
functions -- research, design, devel opnent, nmanufacturing,
distribution. They had all these functions |ocated w thin
their four walls or wwthin single corporate control, and
they were able to carry out these activities in close
proximty to their nost inportant custoners and their nost
i nportant suppliers.

In sone sense, the icon of the nobst successful
conpany in the 1980s was sonething |ike Toyota, in contrast
to General Mdtors. Wat we thought was deficient about the
U.S. corporate performance at the end of the 1980s when we
were all worrying about the Japanese eating our |unch was
that too often in American conpanies, functions were not
wel | coordinated. People were throw ng designs over the
transom research and desi gn and devel opnent peopl e,
expecting that sonehow, manufacturing would be able to
manuf acture sonet hing that the designers had dreaned up,
wi t hout any thought or manufacturing difficulties.

So the mantra of the end of the 1980s was one
that focused heavily on integration. | think that if we
| ook at the world today, we are |looking at a world that has
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radi cal |y changed, exactly because we have a conplete
fragnentation, or in many of the industries that we studied
and many that we did not study, we could see a nmassive
fragnmentation not only of production systens, but of the
systens of research, devel opnent, design and distribution.
It is precisely those conpani es that have best nastered
operating in this fragnented world that seemto be best
succeedi ng t oday.

So if | gave you an exanple of what | see as an
i con of the nobst successful sort of conpany today, it would
be sonething like Apple, with the Apple i Pod. Wen you
| ook at what the genius of Apple was, it was that its
desi gners were able to | ook out at the world and see that
t he Japanese conpani es were producing a set of electronic
conponents that could be conbined into a different sort of
product. So Apple didn't invent or produce or conceive the
conponents that today are the guts of an i Pod; they sinply
identified the existence of these conponents that very
successful high-tech Japanese el ectronic producers were
maki ng. The Appl e designers were able to inmagine,
conceptual i ze, a product that would use these conponents
and then have the product assenbled in Chinese plants and
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redi stributed through Apple distribution channels.

So this is a product that is truly nmade all over,
that is made not within the vertically integrated
operation, but is made and has been enornously successf ul
exactly because Apple was able to conceive a design,
devel opnent, production and distribution in a world of
fragnmented activities.

What has nade possible this enornmous shift from
the world of Toyotas to the world of Apple i Pods are a set
of factors driving globalization. Here | think there is
very little that is newif we ook at the set of drivers,
but I think in our research we focused particularly on one
of the enablers that | do think has had a dramatic effect
over the last ten years. Those are new technol ogies, in
particul ar codifiable specifications and i ndustry standards
that are what nakes it possible to fragnment production and
separate it fromresearch, devel opnent and design.

So if in the 1970s, in making a mask in
sem conduct or manufacturing we still needed to have the
engi neer who drew the circuits standing next to the
techni ci an, who nore or |ess used a razor to cut out of the
mask, a mask | think of as sonething like a stencil, these
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two people had to be located within the sane four walls.
They had to be directly conmunicating with each other if
you wanted to have a high quality for the nask. The nore
experience they had in doing this together, the better the
quality of the mask and the result.

Today, the engineer draws the circuits on his
conput er sonewhere, and the cutting machi ne can be | ocated
anywhere in the world. In industry after industry, we have
had a shift like this that reflects the possibilities of
usi ng new technol ogy, a digitization basically, that allow
us to fragnent production and design.

This results in a shift that | see as sonething
like a shift in the world of making a nodel airplane to the
worl d of making an airplane out of Legos. |If you have ever
made a nodel airplane with a child froma kit, you know
that there are instructions on the box, and you can make
one and exactly only one, if you are |ucky one, airplane
out of those pieces in the box. If you don't glue them
t oget her exactly right, you just have a failure. Once you
put themall together in one way, there is absolutely no
way of reusing those pieces to make anot her sort of thing.
Nobody can cone in and add anything to your nodel airplane.
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So all of the pieces have to be custom zed for that one
nodel ai r pl ane.

Today, the iPod is the exenplar of the Lego
product. It is a product that is nade with conponents that
can be put together in nultiple ways to make nultiple
products. It nmeans that the nost inportant conpani es and
research activities today in the world are ones that are
striving to produce Lego parts and not nodel airplanes. |
think this has very inportant inplications, first of all
for the organization of production.

I f you | ook here at the el ectronics val ue chain,
what we are |ooking at are a set of functions that in the
past used to be integrated within single conpanies |ike
Mot orol a or Texas Instrunents. Today, at each one of these
arrows it is possible to break apart the functions and to
| ocate themin different parts of the world, putting
sem conduct or manufacturing in Taiwan, product definition
in California, design possibly in California or in Taiwan.
Sone of the manufacturing nowis likely to be taking place
i n China.

In our research, what we tried to find out in the
conpani es was what peopl es' ideas were about where these
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activities ought to be located, first of all, which
activities should remain within the four walls of the
conpany, and which m ght be outsourced. O course, npst
outsourcing is donmestic, so the outsourcing, the
reorgani zati on question in response to these new
opportunities for relocating functions, that in the first
instance is probably going to be a donestic decision. But
once you can break apart these production, devel opnent and
design systens, there is also the possibility of |ocating
sone of these activities outside the country, |ocating sone
of these activities offshore.

| think that it is out of these possibilities
that our basic dilenmas or the pressure for change within
the university has begun to manifest itself. | just want
to show you rapidly, although this is not what we are
focusing on here this norning, sonme of the concl usions of
our general globalization study, just to suggest that sone
of our largest conclusions had to do with the possibilities
for maintaining diversity in these decisions about
organi zati on and of fshori ng and onshori ng.

Even for an industry like the electronics
industry, if we |ook at any single product, what we find is
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an enornous diversity of successful strategies. So on one
hand, you will find a conpany |like Dell that makes none of
its conmponents, and where manufacturing at Dell neans
exactly four and a half mnutes in which conponents that
are entirely nmade by others are snapped together, bolted
toget her or wel ded together and software put in, that is
exactly what manufacturing in the United States neans for
Dell, with the foreign suppliers' trucks lined up outside
and Dell pulling in the parts exactly as they need them
Dell remains the owner of all these parts for about three
hours, and after that they belong to the custoner.

So on one hand, we have a Dell, where sonething
i ke 85 percent of the value of a Dell PCis made outside
the United States and is in the conponents made outside the
United States, but in contrast, you can | ook at conpanies
i ke Sony or Sanmsung that are making the sanme PCs and doi ng
it largely within their own countries using conponents that
are largely nmade by their own hone enterprise. So a
Sansung conputer, if you break it apart, nost of the
conponents are Sansung parts. The m croprocessor i s going
to be an Intel mcroprocessor, but the screen and all the
rest are likely to be Sanmsung products. Both of these
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conpani es, the Dell and the Sanmsung, are enornously
profitable.

So what we have found through this study is in
i ndustry after industry, whether you | ook at fast tech
sectors like electronics or slow tech sectors like
garnents, and conpare a conpany |like Zara to Gap, we found
that there is a lot of diversity, and that this raises the
opportunities for choice.

But | think fromthe perspective of universities,
and these are the two points on which | would like to
close, fromthe perspective of universities, |ooking at the
world in which our graduates are going to be operating, |
think the fragmentati on of production and the possibilities
for relocating research, design, devel opnent and
distribution around the world puts us as universities in a
very different situation than the one of 20 years ago.

Twenty years ago, at the end of the 1980s, our
graduates largely went out to work in American conpani es
that were vertically integrated conpani es, where our
students succeeded to the extent that they were able to
coordinate activities wthin their own conpanies. To the
extent that they were able, as we learned in the Made in
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Anmerica project, to bring research, design, devel opnent,
manuf acturing and distribution together, to integrate, to
bring together in teans people who woul d be worKki ng

t oget her on sol ving these problens. The people who were
bei ng brought to work together were | argely peopl e working
under the same corporate roof, people working in the sane
| ocati on.

The fact is, today our students who graduate now
are going out to work in conpanies where the heart of their
activity is going to be trying to access know edge t hat
exi sts outside the four walls of their own | aboratory or
outside the walls of their own conpany. They are going to
have to access know edge and capabilities outside their own
organi zation's boundaries, and they are going to have to
coordi nate and bring together know edge and capabilities
that are outside their own organi zation's borders and
outside their own country's borders.

At this point, our students are extrenely poorly
prepared to do this. There is nothing in the education or
little in the education that we are providing students that
help themlearn how to solve the set of chall enges which
whet her they are scientists or engineers or managers, are
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going to be their principal challenges in the world of
work. There is little that we are doing to help themlearn
how to solve this kind of problem

Though the dom nant netaphor for this world of
fragnmentation is a nmetaphor of value chains, in which you
m ght imagine that each Iink in the chain is sonehow equal
| have to tell you, after doing 500 interviews, that each
link in this global value chain is not equal. As sone of
t he Tai wanese expressed it to us, this is really not a
chain of equal links. Think of it nore like a bullwhip, in
whi ch sonme people get to hold the end of the whip and the
rest of us get jerked around on the end of the whip.
think as educators, we have a legitimte desire to have our
students be in positions of greater control, positions of
greater capability, and not the one that is being jerked
around on the end of the bull whip.

So as we try to think what kind of changes are we
going to have to imagine in education and research in order
to prepare people for a different kind of world than the
ones in which they were noving to in the 1980s, | think the
first big change that we have to inmagine is, how do we
educate our scientists, our engineers, our nanagers so that
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at the
Massachusetts Institute of Technology on May 15-16, 2006. It was prepared by
CASET Associates and is not an official report of The National Academies.
Opinions and statements included in the transcript are solely those of the

individual persons or participants at the workshop, and are not necessarily
adopted or endorsed or verified as accurate by The National Academies.



47
we build in a capability to access know edge outside of the
United States. How do we teach people for exanple to
under st and vast new consuner markets that are energing in
India, in China? |In the 1980s the U S. donestic nmarket was
largely it for nost organizations. U S. |aboratories were
the best in the world, so people didn't have to worry so
much about their ability to access know edge out si de.

So as we try to think about what we need to do
with respect to international hands-on experience for our
students and our scientists, as we think about the role of
foreign students on our own canpus, it used to be we were
glad to have themconme. W didn't think too nuch about
them they weren't really essential in sone vital way to
educating the students who were on canpus al ready. W were
glad that many of themwere going to stay. That was
inportant to us. But | think foreign students have taken
on a different inportance now, because these are not going
to be sinply our trade rivals; these are going to be people
who we are going to be partnering with and working with for
all our professional |ives.

So | think many of the pieces remain the sane
pi eces today, but they have acquired quite a different
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significance for universities because of the changes in the
i nternational econony.

Thank you very nuch.

DR. JASANOFF: Suzanne, thank you for that very
dramati c presentation, which remnds ne of the fact that
back in the early 1940s, the Anmerican soci ol ogi st of
sci ence Robert Merton tal ked about how uni versalismwas one
of the core values of science. | think what you are
showing is that technology today is no different from
science, and universalism has becone a core val ue of
technol ogy. That | think raises sone questions that | hope
we w il come back to at the end of the panel presentations.

Qur | ast speaker for the panel is Deborah
Stewart, who is President of the Council of G aduate
School s.

DR. STEWART: | nust say, Suzanne, that | have
just recently read this very light book, but conceptually
good, by Daniel Pink. | don't know if you have seen this
pi ece, but he basically nmakes the argunment w thout data
that you have made in a much nore fundanental way. The
fact that we are noving froma know edge econony to a
conceptual econony, where integration, synthesis, the
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capacity to think broadly across cultures and fields, is
going to be the currency that allows one to be effective
going forward is of profound inportance for graduate
schools. | amdelighted that you have done the work that
you are doi ng.

| amgoing to take a few mnutes just as a w ap-
up here to speak about the perspective that senior
adm ni strators responsi ble for graduate educati on on canpus
have on the set of issues that we have been tal ki ng about
over the past couple of days, that is, the variety of ways
in which governnment is now feeling the need to provide nore
oversi ght and becone engaged nore in the way in which we do
our work in our research | aboratories.

A nmonment about the Council of G aduate School s,
just to establish what the perspective is here. The
Council of Gaduate Schools is the only organization
nationally that represents all of the universities that are
significantly engaged in graduate education. That would
i nclude eery major research university in the country, plus
about 100 or so institutions that you may not have heard of
that are doing inportant work at the masters level in
particul ar, many regional universities and sone snaller
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privates.

The principal representatives of the Council of
Graduate Schools are the deans of graduate schools, nany of
whom al so hold the title of vice president for research.
They have a particularly strong interest in the ebb and
flow of international students. W routinely -- | say
routinely; | have been in Washington for six years, and for
six years we have been surveying our graduate deans in
January of every year, asking themto tell us what are the
top three issues on your desks as you sit here this
nor ni ng.

For five of the six years, managing internationa
student issues has been in the top five. 1In fact, for the
| ast five years, the top issue, nunber one, alternates
between the international student issue and financing
graduate education. |In fact, those two issues cone
together very closely in the discussion of deened exports.

In March of this |ast year we rel eased a report
i ndicating that international student applications were up
11 percent for fall of "06 in conparison with fall of 'O05,
up across all fields of study, up in science and
engi neering, up fromall major sectors of the world,
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particularly India and China, which are huge providers of
graduate students to the U S. graduate schools. And
interestingly, up in all kinds of institutions, |arge
research universities, smaller regional institutions,
publics and privates.

But even with those gains that we reported just
about a nonth ago now, the fact is that in terns of
international applications to U S. graduate schools, we
still remain down 23 percent conpared to fall of '03. W
had a precipitous decline as you know between ' 03 and ' 04,
continued decline in '04 and '05, and a pretty strong
return this year.

| would Iike to spend a few m nutes saying a word
or two about first, why that rebound is happening, second,
whether or not it signals a return to business as usual,
and third, what the nmessage in all of this mght be for the
comm ttee.

Why did the rebound happen? There are two sets
of actors who had inportant roles to play in the rebound
story. W had presentations yesterday froma coupl e of
them Cdearly Honeland Security and the Departnent of
State intervened in ways to aneliorate the nore negative
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effects of their earlier actions, and happily have brought
us back to the situation where we were roughly in the pre-
9/ 11 adm ssions year with respect to international
appl i cations.

Now, I will not tell you that was an ideal
situation. W were handling many, many conplaints from
deans from across the country in the pre-9/11 period about
the difficulties with processing visas, but it clearly
becane nuch, nmuch worse, and now it is nuch, much better
again. Both Honeland Security and State, particularly
Consul ate Affairs in State, did a terrific job in
responding to the concerns.

Also, | actually believe that there is sone
significant value in the PR canpaign. | actually believe
when Secretary Rice goes to China, speaks at Shingwa very

passi onately about her belief in and the country's beli ef
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in the value of international students. | was a real cynic

when | first |earned of the canpaign the Departnent of
State was about to undertake, but | have been in China and
tal ked to people in Shingwa, and that actually nmakes a
difference. That is very reassuring.

But the second set of actors were U. S
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universities. U S. universities in inportant ways that
m ght relate very nuch to the deenmed export issue took the
decline that they were experiencing in international
applications and acceptances and actual enrollnents in the
fall of 2004 to heart. A whole variety of things were put
in place.

The University of Illinois for exanple
dramatically overhauled its electronic application system
so that it is nmuch nore user friendly now fromthe point of
view of international students. Many canpuses instituted
call centers on canpuses, so that there would be soneone
there on the other end of the line for the international
student to call when he or she got caught up in the visa
process, which inevitably does happen for sonme nunber of
students. Many institutions' graduate schools dedicated
new staff mnmenbers whose job it was to deal exclusively with
the interface of their office and other offices on canpus
that touched international student applications.

Actually, the nost dramatic thing that |I have
seen that is different is that U S. graduate schools are
taking a nmuch nore focused, active and ultimately effective
approach to recruiting international students. The old
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process in ny many years as the dean of a graduate school
was to open the mail, or as we got el ectronic applications,
to click open the electronic application. Those days are
gone. Starting this fall we will for the second tinme have
a group of 20 major U S. universities neeting this fall in
Shanghai, last fall in Beijing, with 38 of the 38
desi gnated maj or research universities in China bringing
together admnistrators, faculty and students fromthose
maj or institutions to neet staff fromU S. graduate
school s.

So with all of this, I think we could get back to
a situation where the application floww !l ultimtely | ook
like it did in the pre-9/11 period. But the fact of the
matter is, over a ten-year period the United States has
been | osing market share for international students. W
will continue to | ose market share, because the Anerican
approach to graduate education has succeeded. In fact,
graduate schools are devel oping all over the world, and
under graduat e education is expanding all over the world, so
two things are happening. The nunber of students who
potentially go to graduate school sonewhere is increasing,
so our absolute nunbers are unlikely to decline, but the
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capacity for the whol e higher education establish worl dw de
to absorb these students is al so expandi ng.

So do these upturn signals ever return to
busi ness as usual ? The answer is probably no, because
gl obal conpetition is on the rise as | have indicat ed.
Countries as diverse as Scotland and Austria, Singapore and
the Czech Republic, China and Japan nost recently with its
establ i shment of these new graduate schools, are now
initiating very conscious national policies to attract
i nternational students.

Europe is very nmuch on the nove. G aduate
school s Anerican style are being established all over
Europe, with one of their major responsibilities to be an
open face to the international student community. U K has
recently adopted a very explicit inmgration policy
designed to attract both high-skilled workers and students.

So it is fromthis perspective that | think about
t he inmpact of any fundanental change on the way in which
research is conducted and students are trained in U S.
graduat e school s.

We have heard from a nunber of experts on
national security and the research enterprise over the | ast
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24 hours or so. The issue has been how do we strike the
ri ght bal ance between openness on the one hand and security
on the other.

| would just argue that as we try to strike that
ri ght balance, we need to insure that we no | onger take for
granted that it will be easy for us to attract the nost
tal ented students fromaround the world. The next frontier
for U S. graduate education is attracting the highest
quality student. W wll get the nunbers because the pool
is increasing, but to continue to attract the highest
quality student, we need to try to understand what
i nternational students val ue.

| want to nmention three specific concerns
particularly with the deened export proposals, but also
with any of these suggestions for placing serious
constraints on the openness of our |aboratories.

One of the attractive features of doctoral
training in the United States for international students is
the opportunity to work in open | aboratories. | want to
just tell a very quick story that tells this better than
anything else. | was recently in Beijing neeting with a
woman who is -- | don't want to identify her personally,
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but on the faculty of physicists at Shingwa. W were
tal ki ng about international student flows. She attended
graduate school in the United States, got her Ph.D at LSU.
| said to her, would you reconmmend a student cone to
graduate school in the United States, given the growth of
your own prograns and the huge problens that at that tinme
students were still facing in gaining visas. She said,
"Il tell you, I would. | said, why? She said, ny three
years at LSU were the hardest three years of ny life, but
they were also the best three years of ny life. | said, I
understand why they were the hardest three years. Wy were
they the best three years? One of the things that she
started tal king about was the open character of the
intellectual exchange, and very nuch a different total life
experience. She was integrated into the research
| aboratory with people fromthe Mddl e East and Japan. She
was descri bing, Suzanne, exactly the kind of inpact that
the American research | aboratories have on expandi ng
peopl es' capacity to |l earn and grow and connect. Thi s
IS an asset.

We typically think about what foreign students
are going to -- the worry is what do we not want themto
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export that sonehow wi |l damage us fromthe econom c point
of view. Qur nost valuable thing actually, which we cannot
cl anp down on without hurting ourselves, is the capacity to
train people to learn and grow and think in an open and
free society, and one that is as highly charged as the
Anerican research | aboratory is.

There are also practical concerns. | amover ny
time, so let me just say quickly, there are also practical
concerns with the proposals that graduate deans have,
nmostly having to do with how you could ever manage a system
in which students were either badged or otherw se
designated for participation, only allowed to be funded on
sone research grants, not on others. The typical graduate
student is funded by nultiple sources of support over tine,
some RAs, nultiple TA streans, and it would be sinply
unmanageable. At this current point, we are already in a
situation where with the [arge public research
universities, many of themare so stressed financially now
that if this regulatory burden were put on them it is
likely that you would get a |lot of admnistrators resigning
at | east.

Thank you very nuch.
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DR. JASANOFF: 1'd like to thank the panel for an
extraordinarily interesting |lineup of comments. Before
opening it out to the audience, | would |like to give the
panelists a very brief charge to respond to each others’
statenents. But before doing that in turn, as an acaden c
myself | can't help wanting to take a couple of mnutes to
hi ghli ght sonme of the things that | think I heard across
t he panel as a whol e.

One short comment is that at least fromthis
panel, it sounds as though the title of this commttee
ought to have a tacit industry built into the partnership
and a tacit technology built into the science and security.
So whether or not the things are there in print, we seemto
be tal ki ng about governnent-university-industry
partnerships in science, technology and security. Sitting
here at MT it would be a deep m stake to | eave the
technol ogy out, anyway. | think Suzanne's presentation
made that abundantly clear, if nothing else.

Secondly, conceptually and intellectually what
strikes ne is that all of you are speaking of a tine in
whi ch borders are vanishing on the one hand -- and I am
rem nded that Doctors Wthout Borders is a Nobel Peace
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Prize wi nner, and NGOs have figured out sonething about how
borders don't matter if you want to achieve certain kinds
of things, and at the sanme tine, security is a concept that
depends on there being clear and definabl e borders.

So it is not that Anmerican national interest
demands borders and universities are bucking it. It is
that the Anerican national interest demands a world w thout
borders and yet a world with borders, putting both of those
things on the side of national interest rather than
uni versities wanting one kind of thing and the nation
wanting another for security purposes. It mght help us
build towards that convergent idea of partnership. It is
as much in the U S interest to have areas where borders
are dissolved, and I think all of you have spoken about
that in various ways.

| have thought for a long tine howironic the
whol e deened export idea really is. In effect it takes
what we previously used to think is a territorial boundary
thing and brings it into universities, that have tried to
create territorial boundaries inside the open space of
uni versities.

| think it is worth highlighting maybe the
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at the
Massachusetts Institute of Technology on May 15-16, 2006. It was prepared by
CASET Associates and is not an official report of The National Academies.
Opinions and statements included in the transcript are solely those of the

individual persons or participants at the workshop, and are not necessarily
adopted or endorsed or verified as accurate by The National Academies.



61
problens that all of you collectively have raised about why
that is difficult to do, and naybe you want to say a word
or two about that. Creating boundaries as we know from
eons of social science work isn't an easy busi ness.

We create strong boundaries where everybody is
culturally trained to understand boundaries in the sanme
way. For instance, | ama |lawer by training, and I know
just how nuch training it takes to understand the
di stinction between fact of law, which lawers will talk
about at the rhetorical level all the time but other people
don't see as clearly. So we are trying to in the security
arena create boundaries against a flux in these communities
that don't understand term nology in the sane way.

So you have tal ked about di al ogue and communi ty
buil ding as one solution to how we get to have clear
boundaries. You have tal ked about enforcenent and
clarification as another nechani sm by which we can arrive
at clear boundaries. You have tal ked about training and
education as another nethod for getting people to recognize
right fromwong in certain ways.

There are at |east two other ways that cone to ny
mnd that |I'mnot sure you have explicitly touched on, and
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| wonder whether those would matter to you in thinking
about how we have this world with borders and w t hout
borders at the sane tine. One is professionalization, that
is, can the professionalization of people in certain fields
i ke your genetics students, George, that you nentioned
achi eve sonething, and a last one is ethics, which is a
word that nobody has brought up, but tal king about a world
in which people learn to have different antennas for right
and wong in a sense, when they are behaving right and when
t hey are behaving wong. | wonder whether any of you see a
pl ace for ethics training as an alternative to command and
control regulation or to enforcenent carried out by people
who don't understand the limts of their powers and don't
understand the nmeanings of the terns that they are trying
to i nplenent and apply.

You don't have to respond specifically to ny
questions, but those are sonme questions that did conme to ny
mnd. Let nme give each of you two mnutes to respond to
each others' coments or reflections if you have them You
can pass if you don't want to.

DR, CHURCH | would just quickly respond to your
guestions, since those are fresh in ny m nd.
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| think in terns of boundaries, there is in ny
field at least a great deal of effort going on into
br eaki ng down boundari es of various sorts between academ a
and industry and between nations. In a mcrocosmway there
are international genetically engi neered machi nes which Tom
Nyden and ot hers have pi oneered whi ch now has expanded from
one nonth exercise of a few students to 40 universities
worl dwi de this sunmer, and it is on another exponenti al
curve. That is going to stress biology quite quickly and
hopefully ethically, in the sense that both the synthetic
bi ol ogy neeting and the | GEM stresses the positive
constructive aspect of things and di m nishes the
nmotivations to do otherw se, and increases nentoring and
surveillance on a person to person basis. So | think those
are grass roots things that can be done.

DR. REPPY: | had a question for George, but |
wanted to say sonet hing about boundaries, too. M feeling
is that a large part of the problemwe have in the export
control regine is that the kinds of boundaries that
underpin creating this regine, the U S. versus the Sovi et
Uni on, these things have di sappeared. Yet the culture of
that community is still very much to think that there are
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t hese bright |ines.

So | don't want to lay all the blane on the
security community, but they really do have to get with the
programif we are going to make any progress. That woul d
be ny response.

My question to you, CGeorge, is about this
bi coastal synthetic biology commttee neeting. In the Fink
Committee we discussed the Silimar experience a lot as a
possi ble nodel. It was thought that although that had been
reasonably effective in the |onger term although
contentious in the beginning in setting up a self
regul atory system for genetic engi neering, but the problem
now was that the community was too | arge, that you couldn't
have this kind of neeting where everybody could get in a
room t oget her

For nol ecul ar biology as a whole |I think that is
true. Wat | hear you saying is, here we are the smal
group of people who do synthetic biology, and we can repeat
that experience. |Is that the way you are thinking of it?

DR CHURCH: | don't nean to be speaking for the
whol e community, but | think the opportunity is there for
the small -- it is a thousand people that will be neeting
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in Berkeley. Bicoastal just referred to town neetings that
had preceded it, but it is an international group nost
definitely.

They will neet on May 22, and the intention is
not for themto speak for everybody, either, or nme to speak
for them but to pass whatever resol utions seemreasonabl e
at the tinme, and continue a discussion on a |arger scale.

It is not intended to be a Silimar 2 or 3 or whatever it is
at this point, but to nake sone practical suggestions and
see how that particular community feels about them

DR. ECKERT: | also wanted to pick up on a point
that George made. | hope that the panel will take himup
on his offer. There are solutions, practical ways in which
sonme of these concerns can be addressed. |In particularly
sensitive areas | think it is particularly inportant to
have practical solutions of what can be done.

So | think Sheila really hit upon a key point
here. W hold onto boundaries because that is what we know
fromthe past. The world is scary wi thout boundaries. It
is a question of control. W want to try to maintain the
fiction that we control.

| think that what we need is a fundanent al
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education of people with regard to the newworld. W all
read about it, we all think about it, but I don't think
that people really understand it. That is where the work
of the panel can cone in to explaining the world, both in
terms of the threats, but the reality of the technol ogy,
and to try to convince people to understand that our
strength and our security is best served through openness,
not through trying to close dowmn. It is not practical to
begin with, first of all.

Second of all, many of the policies we have been
tal king about today are unilateral, they are by definition
dooned to failure. That is one thing we haven't even
tal ked about, is the fact that none of our other allies,
| et al one people who aren't close allies, share the kind of
views and restrictions that we are tal king about today.

But | think that there is a need for education
about the realities. | think it involves sone give and
take on both sides. That is why | was particularly
interested in what Ceorge was tal king about. Some of it is
nmovi ng to new nodel s of cooperation, which are self
regul atory, or which are restraints which in the past the
academ ¢ community has been unwilling to take on, or there
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is awall built around it, fundanental research should be
exenpt fromany kind of restrictions.

That is where | think professionalization and
ethics conme into this, but there is a role for new nodels
for the type of responsibility that the research community
can develop. It is not going to cone fromthe governnent.
It is going to have to cone fromthe academ c and the
research community as to what sonme of those new norns, in
what areas of particular sensitivity can be established.

DR BERGER | would like to pick up the point
that Sue Eckert made in her original presentation about the
substitution of the word China for the words Sovi et Union
as a way of thinking about sone of these security issues.

Here, | think that the academ ¢ community has a
certain share of responsibility in the way this has
happened. Just as we tried to exploit the existence of the
growi ng capabilities of the Soviet Union in making our
argunments for having nore resources directed to our own
educational and research activities, there has been a
strong desire to hype the China threat as a way al so of
maki ng a case for a greater flow of resources in our own
di rection.
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| think that there is an enornous danger in
pushing this idea that the world is flat, the nunber of
Chi nese engi neers, the growi ng capabilities of the Indians.
Over and over again, we have seen that when you actually
| ook nore closely at sone of these clainms, exactly how
exaggerated they are. Professor Gary Cereffi at Duke went
out to see -- | think sonme of you nay have seen the studies
-- exactly what is neant by the word engineer in China. It
turns out that anybody who has sonething |ike a vocati onal
educati on degree gets called engineer. If we called all
t hose people engineers in the United States, the figures
woul d be quite conparable. The hyping of the outsourcing
to India; how many of you have read articles that say, not
only is it back office | owend jobs, but even radi ol ogy
j obs are being exported. A professor here at MT has gone
out and had a team of students |ooking at India. He found
exactly three Indian radiol ogists who were readi ng screens.
So over tinme many things will happen. O course
there is a tremendous source of dynam sm but | think we
ourselves are creating a kind of threat that then will cone
back to us in ways that | think the nenbers of the panel
have | aid out this norning.
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So | would like to say first that we need
oursel ves on the education front to examne far nore
carefully the kinds of challenges that China, that I|India,
t hat devel oping countries are presenting on the front of
research and education. Secondly, with respect to -- and
here | amcomng to Sheila Jasanoff's point, to enphasize
again how nuch it is in Anerica's interest to naintain the
openness of this society. 1In exactly a world of
fragnmentation of production, research and devel opment, we
have uni que capabilities to reconpose rapidly the character
of our own activities that virtually no other society on
earth has the same culture of openness and willingness to
break apart old activities and reuse pieces, to let digital
equi pnent go bust and then to see the top engi neering
talent go found conpanies |like Sun Mcrosystens and Ci sco.
Protectionismand trying to put walls around this, we would
be the nost hurt by this in the near as well as the |ong
term

DR. STEWART: | just want to build on that point.
| spent a lot of tinme |ooking at what our conpetition is
doi ng around the world. The smart conpetition around the
world is copying us, at |east copying the way we are now,
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not the way we could be if we decide to defend oursel ves by
sonme of these strategies.

The best exanple is this construction of graduate
schools. The traditional way in which students were
educated in Europe at the doctoral |evel was that they
wor ked with a professor who had al nost total control over
that individual's life, and when he or she concl uded that
t he student was finished, the student was fini shed.

The main driver of the establishnent of graduate
schools, the Free University of Berlin and across Germany
where this was stronger than anywhere el se, at places |ike
| nperial College in London, is to insure that the norns of
openness, of comunity, of interdisciplinarity, of
engagenent, the things that we do better than anywhere el se
in the world, are in place in all doctoral prograns. They
are even requiring in many countries courses so that
students have exposure to information about the culture of
sci ence.

So it would just be the ultimate irony if at this
morment, when the rest of the world has decided to replicate
exactly what we are doing, that we decide it is just the
noment to sonmehow cl ose down.
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DR. JASANOFF: Thank you very much for these
further thoughts. Let's now open it up to the audience, if
you woul d please identify yourself. Keep your questions as
brief as possible and naybe the panelists keep answers
brief, too, so we can get as many comments as possi bl e.

MR, HART: | think we are deeply grateful for all
your presentations. You have nade a great contribution.

DR. JASANOFF: Could you identify yoursel f?

MR. HART: Gary Hart. | ama nmenber of the
panel. Let me just say, presune that our mandate says
fundanmental rethinking, or we start fromthere. The
guestion is, what does a new regine |ook |like? W are
anxi ous to have people not just describe the present
situation, but make specific recommendations to us as to
how to change things, so that can go forward beyond today.

DR. ECKERT: Are you | ooking for an answer
specifically to that? | think it is a process. Frankly
there are things that can be done.

| warn you, there have been attenpts in the past
to fundanental ly rethink some of these things, but | don't
think that they have conprehensively defined security and
what it represents today. | think that is the opportunity.
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But it is a process, and the process takes tinme, because
the process is educational as well. It is bringing in the
peopl e not only of the academ ¢ conmunity and industry, but
the security community.

| think there are sone of those on the panel
here. There are others to reach out to. In the past where
t hese panel s have been nost effective is where you have
peopl e who have uni npeachabl e credentials in security, who
spent their |life worrying about security, saying we have
got it wong. W have to change the way we are doing this.

| think there have been a nunber of people who
have been maki ng those noises. |In the post 9/11 world,
peopl e have made sone of those things at risk because of
the political cost that they have incurred by saying we are
not doing it right.

But the novenent has changed, and now is the
ri ght opportunity to be asking those questions. | think it
is a process which is going to take sonme tine, because it
is not only investigating, as you were tal king about what
is going on in India and China and ot her places, or what
our relationship should be. These are major questions in
terms of looking to the future, and it is going to take
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at the
Massachusetts Institute of Technology on May 15-16, 2006. It was prepared by
CASET Associates and is not an official report of The National Academies.
Opinions and statements included in the transcript are solely those of the

individual persons or participants at the workshop, and are not necessarily
adopted or endorsed or verified as accurate by The National Academies.



73
sone tinme.

Hopeful ly, in the context of what the panel can
do here, if you have a tine-limted mandate you may not be
able to do the whole thing, but taking on a piece of it and
defining a mandate for what can be done specifically in
sone of these areas.

| agree, you don't want to repeat the probl ens of
the past, but unfortunately we need to rel earn sone of
t hese things, and nore than relearning them we need to
adapt to current realities, which people don't want to
face.

DR. JASANOFF: Thanks, Sue. It is of course a
wel | -known | awyer's trick, when you can't give a
substantive answer you go to process. But sonetines that
is the only thing that is available, and it is a useful
rem nder.

DR. GU LLEM N | have a question about the
enphasis on regulation. This is sonething | nentioned
yesterday concerning the U S. biodefense program which has
tal ked about $70 billion as an investnment this year. \Were
is oversight? | amnot hearing anything in terns of
practical issues of oversight of our own rather broad and
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in sonme ways rather dangerous high-risk venture into the
real m of what we call biodefense. That is, BSL-4
| aboratories being built.

Also, | think we have to go here to Departnent of
Def ense prograns that are contracted out to comrerci al
entities. W know there are Cl A black prograns, we know
there are all sorts of activities including wthin Honel and
Security, but |I haven't heard anythi ng about oversight
mechani sms.  The enphasis seens to be on, let's regul ate
university | aboratories, which seens to ne the very first
reaction that we had after the anthrax letters. That is
one t hing.

Then the other thing |I haven't heard here is the
i ssue of shared risk. M area is biological weapons
i ssues, but al so epidem c diseases. | haven't heard
anyt hi ng about shared risk, which brings us for exanple to
Chi na, which had a trenmendous wakeup call in 2003 with the
SARS epidemc. In ny visit to China, | found people in
governnment and public health very concerned that they not
be identified again with keeping an epidem c di sease
secret, because they don't want the negative trade
repercussions, an interesting argunent.
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But anyway, those two ideas. One, where is
oversi ght and transparency beyond the issue of regulation,
and the other one is, what is shared risk in the biol ogical
sci ences, which fromny point of view we are supposed to be
dedicated to the relief of human suffering and to prevent
death. It makes themvery different fromthe physical and
chem cal sciences that otherw se we discuss in national
security foruns.

Thank you.

DR. REPPY: Let ne say sonething about the
bi odef ense oversi ght question. | share sonme of your
concerns. One of the problens has been in the beginning at
| east the recomendations of the Fink Conmttee, which have
been carried out, focused very nuch on open university-
based research, not on conpany research. Part of the
reason for that was that we couldn't get the conpanies to
partici pate.

But another | think is a practical concern. If
what you are worried about is access to the biopathogens on
the select list or any list you want to nmake, one thing
that industry does pretty well is maintain security. They
have intell ectual property reasons for doing that. So the
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guestion of an open university is not at issue there, it is
whet her or not you' ve got the guards and the gates, and
t hey have got them

So | think it was a copout because we didn't have
the capacity to deal with that problem but we could al so
say to ourselves, for that set of issues it is not the big
probl emthat the very open university systemis. The
probl em of course is that the biggest risk for
bioterrorism at least | would argue, is always going to be
an insider. So the nore |aboratories you build, the nore
facilities you have, you are creating the capacity which
al so creates a |lot of potential for disgruntled enpl oyees.

So | think what we have to hope is that Congress
at sone point is going exercise oversight over that part of
the budget. But | think you are right, there is not nuch
now, and it hasn't even been the focus of attention.

"' mnot sure what you nean by shared risk, but it
seens to nme that one of the benefits of the prograns that
have been put in place has been the strong public health
conponent of sonme of them So if you are asking, can we
t hi nk about how we protect ourselves agai nst energing
di seases, a lot of this stuff that we are doing to protect
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ourselves in order to identify sonme kind of biological
event should be equally useful for energing diseases. So
there is a synergy there. But it is not clear that is what
you neant. | really didn't understand that part of it.

DR. CHURCH: Just a quick word. | think both
oversi ght and shared risk can be addressed by surveill ance.
That is partially a technol ogical issue. W are getting
better at inexpensive surveillance nethods of biologicals,
but it also requires sonme will to nonitor people that are
nmovi ng back and forth in BLS-4 facilities and going in and
out of governnent agencies from academ a.

DR. ECKERT: Sheila, could | just say one thing?
| think that perhaps rather than characterizing it as
shared ri sk, perhaps we ought to characterize it as shared
interest. | think again, part of the problemhere is, we
are looking at this as U S. security, when it is really,
countries have the sane interest to address these questions
in ternms of pathogens and weapons of mass destruction.

DR GULLEM N Let ne be alittle nore clear
about that. | neant the energing diseases issue, avian flu
i ssues, international cooperation. The SARS epidemc
reference | used as a code. It did get to Toronto, it
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actually did have repercussions around the world, though
not as many as it could have had.

That is the shared risk issue anong people in
public health. It is a question of pandem cs, but also, if
you have mllions of people dying for exanple in Africa,
that is a risk that everyone eventually shares. W just
don't want to look at it that way. But it is a public
heal t h reference.

DR. JASANOFF: Thank you for the clarification.
We are alnost into the coffee break tinme, but | see four
peopl e, and since this is a public information neeting,
think it would be inportant to get your ideas and questions
on the record. So with the panel's perm ssion, | am going
to ask each of you to limt yourself to no nore than a
m nute, and say very briefly what your questions are, and
then conme back to the panel if there is a |last round of
responses, and then break for coffee.

DR. GAST: W heard yesterday and today that
export controls are probably not the nobst appropriate tool
for today. | appreciate Sue's remarks. | find those in
sone sense perhaps to be an adm ssion yesterday by sone of
t he governnent officials, and that in itself is progress.
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But we haven't heard what woul d repl ace them Sue
referred to our correction. |I'mnot sure whether it wll
be a correction or we could go beyond that.

| wanted to touch upon Suzanne's discussion of
the fragnented world that industry works in, and think
about whether the thesis that this interdependence hel ps
stabilize the world. if conponent parts cone from al
these parts of the world, it is in their best interest to
cooperate rather than to be confrontational, and to work
together to be able to supply goods to these conpanies |ike
Del |l putting together the | aptop.

So ny question then is, would sonething that
woul d be much nore internationally focused, along the lines
of a cooperation, be able to help rise above this idea that
every transaction and novenent between countries should be
sonehow export controll ed?

DR. JASANOFF: Thank you. | will just ask the
panel to hold your comments there.

DR. PEARSON. I'Ill try to nmake three very quick
poi nts and recommendations to the commttee, and panelists
can respond if they want.

First, I think we heard a ot fromthis panel and
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yesterday that one thing it would be very good for this
commttee to do if we are |ooking at a fundanment al
ret hinking of the structures, is to do a fundanmental | ook
at what the threat is that we are trying to address. That
is what the Corson Commttee tried to do when it did its
work, and | think that is what this commttee needs to do.
Especially in the biological area, we hear all
kinds of different things about the threat. There are
di sagreenents between the way the U S. view threats, the
way many other nations in the world view threats. Even
within the U S., three years ago the Director of Central
Intelligence, to take a very narrow exanple, tal ked about
bi n Laden having a sophisticated BWactivity. A few days
ago the Director of National Intelligence tal ked about
bi ol ogi cal agents on a small scale being within the reach
of sone non-state actors, and by biol ogi cal agents he neant
crude net hods for producing or dissem nating toxins,
specifically ricin. So that is a bit of a discord even
within the context of three years in this country. So |
encourage the conmttee to take a rigorous | ook at the
t hreat.
The second point is, | would nmake the suggestion
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that the commttee may, in dealing with the issue of
sensitive but unclassified informati on and so on, make the
recommendation that we try to define in the biol ogical
sciences a very narrow range of information that sinply
shoul d be classified, and that is the approach that we
shoul d t ake.

That actually has the benefit of again focusing a
rigorous analysis on just what is the information that
truly shouldn't be out there in the public eye, and in that
way has a way of generating nore openness, in the sense
that it prevents the creeping enconpassi ng of information
that can otherwi se occur. So | would suggest that as a
recommendation that the commttee m ght be able to nake.

Finally, one thing that hasn't cone up here is
the distinction between the life sciences and all of the
ot her sciences that inpact on national security, physics,
cryptology and so on. All those other fields have accepted
mlitary applications. 1In the |ife sciences there is no
acceptance of mlitary applications. That is a profound
distinction that | think should sonehow be inserted into
the deliberations of the commttee, and what that neans for
the types of information control nechani sns that get
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establ i shed, and how other nations wll interact wth those
i nformation control nmechani snms, and | ook at what happens in
this country, just as we | ook at what happens in those
countries, in the light of a technol ogy that has absolutely
no acceptance for mlitary applications.

DR. I MPERI ALE: | have a specific question for
Dr. Church. It partly responds to Alan's third point. The
commttee has been thinking a | ot about the fundanent al
di fferences between |life science research and the other
sciences. In that respect, when you talk about trying to
have sone sort of surveillance program or regul ation of
equi pnent or crude chemcals for doing synthesis, that sort
of thing, the question is to what extent is the cat already
out of the bag, and is it feasible to go in that direction.

DR. KELLMAN: | am hearing a | ot of discussion
about the tradeoffs between open flow of information and
closing off the flow of information in the nanme of
security.

| can't help but think -- and we did this,
Judith, on the Fink Commttee -- that this is really a
bogeyman issue, that this is sonething that we can all
stand up and proudly offer the virtues of openness. |
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really don't think it is the relevant issue.

| stood up when | thought that Senator Hart's
gquestion was not answered very well. The question here is
not, do we favor openness or do we favor closedness. The
question is, can we devel op systens so that information can
get to the security structure without causing it to be
cl osed off; can we protect confidential business
information and confidential scientific information in a
way that still allows those people who are engaged in the
security process and have those responsibilities to have
sone idea of know ng what is going on.

| work in biological weapons issues. The issue
is not what is going on on that pathogen in that lab, it is
to have a general sense of what are | aboratories doing. |
don't need to get into this now, but the point is, we have
to think about what are the kinds of reporting systens that
are going to enable the security structure to be able to do
what it needs to do without interfering, but taking
advant age of the information.

How are those information systens going to
operate at an international |level? Again on a national
|l evel we are doing it not at all. So how are they going to
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operate on an international level? Wat are going to be
t he neasures and the processes for thinking about

conpliance? How will we have sone way of knowi ng who is
doi ng what they are supposed to be doing and who is not?

That | eads to the nost inportant point, which is,
what we are fundanentally concerned about is not what these
peopl e do, these people wit by 100,000. W are really not
interested in ternms of security in what legitimte
scientists, bio or otherwise, are doing. W are interested
inthe one in a billion who is a bad guy.

The question then is, what kinds of systens are
we going to develop not to control the 99.99 et cetera
percent that woul d never think about doi ng sonething that
is harnful to humanity, but how are we going to have the
systens that wll enable us to quickly detect and hopeful ly
interdict the one in sonme very | ow percentage who has a
di fferent bent.

Those are the questions | amjust not hearing
answers to. | think a lot of it technological. Sonme of it
is policy, but I think that is the question that the
commttee has to deal wth.

DR. JASANOFF: Thanks very nuch. That is a huge
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challenge. [I'mnot sure that the panel will agree that it
is a challenge for it, but I1'll let themanswer. But the,
"' m not hearing any answers seens to go to the panel's
activities of the norning.

DR. STEWART: Well, | certainly don't have an
answer to this last question, but let ne sinply say that
certainly I and perhaps other panelists were respondi ng
nore to proposals that actually have been made, for
exanpl e, the Commerce Departnent and the Departnment of
Defense's proposals wth respect to deened exports.

The specific proposals that were made were
proposal s that woul d have changed if inplenented in a
straightforward way the quality and the character of
graduat e education and the research activity in the United
States. That woul d have happened. That woul d not have
been a good thing.

So perhaps in defense of all of us, | think what
may be inportant going forward is to try to think nore
proactively about ways of articulating the core that needs
to be defended than we have done in the past, and think
nmore proactively about ways of facilitating the kind of
communi cation that would | ead to a nore profound
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under st andi ng of that core.
So again, this is a process response, but |
actually believe in process. | think process is how you
get to content, and having the right process mght allow

you to achi eve sone kind of ultinmate consensus.

DR. BERGER | guess | would like to respond to
the person who raised the | ast question. That person, |I'm
sorry, | didn't catch your nane, but you said our problem
is detecting the one bad apple in the billion.

From the point of view of being a faculty nenber
at a university, it seens to ne that at this point, |ooking
at the governnment and | ooking at the fact that so many
Chi nese scholars that | know have not been able to cone,
l[istening to the difficulties of our graduate students, as
| sit onthis end it seens to ne that the activities of the
gover nment have been focused not on detecting the one bad
apple in the billion, but on the objective of reducing the
nunbers of peopl e even across social sciences, even across
fields which are extrenely renoved fromany activity that
in and of itself could seen to have --

So | think this question of what the threat is or
what the effort of our own governnent has been with respect
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to the flow of foreign scientists and students into
Anerican | aboratories, maybe we don't exactly agree on what
t he process has been and what the objective has been, and
what the problemto solve is.

Sitting where | sit, it seens to nme that the
effort over the |ast few years has been with respect to
those comng from China to sinply reduce the nunbers across
every category of scientist and researcher com ng fromthat
society into our university.

DR. ECKERT: | agree wth everything that has
been said. The export controls is not the answer to these
probl enms. \What you have to do is cone up with what are
ot her nodes of cooperation, first after identifying what
the true security threat is.

| agree, | think that in the life sciences you
have a real core group of issues here that can be dealt
with. |If you can define that -- the issue of encryption,
we went through this on encryption as well. W were so
concerned about encryption, and we have largely dealt with
it, and export controls are not the answer, again.

So | was particularly interested in what George
said, because | think that -- | know people don't |ike the
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termsurveillance, but tal k about voluntary codes of
conduct, talk about putting in place procedures with regard
to research. Those kind of systenms can advance it. But in
t he absence of sone of those specific nodels of
cooperation, the private sector and the governnent and the
research community's cooperation, where they are going to
hold on to regulations. So what we have to do is
articulate what those alternative nodes are after defining
what we want to protect, articulate what in sone areas can
be done.

Unfortunately, the answer may be in a | ot of
areas, nothing can be done. The fact is, the cat is out of
the bag. Then are we really that concerned about those
specific technol ogies we cannot control? It is a question
of how we have our limted resources, and it is the
cooperation with the comunity that needs to take pl ace.

The ideas are going to come fromgroups like this
and fromthe research community itself. The governnent is
not good at comng up with ideas. It is good at defending
what the current systemis, regardl ess of how ineffective
it is.

DR. CHURCH: | will try to answer the last two
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gquestions with one answer. The question is, is the cat out
of the bag in ternms of surveillance that M ke asked, and
what do we do about openness and the one in a mllion
actors.

| think that the answer to both is openness. |If
we have ten mllion people team ng up against the ten bad
actors, we have got a chance of conbining intelligence.
However, if we hide that information where only the ten can
get at it, then we don't have ten mllion opposed to them
and we have a very serious problem

| think our only chance is to follow this
exponential curve that is going. W can't stop the
exponential curve. That would be harder than many of the
things we tal ked about today. But we can nonitor it in an
open way. The cat is not fully out of the bag. If we put
cost effective nonitoring of all the things that |
menti oned, chem cals, oligonucleotide genes, equipnent and
expertise, if we just nonitor them don't stop them just
wat ch them that nmeans that sonebody that goes and
manuf actures their own chem cals and genes, et cetera, is
drawing attention to thenselves by that activity. Even if
we don't know what they are doing or why they are doing it,
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maybe they are making yeast in their garage for baking, it
nevertheless is alarmng that they are doing it by an
expensi ve and accurate and time-consum ng nmanner, and we
shoul d watch them nore carefully than the average baker.

DR. JASANOFF: Thank you very nmuch. |'msure
there is plenty to tal k about over coffee, so let's give
our panel a hand of appl ause.

DR. GANSLER: Can you try to get back at ten
after, so we can get back close to schedul e? Thanks.

(Brief recess.)

Agenda Item Creating A New Partnership

DR. GAST: 1'd like to wel conme you back to take
your seats. It is a great pleasure to have the opportunity
to introduce M. Tinothy Bereznay fromthe FBI. The FBI
has been very interested and active in these issues in the
past year. They have been cosponsoring a commttee of
university presidents and governnment officials to discuss
many of the sane issues that our commttee is facing with
t he new governnent-university partnership. So we
particularly wanted to have a representative fromthe FBI
here to tell us about sonme of those activities.

M. Bereznay is the Assistant Director for the
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at the
Massachusetts Institute of Technology on May 15-16, 2006. It was prepared by
CASET Associates and is not an official report of The National Academies.
Opinions and statements included in the transcript are solely those of the

individual persons or participants at the workshop, and are not necessarily
adopted or endorsed or verified as accurate by The National Academies.



91

Counterintelligence D vision of the Federal Bureau of
| nvestigation. | encourage you to read his biography. |
find it fascinating. Mybe |I have read too many acadenic
bi ographi es and seen too many novies, but his last activity
as a section chief on the Russian bug in the State
Departnent is probably worthy of a side story conversation.
It is a great honor and privilege to have himhere today to
speak to us.

MR. BEREZNAY: | would like to first of all thank
MT for hosting this event. | would also like to thank Dr.
Gast, the conmttee, Dr. Gansler for the opportunity to
speak here today.

| would also like to take a real quick nonent to
i ntroduce sone other individuals who are here today from
the FBI. The first individual I would |like to acknow edge
is TomMlleck in the front row here. Tomis going to join
me for the question and answer session. Tomis a nenber of
the Naval Crimnal Investigative Service. He has been
assigned to FBI headquarters for approximately one year
now. The purpose of his assignnent is to help the FBI
understand the mlitary acquisition aspect, and he has been
very, very hel pful in hel ping us understand that issue. W
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wi |l be tal king about that shortly.

| would also |like to acknow edge sone attendees
who are here fromthe | ocal FBI Boston field office. 1'd
i ke to recogni ze Assi stant Special Agent in Charge Kevin
Kl i ne and Supervisory Special Agent Lucille Broh, both here
i n attendance today.

Very quickly, what | would like to do is go back
intime just alittle bit. [I'mnot going to go back to the
cotton gin or sone of the other inventions that have been
di scussed, critical inventions, because they do shed the
light on what the issues are here today, but | need to go
back to discuss where we were in the counterintelligence
programin the FBlI, where we are and how we got to where we
are today, and then sone ideas about where we go from here.

"1l start in the end of the Cold War 1990 tine
frame. The walls are down in Berlin. The FBI had been
funded very heavily for counterintelligence purposes to
fight the Cold War. Over the next decade, Congress, the
Department of Justice and the FBI demanded and took a peace
di vidend fromthose resources that had been devoted
strictly to conbat counterintelligence.

That peace dividend resulted in a shift of
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resources away fromcounterintelligence. Instead, those
resources went to address other pressing issues of the
time, whether it was the war on drugs or the epidem c of
violent crinme that was inpacting our country. The shift of
resources was steady, and it continued through that decade.
By the year 2000, the resources that had been devoted to
counterintelligence were reduced by approximately 50
percent within the FBI. | would venture to say that there
were simlar reductions throughout the intelligence
comunity.

In an arena with reduced resources, the FB
realized a series of counterintelligence failures in very
rapid succession. In 1999, the FBlI suffered through the
Wan Ho Lee investigation, the investigation targeting a
Departnent of Energy enployee. This was followed in 2000
by the episode in which Russian intelligence successfully
pl aced a listening device inside of our State Departnent.

It was followed in the spring of 2001 by the arrest of
Robert Hanson, who had betrayed the internal FBlI operations
to Soviet and Russian intelligence for over 20 years. Then
Septenber 11 occurred, and the criticisnms of the
intelligence coomunity and the FBI for the failure to
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connect the dots. The focus of all of these failures
occurring in rapid succession in the FBI caused a | ot of
fol ks inside the organization to question what is going on,
how do we stop the decline and how do we reverse this trend
in order to truly protect national security.

VWhile all of this is going on inside the FBI and
inside the intelligence coomunity, we have this whol e
hori zontal transfer of information and information
technology that is taking place simultaneously, if not
preceding it, and we were oblivious to this transformation.
VWhat we did cone to realize is that the FBI had been stuck
and it has been said over and over during the past two
days, we were stuck in the Cold War nodel. Being in the
Col d Var nodel conbined wth the reduction of resources,
the FBI found itself with its counterintelligence resources
clustered around cities in the United States that hosted
di pl omatic presence, whether it was an enbassy to the
United States, mssion to the United Nations, whether it
was a consul ate, but our resources were clustered around
t hose bui | di ngs.

We cane to realize that the threat was no | onger
a syimmetric threat. It was no | onger force against force,
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Russi ans, Soviets, U 'S. The very change that had evol ved
was nore of an asymretric threat than the symetric threat
of the Cold War. That asymetric threat neans that it was
comng at us by different countries that we weren't focused
on, and that the collection platforns being used by foreign
governments to collect information in the United States,
that those platfornms were beyond just diplomats. Those

pl atfornms coul d be businesses, it could be academa, it
could be advanced students, it could be researchers, it
could be a wide variety of platforns that were available to
use to collect intelligence.

It is in this background that Director Mieller
one week before Septenber 11 becones Director of the FBI,
not a good time to becone Director. |In the spring of 2002,
he changed the priorities of the FBI. He tried to change
the organi zation fromthe | aw enforcenent focused
organi zation, and he is forcing the change onto the
organi zation that has as its top priority preventing
counter terrorist, and he elevates to the second priority
in the FBI counterintelligence. These are dramatic changes
for an organi zation that had spent a good portion of its
time based in a |l aw enforcenment m ssion.
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He changed the priorities. W in
counterintelligence have to now change our focus and change
what we are doing. So in the summer of 2002, we rolled out
to our 56 field offices a new strategy, a strategy that we
wanted themto use as they address counterintelligence
I Ssues.

This is a logic nodel of that strategy. It is
approxi mately a 30-page docunent boiled down here into a
one-page chart. At the top, we want to protect U S
against foreign intelligence collection and espi onage, we
still have to work espionage. The strategic goals that we
wanted to address through that inpact are to prevent
proliferation of weapons of mass destructions. W want to
prevent the penetration of the intelligence community, the
U.S. governnent and/or its contractors. One of the hardest
things that we have had to try to do is to try to protect
critical national assets.

As we shift this m ssion, we have also got to
shift away fromthat clustered environnent we were in. So
al so in 2002 we began to shift our resources away from
t hose buil dings and establishnments, and spread those
resources throughout all 56 field offices in the United
NOTE: This is an unedited verbatim transcript of the workshop on a New
Government-University Partnership for Science and Security held at the
Massachusetts Institute of Technology on May 15-16, 2006. It was prepared by
CASET Associates and is not an official report of The National Academies.
Opinions and statements included in the transcript are solely those of the

individual persons or participants at the workshop, and are not necessarily
adopted or endorsed or verified as accurate by The National Academies.



97
States. W eventually got the point where every field
of fice now has a conponent that is dedicated to
counterintelligence, and it is to address the
counterintelligence threat that is present in their
territory.

How do we want themto go about addressing that
threat? W gave them-- and it is showm down in the second
box up fromthe bottom those are the strategies that we
put in place in our field offices. As we have gone through
this, we have cone to realize that if you were to put these
in the correct order, engage in strategic partnerships is
the nost inportant piece in that box.

As we engage in strategic partnerships with a
variety of entities, we then position the FBI to know your
domain. So we are asking our field offices, know your
domai n. \Wat does that nmean? That neans understand what
is inside your field office's territory that is going to be
of interest to foreign intelligence collectors or foreign
governnmental collectors inside your field division,
understand what is there that is a target for collection
activity.

W al so want you to understand the threat,
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understand who is comng into your territory, who is it
that is interested in collecting that information which
resides in your domain. The key to being successful in
both of those endeavors is engaging in strategic
part ner shi ps.

As we worked our way through this, the field
of fices woul d cone back to headquarters and they woul d say,
who do you want nme to have these strategic partnerships
with? Wio is it inportant that | deal with to understand
the threat so that | can protect the counterintelligence
equities present in the domain.

It was pretty easy to cone up with the first
group of folks we wanted themto engage with. That was
ot her individuals, other governnental entities. W have to
understand for the governnent what are the issues,
counterintelligence issues that are of concern to us. So
that was the first issue we tackl ed.

That was followed shortly by us dealing with
private industry. Lots of things of interest to foreign
collectors reside in industry. A shift in where those
things resided; it used to be in the Cold War era, those
t hi ngs were owned, devel oped, by the governnent. A shift
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has occurred, and as we heard the previous panel discuss,
t hose things are di spersed now and nmany of those reside in
private industry. So for us to know our domain and
understand the threat, we had to engage with private
i ndustry.

The | ast one that we cane to realize was
inportant to us was to engage with academ a and to have a
di scussi on and open a dial ogue with academ a about what is
it that we want to protect. Again, this whole shift is
away from being a reactive programwhere we are waiting
until Robert Hanson is identified to arrest him W are
not going to wait until the Russians have put a bug inside
the State Departnent before we try to protect that equity,
but it is truly a shift fromreactive to proactive, and a
shift to prevention, prevent the loss of critical national
assets.

| would like to address those three different
groups. W have used a simlar approach in those three
groups, and I will talk real briefly about each of those

gr oups.
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In dealing with U S. governnental entities, there

is at least 15 governnental agencies that nake up the
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intelligence community, and when you add on corollary
agenci es that have other responsibilities that inpact
counterintelligence, we are probably dealing in the
nei ghbor hood of between 23 and 25 different federal
agencies that inpact the FBI's counterintelligence program

So we formed a national counterintelligence
wor ki ng group at FBI headquarters. W brought in
representatives fromall of those 25 agencies and we sat
down and said, here is where we are going in
counterintelligence, what is it you can do to help us, and
equal ly as inportant, understanding what is critical to
protect. |If we have limted resources inside the FBlI to
address counterintelligence, we have to insure that those
resources are going to the highest priority issues, and
that we are putting counterintelligence protection around
the nost inportant information assets or intellectual
property.

From the national working group we al so cane to
realize that we have two big field offices in the FBI. One
is located in Manhattan, New York Cty. W have anot her
large field office located right across the river in
Newar k, New Jersey. Previously we dealt with the
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counterintelligence programin those two offices as
separate issues. So we had New York doing its own thing,
Newark doing its own thing, and we won't |let those two m Xx.
It is based on the old judicial boundaries that we used in
prosecuting our |aw enforcenent cases. So we were set up
based on judicial boundari es.

Bad guys, collectors, don't pay attention to
t hose boundaries. They don't understand the boundaries and
they are not worried about them They are collecting
across boundaries. So we had to get our organization
deal i ng across boundaries, and we had to get themtalking
to each other, and understanding that the threat of a
coll ector assigned to the mssion in the United Nations or
New York City could just as easily be targeted technol ogy,
targeting information, in New Jersey. So we had to get our
organi zation tal king to each other.

So that led us to regional working groups. From
t he national working group we dug down to a regional
wor ki ng group. In fact, we even asked themon a field
office by field office basis that they engage in a
counterintelligence working group within that field office.

The purpose of these regional working groups, the
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nati onal working group, is a sharing of information. It is
a sharing of information fromthe FBI as to what we see is
the threat environnent at the present tinme, what is it that
we see foreign collectors doing right now and how i s that
i npacting the various entities within your domain. So it
was the sharing of information that is the key. It is
t hrough the sharing of information that we are then | ooking
for feedback fromthese working groups to tell us we have
sonething that we think affects the whole effort that you
have ongoi ng.

So we are sharing threat information, we are
seeking their help in helping us to understand the threat,
and understand who is being active in their domain. W
al so want their help to identify what is inmportant to
protect. W can't figure that out. It is a very hard
thing for the FBI as an organization to say this is
critically inportant to protect. You have got to help ne
figure that out, because | can't do it.

The other thing, we wanted to educate, and we
started with U S. governnental entities, we needed themto
understand the threat fromthe insider. The insider threat
piece was critical. W |earned trenmendous |essons as the
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FBI fromthe failures of Robert Hanson, and there were at
| east two other penetrations of the FBI prior to Robert
Hanson. In studying those cases, we cane to understand
that the insider threat piece was inportant to the
government. As we matured, we realized that insider threat
is just not a threat to the governnental entities, that
insider threat is just as equal in private industry, and
that insider threat is just as inportant in academa. The
insider threat is the trusted individual who is inside the
four corners of those walls, the insider threat.

We | earned a val uable | esson as we noved into the
next sector, noving out in our new strategy, and I'l| get
back to that in a nonent.

Private industry was the second area | nentioned
we wanted to get into. W began discussions, we began
engaging with sone of the | argest defense contractors in
the United States. W selected three of the prinme defense
contractors and we entered into a dialogue with them W
wanted to understand how they did their business. W
wanted to understand how it is that they protect
t hensel ves.

I n our discussions with them we canme to realize
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that they had very good security. People understand
security. That is gates, guards, guns, access, that is
security. Security is very good, but it does not take into
account counterintelligence.

We cane to realize that there is a third piece
that you have to roll into that, and that third piece is
the cyber piece. That cyber piece as to what is on your
systens, how are those systens protected, and who is taking
advant age of your systens, and is that system being taken
advant age of by foreign collectors.

So in comng to that understandi ng, we then cone
back and take a step back and say, the insider threat
pi ece. To be effective in addressing the insider threat
pi ece you need three s separate conponents worKking
together. Those three conponents are your security
conponent, it is your cyber conponent, and it is a
counterintelligence conponent. It is only by conbining
those three elenents that you are going to cone up with an
effective programto deal with the insider threat, whether
that threat is in the governnent, private sector or
academ a

We continued discussion with private industry.
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W said, if this is what they think they need to have good
counterintelligence, we need to help them \Wat we did is,
we started working with Tom Mlly, working with Defense
and said, help ne understand how t hese defense contractors
do busi ness, how does this stuff work.

VWhat Tomwas able to bring to the FBI and to help
us understand was, this is a graphic, a simlar chart that
came out in the last discussion, where it showed how you go
fromsonething that is an idea, you go into research and
devel opnent, you then go into production, and then
eventually in the mlitary they worry about having foreign
mlitary sales.

In this graphic, as you nove along this line,
eventually that information may nove into the classified
arena, or it may nove into the dual use technol ogy arena.

It may stay up top there, it may not dip down at all. It
may just go froman idea to a | aboratory for devel opnent to
i ndustry for production and eventually for sales, so it
could be any technology this nodel wll apply, but this
just happens to be the mlitary nodel.

So as we in the FBI canme to understand how this
wor ked, we also cane to realize that for years, we had
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focused the majority of our effort down at the very bottom
of this nodel here. W were down in the classified world.
W were staying and playing in the classified world, doing
our business in the classified world.

VWhat Tomand the mlitary, DoD hel ped the FBI to
understand is that a lot of that stuff worth protecting is
bei ng done in the research area, it is being done in
devel opnent, it is being done in |aboratories. The bad
guys -- bad guys is an old term foreign governnents have
figured this nodel out, and foreign governnents have
figured out that they can target the technol ogy, the
research and devel opnent, before it is protected, and that
by doing that they can save thensel ves trenendous costs in
research and devel opnent.

So comng to this understanding is what led us to
the next step in our evolution here. That is, reaching out
to academa. Academia is involved in this cycle. They are
involved in the research. They are involved in classified
research. So the |abs that develop it are in academ a

Private industry | have addressed earlier. W
are talking with themand trying to understand that, but as
we have conme to understand the cycle we then go back to
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i ndustry and we say, we think we have figured it out now.

So what we did is continuing to work with
industry. | think we are not quite there yet with
academ a, but |I think we can get there. W devel oped a
tool, it is a counterintelligence vulnerability tool. It
is a tool that, based on the best know edge of the FBI,
menbers of the intelligence community, nenbers fromthat
nati onal working group, we have put together this tool that
we share with private industry.

W will give themthis tool. It is a tool that
they can |l ook at to evaluate how are they positioned to
address the insider threat, howis their security dealing
with their cyber piece, howis all that dealing with the
counterintelligence piece, and how well do you understand
how you are being targeted by foreign collectors.

We have rolled that tool out to private industry
within the past six nonths. W are starting to get the
feedback fromprivate industry. As we get that feedback,
we wll continue to tweak that tool and continue to nmake it
rel evant for use by private industry.

The second piece that hel ped us identify dealing
wi th academ a, once we realized how this worked, was a
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study that was done by the RAND Corporation. It was done
in 2002. | believe it is referred to as Radius. It
basically was a report that tracked federal funding for
research and devel opnent in U S. coll eges and universities.
It was getting this information and studying this
information that hel ped the FBI make the next step in our
devel opnent of dealing with academ a and why it was
critically inportant.

At the tinme, it was $80 billion a year of federal
funding going into research. | believe that although there
has not been an update to this study, the information I am
getting is that it is around $120 billion, and |I'm sure the
fol ks in academ a here can probably give ne the dollars and
the cents by federal agency. | just don't know that off
the top of ny head.

But understandi ng how this nodel worked led us to
saying we need to engage with academ a in discussion. That
is what led us to the next step, which is an academ c
alliance, research alliance. Again, the focus is an
awar eness on the part of academ a, awareness on the part of
the federal governnent as to what is going on here, and
eventually to the formation of the National Hi gher
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Educati on Advi sory Board.

That board was fornmed in Septenber of '05. There
was a press release, and 1'd like to read just two snippets
fromthat press release. It was announced by Director
Robert Mueller that he has formed this advisory board in
order to foster outreach and to pronote understandi ng
bet ween hi gher education and the FBI. Please read that to
mean really the U S. governnent, because through that
national working group we are bringing all of the federal
inputs into this and engaging in this dialogue wth higher
educati on. G aham Spanier, the President of Penn State
University, was the chair for this board, and has been
very instrunental in helping the FBI get this board up and
runni ng.

To further describe the FBI vision of howthis
board would work, I will also quote fromthe press rel ease
fromD rector Mieller. As we do our work, we wish to be
sensitive to university concerns about international
students, visas, technol ogy export policy and the speci al
culture of colleges and universities. W also want to
foster exchanges between academ a and the FBI in order to
develop curricula which wll aid in attracting the best and
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bri ghtest students to careers in | aw enforcenent and the
intelligence community.

In Septenber '05 is when this board was forned.
Those are the nenbers who participate in the board. It has
had two neetings. The third neeting is scheduled the first
week of June. The first neeting was pretty nuch
introductory. The second neeting is when things got down
to issues. At the request of Dr. Spanier, Assistant
Secretary for Commerce McCorm ck was present and a very
lively discussion ensued on the deenmed export issue. Not
much el se was acconplished at that neeting, but it did
serve as a forumfor an exchange between academ a and the
FBI and the governnent, a very heal thy di al ogue.

|"mnot going to take credit for today's
announcenent. | don't think we had anything to do with it,
but Assistant Secretary McCormi ck did | eave that neeting
with a very cl ear understanding of the concerns for
academa, so it was | believe very successful. There wll
be followmp on that issue at the June neeting.

| do want to nention one other issue that has
been a significant change in the counterintelligence
programin the FBI. That change occurred in Decenber of
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‘04, 2004. As we understood that nodel and that we were
trying to protect technology, trying to protect critical
nati onal assets, protect what is inportant to the United
States, we realized that we weren't positioned to do that.

So we petitioned to the Departnent of Justice,
and were successful in getting concurrent jurisdiction with
Commerce and EIS into export control violations. However,
t he Departnent of Justice limted our jurisdiction and
t hose viol ations where we could show that there was a
forei gn governnent sponsored effort in that collection
activity. So we are not worried about all export control
violations. W are not worried about all rmunitions control
violations. The FBI was focusing its efforts on those
i nstances where the activity was bei ng sponsored by foreign
gover nnent s.

As a result of that jurisdiction, we have shifted
the focus. This is a shift that is critical. | think it
points out a significant change in counterintelligence of
the U S. governnent.

In the past not quite two years, since we have
got that jurisdiction, we are seeing a change in the
prosecutions being used by the Departnent of Justice. That
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shift is away fromenforcenent of the espionage statutes
and nore towards the protection of dual use technol ogy.

There is a growh in prosecutions on the
technol ogy side and the espionage side is still inportant,
we are still going to aggressively pursue espi onage
i nvestigation, but I think we are seeing the begi nni ngs of
a shift away fromthe old Cold War espi onage, protect
classified information. | think the violations in the
future are going to be nore in line with intellectua
property and dual use technol ogy.

| would also like to cooment on one other pattern
that we are seeing. | am asked constantly about foreign
students and what is the FBI doing about foreign students,
why are you investigating foreign students.

VWhat we are seeing, and the trend is -- and this
is in the public domain, there are a nunber of these
arrests that have made their way through the prosecution
process, and what we are seeing is a trend. The trend is,
there are students from China who cone to the United States
to get their degrees. They cone to get an advanced degree,
they cone to get a doctorate degree. Once they get their
degree, they then | eave the world of academ a and they go
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into the world of business in United States. They wll go
to work for a defense contractor, and they will be on the
uncl assified portion of that project. They becone PRA,
per manent resident aliens, and eventually qualify for U. S,
citizenship. Once they have citizenship, they then nove
fromthe unclassified arena in U S. industry into the
classified arena, where they devel op the contacts, devel op
t he understandi ng of that technology. Eventually they nove
away fromthe U S. private industry piece of this and they
start their own front conpanies, they start their own
t echnol ogy broker conpanies. They have the contacts in
i ndustry, they understand what pieces are inportant.

The trend that we are seeing is that there have
been a series of approximately 25 arrests over the last two
years of U S. citizens of Chinese ancestry who are invol ved
in the collection of dual use technol ogy for the benefit of
China. So that is the trend that we are seeing devel op.

Are we focusing on these students when they are
here as a J1 student? No, but that trend does exist. |Is
that going to be the future? | don't know.

In summary, what | would like to say is that we
started this transformati on of the counterintelligence
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policy inside the FBI with the recognition that we needed
to be engaged in strategic partnerships, and that strategic
partnership eventually noved us fromdealing with
governnmental entities to the private sector, and now we are
trying to engage with academ a in this discussion.

Agai n, the objectives are, we want to engage in those
strategic partnerships to help us understand our domain and
understand who are the intelligence collectors who are
targeting that domain.

Thank you very nuch.

DR. GAST: | imagine there m ght be sone
di scussion. Senator Hart has departed, so soneone could
ask on his behal f.

DR. ECKERT: Just picking up on a point nmade
yesterday, | comment the FBlI in noving forward and trying
to think about these issues in a different way, but one of
the questions was, what is the true nature of the threat
and what kind of information can be shared. | think that
until some of the information gets out there -- it was news
to me that you had 25 cases of Chinese-Anerican citizens.

| think to the greatest extent possible, it would
be very helpful to the community to try to understand what
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you are seeing in terns of trends and the information that
you have. Even in some of the previous NAS neetings, they
are alluded to studies and things underway, but from what |
have heard from peopl e who have heard the classified
version, let alone the unclassified version, the
information that was given was really not very persuasive
at all.

| think fromyour standpoint you have an
education problem if there is a problem but you have to
define what the problemis for the comunity in order to
under st and what kind of actions they need to take.

MR. BEREZNAY: 1In dealing with the defense
contractor industry, it has been a little bit easier for us
nmovi ng forward, because the vast mpjority of the businesses
that we are dealing with do possess clearances. So we can
share the classified information wth them

In dealing in the unclassified, we have to wait
for the prosecution of these cases to conclude, at which
point intime w then need to be aggressively engaged in
educating not just academ a, but the U S. public about what
this neans. | don't want to draw any concl usi ons about
what it nmeans, because we are way too early in this process
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to be maki ng any concl usionary statenents about what is
Chi na doi ng.

We are very concerned about it. W are |ooking
at it. There are two cases right now that are in the
prosecutive process that will have direct inpact on
academ a. As those cases nove forward it wll be incunbent
upon the FBI to share that information and to be engaged in
all 56 field offices, the three sectors, in sharing that
i nformation.

That is the relevance that we bring to this, that
this is the threat as we see it right now, and this is how
we believe they are trying to di sadvantage our nati onal
security.

DR. GAST: | think you could share with the
academ c community sonme dope, because quite a few of us
have cl earances.

MR. BEREZNAY: They do. In fact, everyone on
t hat education board does have a clearance. Those that did
not have it, we got themclearances. |In fact, we had to
shift the conposition of that group, because there was one
i ndi vi dual who was from Canada who the Canadi ans did not
want us to give hima U S. clearance. So we had to juggle
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that a little bit, but we do.

DR. GAST: | would urge you even with this panel
to share the information, because it is hard to draw
concl usi ons unl ess you know the information, and a nunber
of the peopl e have cl earances and can receive that
i nformation.

MR. BEREZNAY: Very good. We will work with them
to do that.

DR. BI ENENSTOCK: It was striking, the nunbers
that you gave in the scenario that you just described.

t hi nk we have hundreds of thousands of Chinese students
passi ng through Anmerican universities getting doctorates.
You are tal king about 25 cases after people have had access
to classified information. It would seemthen that
academa is too early in the chain to be |ooking for them
You woul d have to apply such a blunt instrunent at that
level that it wouldn't be very hel pful

So | amuncertain what you are going after with

academa. | would be the person at Stanford who woul d have
to deal with it. | amuncertain as to how you deal with

t hese very |l arge nunber of students. Well, | made ny

poi nt .
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MR. BEREZNAY: | don't disagree with your point.
| think it is a very valid point. | think as we | ook at
this issue, when we cone to understand it, as we engage in
t he dial ogue with universities to conme to truly understand
what are the issues, what is it that is taking place on
your canpuses.

| f that discussion educates and enlightens the
FBI that you are wasting your efforts in this endeavor and
you may be best focusing elsewhere, if that inthe end is
the outconme, then we accept that outcone. But | think we
are in the process of trying to understand that threat
right now, and as we continue to evolve and the information
continues, | think there is a bigger issue there, a
fundanental issue of, is protection warranted in this
environment. | think that is the question that this
commttee is struggling wth.

DR. GAST: I'mafraid we are running short on
tinme, so we can have maybe one nore question.

DR. RUDCZYNSKI: Andrew Rudczynski fromthe
University of Pennsylvania. Fromyour presentation | think
you descri bed an approach about -- you have bil ateral
threats that are present, and you are trying to address two
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separate issues, and | am wondering about your approach to
t hese.

First of all, the first approach you tal ked about
was the protection of U S. assets fromforeign governnents.
But | think you also have this nuch nore diffuse threat
fromunaffiliated actors. It seens to nme that you are
appl ying the sanme techniques to both of these issues, when
they may actually demand di fferent kinds of solutions and
approaches. | was wondering how you woul d go about
differentiating these two major loci of interest.

MR. BEREZNAY: One of the cases that | amciting
that is in the process right nowis one of those diffuse
collectors that you are talking about. It is a case that
is currently pending in Hawaii. The subject of that case
is an individual naned Noshir Goadia. He is an exanpl e of
the second class that you have nentioned. Because it is a
pendi ng prosecution, I amreluctant to comrent further on
it today.

| think the key is educating the target, who is
bei ng targeted by these individuals, whether they are doing
this as a state sponsor, whether they are doing it as a
private businessman, doing it for profit, or whether you
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are doing it as a surrogate for sone affiliation of
i ndi viduals that may or may not be nation states. So it is
really an education part. | would like to discuss nore
with you the other case, but | can't do so at this tine.
DR. GAST: Thank you very mnuch.

MR. BEREZNAY: Thank you.

Agenda Item The Role of the Research University
in US. Security and the Need for Rational Governnent
Pol i ci es

DR. SKOLNI KOFF: G ven the tinme, and |l eaving the
best for last, Chuck, it will just be a very brief
i ntroduction. You have the description of Chuck Vest's
background and sone of his many activities. The little
bi ography doesn't begin to cover themall.

| just want to say it is a special pleasure for
me to introduce Chuck. | was part of the search commttee
originally back in 1990 that recommended Chuck Vest to be
president. Qur faith in himand what he could do was anply
justified by 14 years of superb | eadership of this
institution. Chuck has been not only a | eader of MT, but
he has been a national |eader for science policy and for
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science and technology in the research universities
generally. He is a nenber of the President's Advisory
Comm ttee on Science and Technol ogy, was once president or
chair, whatever the title is, of the AAU. He was on the
Augustine Commttee, you have the report that was handed
out. In any case, a whole series of very inportant
national activities which | don't think even cone close to
the role that he has played not quite such a public role,
but in Washington generally and with the Congress and with
the Adm ni stration.

He is one of the rare people that has very strong
vi ews about what is inportant, and is able sonehow to work
with people fromvery widely varying political
orientations, not only to deal with the issues but to be
constructive and not to get people angry at him | don't
know how many peopl e have gotten angry at you, but | don't
think very many. He has nmade a huge difference for us all.
| don't even know what party he votes for, so that seens to
me a great recommendati on.

Chuck, pl ease.

DR. VEST: Thank you very nuch, Steve. | have to
say that | have got a great fondness for the Boston FBI
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of fice, because | had the incredible privilege of serving
on the Rob Silverman Comm ssion for over a year on
intelligence and weapons of mass destruction. | spent nmany
long winter hours in a skiff over in the Boston FB
headquarters, editing the two final drafts of that report.

| also want to say that | thought M. Bereznay's
presentation was extrenely inportant. It left an inmage in
my mnd that I would comend to this commttee. The curve
you used, starting with fundanmental research, working
t hrough the universities out to the end of the acquisition
cycle is very telling, but it should be three dinensions.
The whol e point of this conference is, there is another
curve that starts at the sane point, then cones down and
nmoves up the scal e of commerce and buil di ng our econony and
health and quality of l[ife and so forth. It is trying to
figure out how to put these two things together in the
right way in those early cycles that we are all talking
about .

| al so have to say that based on the experience
of the Rob Silverman Comm ssion, it was very painful to put
a signature on a report that was a very strong indictnent
of information failures, because despite that, | canme to
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understand that there are sone incredibly good and

dedi cated people in the intelligence and
counterintelligence conmmunities, to whomwe all need to be
very grateful. So anything | say that is critical is still
in that context.

First of all, as |I know has been said many ways
during this neeting, we have to work together. Partnership
is essential for a nunber of reasons. First, maintaining
U.S. leadership in science, technology and health. Second,
to conbat terrorismand other security threats to R&D and
t hrough our education, and third, to understand the risks
and benefits -- and | amgoing to try to enphasi ze that a
l[ittle bit in ny remarks -- understand the risks and
benefits associated with potential restrictions on the way
we do things in universities.

Havi ng just heard fromthe counterintelligence
context, let me look a little bit at the context for
universities, research and education. | think there are
four key issues that we have to westle with. First is
enabl i ng national, and as soneone comment ed yesterday, also
gl obal economc vitality, health, security and quality of
l[ife, contributing through our universities and our work
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directly to our national security, third, handling
scientific information and materials, which is what has in
essence brought us together, and fourth, figuring out how
inall of this to maintain the openness and the gl obal flow

of people and ideas that is inevitable and inportant going

f orward.

So | amgoing to nmake just a couple of very brief
comments -- | know there will be sonme redundancy -- on each
of those four things. First of all, Anerica' s conparative

advantage in 2006 in this world is a strong science and
t echnol ogy base, coupled with a free econony. | would add
to that, built on a base of denocracy.

We all know that we have sonething very informal,
very | oosely coupled, that we call an innovation system
t hat creates new know edge and technol ogy through research,
t hat educates young wonen and nen to not only create nore
new know edge, but also to understand what is being
generated and to ultimately nove it into the marketplace in
the form of new products, processes or services.

Thi s has been an enornous success. You all know
t hese nunbers. At least half of the growth of the econony
since Wrld War Il in the U S. has been due to
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t echnol ogi cal innovation. Mich of that has cone out of
uni versities.

| like to show this list that | put together six
nont hs or so, because sonetines we know that we are not as
appreci ated as we mght be for sone of the really major
t hi ngs that have cone out of universities.

Here are a few innovations, these don't happen
every day by definition, in which universities played
either the sole or at |east the dom nant role, conputing,
| aser, the Internet, the fundanentals behind the GPS
system nunerically controlled manufacturing, the
organi zation of the Wrld Wde Wb, financial engineering,
the genetic revolution, nodern nedicine, et cetera. This
is not to use the phrase used yesterday small pot atoes.

VWhat about contributing directly to national
security? |I'mnot going to enphasize this today, but I
think we all are very nmuch aware that there are things we
can do, and nore things to be done. But in saying that, |
want to make a couple of points here. One is that
counterterrorismis not all about high technology. Second,
| don't believe that a Manhattan Project style activity
whi ch many have suggested fits the role of terrorism It
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is too unfocused, it is too conplicated, too diffuse, has
t oo nuch non-technol ogi cal conponent, and so forth. But |
do believe that we can and are in this and many ot her
universities contributing to this national issue through
specific projects, and al so through participation as
partners with governnment and industry.

| also want to nake the point, and | know it is
redundant with previous speakers, but |life science and
bi ot echnol ogy | believe do pose particular opportunities
and chall enges that are actually quite different than those
that we are used to dealing wwth. Just as the
counterintelligence world has to make a shift fromthe Cold
War era, we have to understand that sonme of the chall enges
based on nodern |life science are quite different than
things we have dealt with in the past.

Just a remnder that terrorismto date has been
pretty nuch a | ow tech undertaking. Mechanisns, know edge
bases, truck bonbs, commandeering commercial aircraft,
credit card fraud, materials, nothing particularly
sophisticated, fertilizer and diesel fuel, off the shelf
chem cal s.

The second-largest attack in this country by
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terrorists was of course in Oklahoma City. The terrorist
was a white American citizen and veteran, and he used a
rental truck and fertilizer. | think it is very inportant
particularly in the university world that we keep these
things in m nd.

But of course, our worst nightmare is about
terrorismare those with a much hi gher technol ogy content.
The idea of nucl ear weapons and m ssil es being used agai nst
us, either by state actors or worse yet, in the hands of
terrorists in some way, the information to do these things
has been accunul ated over many years, and the naterials
i nvol ved nmust be maximally secured and are. But as we
know, unfortunately there has been huge | eakage around the
worl d, materials out of the former Soviet Union, know edge
and technol ogy through the AQCON network, and so forth.

Cyber terrorism nentioned in the previous
speech. Again, the information that is needed is quite
sophi sticated, but it is absolutely readily avail abl e.

What about the materials to be used? Wll, conputers and
hi gh- speed network connection, it is everywhere.
Bioterrorism nmnuch of the information that is needed is
readily available. The facilities needs are quite nodest.
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Materials we have to be careful w th, anong ot her things,
by securing themand m nim zing them

So how do we in universities handl e these things,
the materials and scientific technology information that
could be useful for terrorisn? These are very sinplistic
comments, but | wanted to try to keep it at a fairly high
| evel here.

| think we have to think about the seriousness of
strength of risks. The nost serious kind of things even
today in this post Cold War era are knowhow rel evant to
sophisticated mlitary scal e weapons systens. W nust
continue to take these things extrenely seriously.

The vast majority of academ c science and
engi neering research, while | am not naive enough to say
poses no risk, in general is nodest at best. As was
poi nted out previously, generally they are things that take
many years before they m ght cone back to haunt us. One
can dream up counter exanples to that, but | think in
general nodest at best.

In truly fundanental research and education, |
think the risks are mnor to nonexistent. 1'Il cone back
to that point in a nonent.
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So | think for these serious things we nust
continue to apply traditional classification nechanisns
that are well understood, well in place, we know how to
deal with them as we do at MT in our Lincoln Laboratory,
in industry, and so forth.

For those that are nodest at best, and those are
frankly what we are here to tal k about, | would say that
there are not many obvi ous actions that we need to take,
and those that are mnor to nonexistent, truly fundanental
research and education, | hope that we do not hing.

Now, think a little bit about this. Some of the
things that are in the academ c domain in terns of
materials will include in a small nunber of university
| aboratories around the country certain pathogens which are
absol utely deadly dangerous materials. W have a
responsibility, and | believe we are, and | believe the
governnment guidelines are in pretty good shape, we have to
be extrenely serious about restricting anounts and use and
access to those pat hogens.

There are a nunber of dangerous chem cal s around
that are pretty nodest in their danger, but it is not zero.
Then | think there is access to expl osive chemcals, and so
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forth and so on.

So the first, as | say, reduce access, restrict
anounts, track carefully. These today follow the sel ect
substances regulations, and | think those are generally
good things as long as the lists remain appropriately
noderate in | ength.

Dangerous chem cals we should be careful wth. |
think the main thing to do is use the small est anmounts
possi bl e, and inventory and track carefully, and for other
t hi ngs that have nobdest dangers, just keep your inventory
smal | .

A few ot her thoughts on risk reduction, about
know edge, information, education that has at | east
potenti al damagi ng uses against us. As | said, we have to
maintain in this country a sound classification system |
Wil coment inalittle bit, | think we classify too nuch,
but that is classified, we have to protect appropriately.

| think we have a responsibility in our
uni versities to educate our student researchers about
security. | think this should be wapped together with the
other things we have a responsibility to enbed in the
t hi nki ng and actions of our students, that is, issues
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around health, around safety, around environnment and so
forth. | think these should all be put together so it
beconmes a natural consideration that is in the water and
the air, so to speak.

| think that as sinple a thing as strengthening
| aboratory groups and their comunication and their sense
of community is one of the nost inportant things we can do.
| f people are working together all the time, quite frankly
the opportunity to engage in dangerous activities goes down
relative to a systemin which kids spend |l ong hours in the
| aboratories by thensel ves.

| think we have to enphasize care and rapid
processing and granting of visas, sonmething | am not even
going to take tinme to talk about here, we all know these
i ssues, while we remain open and wel com ng. W do have a
responsibility to maintain at a certain | evel tracking
systens for students and visitors, but the information
tracked should be very, very highly limted. 1In scientific
materials, | have said what has to be said about that.

Let me turn directly to the issues of openness.
| believe that fundanentally, walls just won't work,
especially in 2006 and beyond. First of all, and this is
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our side of the Cold War nentality, we know now that people
everywhere in this earth are smart and capable. W can no
| onger pretend that the U S. is the fount of all inportant
know edge, and it is just a matter of protecting other
peopl e from know ng the things that we know. People
everywhere are smart and capabl e.

Sci ence and technol ogy, regardl ess of steps we
take or don't take here, are going to continue to advance
relentlessly. | have a little map | sonetines use in
present ati ons about innovation that shows that by sector,
North America, Europe, Asia, we are spending in each of
those areas al nost the sanme anbunt on R&D today. W are
about 40 percent higher in North Anerica, but in general
everyone is increasing spending in these areas.

G obalization is a domnating reality. No use to
talk about it in the abstract anynore. It is here. It is
here especially for industry. W have to recognize that.
We al so have to recogni ze how fundanental |y we have been
transforned by the Internet and the Wrld Wde Wb, which
despite the vulnerabilities that they bring to bear are in
my view the nost inportant denocratizing forces out there
t oday.
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So we in universities are being pushed and
pulled. 1 think we are being pulled outward by the web and
by gl obalization, and we to sone extent being pushed inward
by concerns about dangers of all too real terrorismand by
export and immgration controls and so forth.

| put this sinple diagramfor the purpose of
stating that the web and gl obalization are huge forces, and
they are going to be present, and if we are not the ones to
respond and recogni ze the opportunities, it will sinply be
universities in Asia or Europe or el sewhere.

Terrori st dangers today exi st everywhere in the
wor |l d, and hopefully the nore awareness we have, the nore
we can protect ourselves a little bit. These are all giant
forces. The forces of export and immgration controls on
the other hand are policies set by our governnent,
relatively finite in scale, and things that we can talk
about how to do better than we are currently.

Two quick | essons, or at |east we m ght consider
themlessons. One is to step anay fromthe mlitary and
terrorist based threats and think a little bit about
econom c security. | start with what | amgoing to call
t he theory.
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Back in the 1980s universities were considered to
be huge sources of technol ogy which was going to flow. The
termused was normal ly our crown jewels, was going to flow
out of universities in general, MT specifically, over to
Japan where people were going to take it, commercialize it,
cone back and eat our |unch econom cally.

The reality is, after all this sturmand drang
was over, | would propose that we probably |earned nore
fromthe Japanese about manufacturing and managenent than
they | earned fromus technol ogically, despite the fact that
| wouldn't begin to kid you that the wanted a | evel playing
field. | think throughout this period, standing up for
openness ultimately served us well, even though as | say
t hat openness was pretty asymmetric between Japan and the
U S at that tine.

VWhat about the Cold War? | think there is a very
i nportant thing about the Cold War, because we won. Qur
technol ogy superiority was absolutely essential in that
victory. It was driven by our research universities and
our national |aboratories by and |arge, and was devel oped
as we all know in |arge nmeasure by inmgrant scientists.

Again, | think our open society and institutions
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were superior. Many people in this roomknow very wel |
that the Soviet Union was full of brilliant scientists and
engi neers, but that constrained inward-I|ooking systemdid
not stand up to our openness. @ obal conmmunication,
keeping the lines of comrunication particularly in the
scientific community between the East and West at that tine
was very inportant.

So | think these | essons, while they don't map
exactly onto the problens today, still are things that we
need to keep in m nd.

Let nme close by doing sonething really gutsy. |
attenpted to answer the eight questions that your conmttee
posed, or at least give a little guidance to them So
don't take all these too seriously. That is why |I say
these answers nay be a |little easy, but there are a couple
of serious points certainly within them | tried to
par aphrase your rather |engthy questions.

Nunber one. Today what is the appropriate
conceptual framework for national security, science and
t echnol ogy research, given speed, conpetition and
terrorisn? | do not nean this to be flippant. | am
absolutely serious. | think the primary framework is what
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| have stated here, that it is nore inportant to keep
filling our bucket with new know edge and technol ogy than
it is to obsessively plug all the little |eaks.

| think it is finding that bal ance that we have
to deal with. Plugin links is great if it is going to be
effective, but the problemis, if all your energy goes into
that and you sl ow down the filling of the bucket for all
the right reasons, you will be in trouble. It is alittle
bit like the fanbus quote from Through The Looki ng G ass.
We are in a situation where we have to run twi ce as fast
just to keep in the sane place. So we can't slow the
system down unnecessarily.

Secondly, what threats do we face, and how do
sensitive but unclassified designation and deened export
controls mtigate them appropriately, given the character
of 21st century scientific discovery? | believe, nmaybe a
l[ittle naively, but | believe that clear bright boundaries
tenpered by sound inforned judgnent are what make good
policy. Not so nuch in the context of what has been said
here today, but sone of the other things that | ama little
bit cogni zant of.

| think one thing we do is, we classify far too
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much stuff in this country right now, thereby overwhel m ng
our security apparatus unnecessarily. Mre relevant to the
work of this commttee, | believe that the designation
sensitive but unclassified should be sonewhere between rare
to nonexistent. In other words, we should figure out what
the really critical areas are and we should build high
fences around them everything el se should be secondary.

Third, can we afford security policy that does
not address econom c issues? And how do we integrate
security with international commerce and interactions,

controls and openness? Again, alittle bit sinple but I

mean this quite sincerely. First of all, if we |ose our
econom ¢ security and our personal liberty, the eneny wll
have won.

Secondly and a little nore conplicated perhaps,
but I think if we fail to bring nore and nore of the world
into better econom c, educational and human health, the
eneny again will have won. These to ne are the primary
argunents for com ng down on the side of openness in the
vast majority of decisions that have to be nmade.

Fourth, what risk-benefit analysis is needed for
the security and for research academ c conmunities to
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pronot e nutual understandi ng and good policy? W should
probably spend nore tine on this than nost of the things
that | have nmentioned. | think it is just comon sense and
experience that common cause is forged when people work
t oget her on substantive issues. Trust and effectiveness
for both of us, both the counterintelligence and security
communities and the academ c scientific communities, wll
be the byproducts of this.

| think that risks can be categorized. It is
al ways a bit of an art rather than a science, thinking
about things as Ropick and Gray's book points out on two
metrics: What is the likelihood of this threat occurring,
and what are the consequences. It is weighing those two
t hi ngs together that begins to help us do a risk-benefit
anal ysi s.

| think, and this is a very specific suggestion,
| think it would be a very productive joint endeavor for
the science and security and intelligence communities to
wor k together on doing a lot of risk analysis. This hel ped
us get started, by the way, several years ago in thinking
about environnental issues. Working together, nuch of this
could be done, I"'mquite certain, in the unclassified
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domai n, just thinking through threats, thinking about
consequences with good strong -- this would be a great way
for people to work together, do sonething worthwhile, get
to know each other, and hopefully formthis better sense of
common cause, trust and effectiveness. 1'll conme back to
that in just a nonent.

Nunmber five, do biology and bi otechnol ogy raise
new ki nds of security concerns? Wat paradigmis needed?
The answer in nmy view as a non-life scientist seens to be,
yes, absolutely, these are sonewhat different entities than
we are used to dealing wth. Again, thinking about risk
assessnments woul d be a good way to get started in thinking
about this.

Once biology and synthetic biology and so forth
begin to enter the scene, this is certainly not yesterday's
war, and it is not going to be won with Magi not Lines, or
even the nucl ear weapons style controls. Open cooperation
of sone form between the intelligence, security and science
communities is absolutely essential.

Maybe the nost inportant nmessage | would like to
| eave with you is, you have got to engage young scientists.
It can't just be all of us folks that have been around a
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long tine that worry about these things. You have got to
get the new people who have the vision of what the future
is going to be, who understand its pace and so forth, we
sonehow have to get them engaged. As several speakers have
said over the last tw days, this is going to have to be
done in sone kind of a new open format. There are sone
starts on this.

What is the role of social science in the
security discussion? | think it is huge. | think that
soci al science and al so schol arshi p about culture and
hi story are absolutely essential as we heard the other day
from Prof essor LaFree to understandi ng the causes and
nature of terrorists and terrorism to contributing in very
i nportant ways to risk analysis, and frankly, to bal ance
t he sonewhat technol ogy-centric view of threats and
count er measur es.

| don't want to tranple on anybody's toes, but |
keep thinking back to the days imredi ately after 9/11. As
you can imagine, nmy e-mail was full fromwithin the MT
community and from other coll eagues in engi neering schools
and so forth around the country, of ideas of what we should
do. The nost popul ar idea was, we needed immediately to
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put a crash programtogether to figure out how to take over
remotely the control of aircraft when they were
commandeered, and land them | think it was a nuch better
idea to harden the cockpit so people couldn't get in. So
we can't let ourselves get too carried away with the
t echnol ogy-centric view of either threats or
count er measur es. As | pointed out, to this point in
time, while it may not be true forever, it has been a
pretty | owtech business.

The | ack of perspective and strategic anal ysis
fromthe social sciences and so forth were absolutely at
the core of some of our worst intelligence failures,
especially that inlraq. This isn't the tine or place to
draw that out, but trust ne, it is a true statenent.

Finally, social science is essential to the
privacy and security debate that is going to be heating up
even further in this country, in which the Academ es are
again going to play a role in trying to think through.

Nunber seven, what are the effects of restrictive
policies on research and education col |l aboration in
uni versities, national |abs and abroad? Just very sinply,
if they continue to grow rather than attenuate over tine,
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they will isolate us fromeach other, and do it at a tine
when col | aboration, interdisciplinary work, gl obalization
and to use the increasingly popul ar industry phrase, open
i nnovation, are cornerstones of progress.

Finally, nunber eight. Wat nechanisns for
gover nnent - uni versity-industry di al ogue and radar will work
best? Should these discussions be international? Here |
amgoing to go out on a linb and nmake a few specific,
sonetimes Don Qui xote-type recommendati ons.

First of all, I think we should begin by
strengthening the role of scientific and technol ogy advice
in our governnent, beginning with the age-old quest to
strengthen further the role of the President's Science
Advi sor and the office that supports himor her. | think
that every Cabi net Secretary virtually should have a
serious science and technol ogy advi sory nechanism The
Def ense Science Board is a great nodel and has been very
effective over the years. That provides the kind of
continuity that we need. | think the new intelligence
community university board will have that sanme kind of role
of continuity, high Ievel policy.

But | think we al so need what | have al ways
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called in the university world hit and run conm ttees,
things that get thrown together in a very agile and tinely
way when issues cone up to provide sound anal ysis and
policy advice regarding security threats. This could go
back to the risk-benefit, it could be other things. It
shoul d i nvol ve young peopl e.

The reason | like this kind of pull a group
together, get a job done, let themdisband is, they don't
get sucked into it. \Watever you do, if you do it |long
enough, you begin to form hardened opinions and views. You
need these fresh insights and continuity.

| think there probably will be instances in which
sone | evel of international participation is known.
haven't thought that through in great depth

Just a few further recommendations. | hope the
first one doesn't seemtoo self serving, but we should
i npl ement the pace in ACT legislation, that is, to
i npl enment and fund the recommendati ons of the Augustine
Comm ttee outlined in the executive summary of the Rising
Above the Gathering Stormreport you have. This will bring
nore Anmericans into science and technology. It wll
simul taneously help us to maintain our openness to the best
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and brightest around the world, and keep that S&T base on
whi ch many inportant things are ultinmately based strong.

| think as you heard many people say during this
day and a half, we have to reinvigorate the American can-do
spirit and get rid of this total dependence on oil. That
is the nost inportant thing, as many others have
articul ated nore know edgeably than |, perhaps the nost
i nportant thing we could do.

Here again, being a little bit of a Don Quixote,
| think the President of the United States should reissue
and order a strict interpretation of NSDD 189. That may
sound pretty esoteric, but those of you in this room know
that that is the basis of nuch of what the university
community has been worried about. It remains the policy of
this Adm nistration and our government, but it has lost its
teeth, and is being interpreted far too | oosely by people
who are understandably risk averse many | ayers down. I
think the way to attenpt to break that is to get it
rei ssued by the President.

| think we need to nake anot her quantum | eap, |
don't know what it is, in the processing of visa
cl earances, especially for scientific visitors. Here |
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want to say that everybody literally fromthe President on
down has worked hard and effectively at inproving the
i ssues around visas especially for our students and | ong
termvisitors, but there is still nore work to be done.

As has al ready been announced by Under Secretary
Dave McCorm ck, we will conduct a high I evel governnent-
uni versity-industry review of deemed exports. It is a good
start, but | think that once we get that done, and that is
the nost inportant i medi ate i ssue, we really need sone
serious rethinking of the entire export control regine.

Runni ng through all of this conference has been a
view that the world is changing fast and industry is
operating in totally new ways, and sonehow this too needs a
real fundanental rethinking.

Finally, I would call on the Academ es to jointly
establish a panel with the intelligence community to
rethink intelligence gathering, specifically regarding
bioterrorismcapabilities. There are sone things underway,
but this is the really new, different, nebul ous thing that
| think still requires a | ot of work.

| know that Senator Hart has left, but |I want to
end with the fanmus quote fromthe Hart-Rudman report,
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witten nonths before Septenber 11. Second only to a
weapon of mass destruction detonating on an American city,
we can think of nothing nore dangerous than a failure to
manage properly science, technol ogy and education for the
common good over the next quarter century.

Thank you very nuch.

DR. SKOLNI KOFF: | told you we saved the last for
the best. That was wonderful, Chuck, thank you. W have a
l[ittle tinme. Any questions? It is a good thing you didn't
tal k yesterday, Chuck, because there would have been no
poi nt in having a neeting.

| f we have no further questions, | wll take the
opportunity to call the conference to a close. | think
Alice has a couple of remarks of |ogistic type.

DR. GAST: Chuck, | would Iike to thank you very
much. We do need a copy of your slides so we can wite our
report.

| would just like to thank everybody for their
participation. | think it has been a very fruitful
di scussion, and we benefitted quite a bit frominput from
everybody. | would like to rem nd you, for those of you
who are roadi es and want to follow us around, our next
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regional nmeeting will be at Georgia Tech on June 5-6, and
then a third one at Stanford University on Septenber 27-28.

So thank you very much. You know where to reach
us if you have additional thoughts after this and woul d
like to give us input or ideas or suggestions. W are very
grateful for all your input. Thank you.

(Wher eupon, the neeting was adjourned at 12:40

p.m)
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