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Topics
• Federated identity basics
• InCommon update
• Levels of assurance (LOA)

• ICAM  - Bronze, Silver and Gold
• Assessing the domain and collaboration apps
• Assessing the research adminsitration apps 

• InCommon and the science agencies
• NIH
• NSF
• Dept of Energy
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Basics of federated identity

• Leverages institutional identity and authentication for 
inter-institutional use

• Based on SAML software, such as Shibboleth
• Industry tends to think of bilateral federated identity, 

e.g. for outsourcing; R&E does multilateral 
federations for collaborations and research and …

• Provides privacy and security
• Extra value in passing attributes for access control
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Growth of Federated Identity
• InCommon continues exponential growth, greater than 4M 

users, 200 major universities, research centers, and 
companies

• Internationally, growth is even more rapid; 25+ countries 
representing > 100M users

• Typical organization (Penn State) does 70,000 
transactions a day with trust based on InCommon; reduces 
help desk cost by 85% 

• Used for financial transactions, scholarly content access, 
access to national scientific resources, collaboration tools, 
social networking, etc.
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Multiple levels of assurance
• Defines the risks of an incorrect authentication to an 

application and identifies appropriate technologies 
and business processes for mitigating the risk

• LOA 1 for wikis, outreach, etc
• LOA 2 for grant administration
• LOA 3/4 for sensitive data and apps

• Step-up processes to integrate user experience
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ICAM

• Current initiative by US Government to leverage 
external credentials for government apps, by 
officials, institutions and businesses and consumers

• Best but still fragile in a long list of such government 
efforts

• Will formalize much of the federated activities now 
underway

• Progress succeeds steadily in the meantime
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InCommon LOA 

• InCommon – today’s federation
• Bronze - A campus researcher uses their campus 

account to access an NIH clinical trial wiki
• Silver – A sponsored research accountant uses their 

secure campus account to modify documents on 
NSF Fastlane

• Gold - A campus security officer could use their 
local two factor authentication to participate in a 
Teragrid security incident
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InCommon and NIH

• Pioneering work started with federated access to 
controlled wikis

• CTSA wikis piloted with six institutions; now up to 75, all 
user driven

• Help desk calls drop dramatically
• NIH staff starting to use their identities externally
• Silver applications now moving forward –

• eRA – 22 applications 
• caBIG and BIRN
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InCommon and NSF

• Centerpiece is research.gov
• Uses:

• Grant submission
• Grant management

• Teragrid
• CI login
• Federated incident handling
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InCommon and Energy

• Starting an aggressive program to federate labs 
and layer trust and services on top of InCommon

• Will likely add stronger levels of authentication, 
maybe some additional attributes/schema

• One additional focus is the citizen science 
capabilities
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