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The challenge: FedConnect users have access to all functions, 
documents, and correspondence

• A user in FedConnect has the ability to perform all functions y p
(*administrator functions are restricted) 

• A user in FedConnect has access to all public opportunities anyA user in FedConnect has access to all public opportunities, any 
directed opportunities, any awards issued to the organization, and 
any messages

• ‘Real life’ business processes drive the need to define which 
opportunities and grants a user has access to and the functions they 
can performcan perform 
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A solution: User privileges to control functions and restricted 
document access 

• Challenge: A user in FedConnect has the ability to perform all g y p
functions (*administrator functions are restricted) 

– Solution: User privileges define which functions a user is permitted to p g p
perform from within Fedconnect

• Challenge: A user in FedConnect has access to all publicChallenge: A user in FedConnect has access to all public 
opportunities, any directed opportunities, any awards issued to the 
organization, and any messages

• Solution: Users are only able to see proposals and awards if they are 
members of the team
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User activities identified from our earlier working 
sessions 

• Administrator
• Register interest in an

• Delete or withdraw 
proposals• Register interest in an 

opportunity
• Manage opportunity/grant 

proposals
• Upload attachments
• View cost sensitive g pp y g

team
• View messages between 

organization and agency

materials 
• Submit final proposals

A k l d i t forganization and agency
• Send messages to 

agency

• Acknowledge receipt of 
awards

g y
• Create proposals
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An user with administrator privileges can manage the privileges of 
other users
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A PI can be assigned privileges to define team members, 
participate in Q&A with the agency, and create proposals
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A team member can be assigned privileges to view messages and edit proposals 
without the ability to create messages, create proposals, or assign team 
members
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Users can only see proposals and awards if they are members of 
the team

• Users can continue to see public and directed opportunities but can only 
register and build a team if they have been given those privileges
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Administrators can see all teams and all proposals
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Once inside a proposal privileges are used to define who can 
upload attachments like white papers and technical proposals
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Privileges also define who has access to cost sensitive materials 
like budgets
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Only authorized users can submit the final proposal to the agency 
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Paul Investigator’s proposal is selected and privileges allow him to view 
the grant, acknowledge that he has received it, and build a team for post 
award activities
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Discussion

Q&A
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