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A. INTRODUCTION

The Group on Earth Observations (GEO) is a voluntary consortium of Member countries and non-governmental Participating Organizations (mostly not-for-profit and some for-profit) that seeks to promote human welfare in nine “societal benefit areas”
 through the Global Earth Observation System of Systems (GEOSS). Member countries and non-governmental Participating Organizations are creating the GEOSS Common Infrastructure.
 This facility consists primarily of the GEO Portal which “provides an entry point to access remote sensing, geospatial static and in-situ data, information and services,”
 the Components and Services Registry which “provides a formal listing and description of all the Earth observation systems, data sets, models and other services and tools that together constitute the Global Earth Observation System of Systems,”
 as well as a Standards and Interoperability Registry
 and a Best Practices Wiki.
 

No geospatial data, services or other components are uploaded to or implemented through the registries or GEO Portal. That is, all data and services registered in the GEOSS Common Infrastructure are maintained under the control of the contributing agencies or parties. The intent of the GEOSS Common Infrastructure is to provide to potential users an efficient and effective method to find geospatial data, services and other components that are globally distributed. 

Numerous questions have arisen concerning the liability exposure of parties involved in the design, implementation, and maintenance of the GEOSS Common Infrastructure. These parties include government agencies, non-governmental participating organizations and the individuals representing these organizations. Other parties concerned with liability exposure include those individuals and organizations contributing information to the Components and Services Registry and the Standards and Interoperability Registry as well as those parties using information in the GEO Portal and using data sets and services accessed through the GEO Portal. 

The goal of this article is to raise liability issues but not to address them except in the context of providing general recommendations by which GEO and members of GEO might choose to address them. The audience for this article is the Executive Committee of GEO to help them assess whether they desire to engage legal counsel to address any of the concerns raised or pursue any of the recommendations listed. A further audience is government agency staff attorneys that may have similar goals.   

Although not all are raised again in this article, common liability-related questions being asked about GEOSS include: 

· What if a government agency or a private party registers a data set in and makes it available through the GEOSS Portal when in fact the proprietary rights in all or substantial portions of the data set are held by others? Do GEOSS members such as those government agencies and non-governmental participating organizations helping to develop and maintain the GEOSS Common Infrastructure acquire substantial liability for any damages to the rights holders? 

· Are the parties supporting the development and maintenance of GEOSS in a position similar to defendants in court cases where, even though the registry systems held no files and only aided potential users in finding files, the system developers were held liable regardless? (e.g. Napster)
· Can the parties behind the development of GEOSS take advantage of “safe harbor” rules such as are available for Internet Service Providers in removing from the registry challenged data after notification and then restoring the registration if an intellectual property claim eventually fails?

· What if a government agency or a private party registers a data set in and makes it available through the GEOSS Portal under circumstances where some spatially-referenced data is tied to and identifies living individuals? Do GEOSS members such as those government agencies and non-governmental participating organizations helping to develop and maintain the GEOSS Common Infrastructure acquire liability for any damages to the persons whose privacy has been breached? Does it make a difference if the inappropriately registered data set is registered maliciously, carelessly or by mistake?

· Do the parties developing and supporting the GEOSS Common Infrastructure have a duty to do so competently? What is the standard of care that must be achieved? What is the legal obligation of developers to guard against the use of GEOSS for propagation of viruses and malware by others?
· If users rely on a classification of data found in the GEOSS registry such as the legal or technical status of the data and the classification proves later to be wrong and causes harm, what is the liability exposure for the parties responsible for building and maintaining GEOSS? To what degree are the parties behind the development of GEOSS responsible for ensuring accuracy and making corrections?

· Does it make a difference if the defendant is a government agency versus a non-governmental participating organization? Under what circumstances can individuals be held personally liable in addition to their organizations?

· To what extent can waiver or disclaimer language posted on the GEOSS web sites minimize liability exposure for the GEOSS developers? Is it good practice to use such language to inform contributors and users of the GEOSS Common Infrastructure (i.e. GEO Portal and registries) about their responsibilities regardless of the effect on liability exposure? 

· To what extent can “click” licenses or contracts imposed on those registering data sets and services through the GEOSS Common Infrastructure help in minimizing liability exposure? To what extent will such agreements be valid if they are “clicked” by low level agency technical staff rather than by administrators authorized to act for the contributing agency? 

· To what extent can “click” licenses or contracts imposed against portal users protect against damage claims by users of GEOSS? Does the sophistication of the user make a difference?

· Is it good business practice to use such “click” licenses or contracts to inform information contributors and users of their responsibilities regardless of the effect on liability exposure?

· What about third parties that rely on a mistaken statement of fact in the GEO Portal yet acquire the data elsewhere without ever clicking on a GEO Portal user license?

· What are the potential liability ramifications if a statement or metadata listed in the GEO Portal concerning accuracy, precision, or fitness of use for a particular purpose is false and use of the geospatial data or service causes substantial physical or economic harm for a user? If liability exposure is significant, are there actions that GEO can take to lessen exposure for its members and participating organizations that are supporting the development and maintenance of the infrastructure?
· What actions may GEO members and participating organizations take on their own server download and service sites to minimize liability exposure?
B. OVERVIEW OF BASIC LIABILITY PRINCIPLES AND CONCEPTS

Organizations must consider a number of legal risks when collecting, using or transferring geospatial data. (As will be discussed below, these risks increase when the data is transferred digitally.) These risks include (i) complying with any third party intellectual property rights in the data, (ii) issues associated with data quality or injuries that arise due to use or unforeseeable misuse of the data, (iii) violating an individual’s right to privacy (as that term is defined and protected around the world; and (iv) disclosing national secrets and/or violating national security legislation. Failure to adequately address these risks through internal processes or allocate these risks through contract or other agreements can result in substantial monetary damages as well as in some cases criminal liability. In some cases GEOSS and GEO members may be within the potential liability chain for data accessed though the GEOSS Common Infrastructure.

“Liability in data, products, and services related to geographic information systems, spatial data infrastructure, location based services and web mapping services, is complicated by the complexities and uncertainties in liability for information system products and services generally. Each application of geospatial technologies to a specific use may require integration of different types of data from multiple sources, assessment of attributes, adherence to accuracy and fitness-for-use requirements, and selection from among different analytical processing methods. All of these actions may be fraught with possible misjudgments and errors and subject to various national laws. A variety of software programs may be run against a single geographic database, while a wide range of users may have very different use objectives. The complexity of the legal questions surrounding liability for geospatial data, combined with the diversity of problems to which geospatial data and technologies may be applied and the continually changing technological environment, have created unsettling and often unclear concerns over liability for geospatial technology development and use.” (Onsrud 2010)
The challenge for GEO and all member organizations is to meet GEOSS objectives within a framework that permits acceptable risk. This requires identifying the potential risks and then mitigating unacceptable risk through such measures as agreements (e.g. licensing regimes), internal processes, training and education.  
C. LEGAL STATUS OF CONTRIBUTIONS TO GEOSS

As mentioned in the introduction, no geospatial data, services or other components are uploaded to or controlled by the Components and Services Registry or the GEO Portal. All data and services registered in the GEOSS Common Infrastructure are maintained under the control of the contributing agencies or parties. They retain proprietary rights in their contributions. However questions have arisen as to whether an agency or other organization by registering a data set or other resource within the GEOSS Common Infrastructure either implicitly or explicitly agrees to conditions set forth for use of the registry. 

It has been argued by some GEO members that by registering a resource in GEOSS the agency providing the registry information for a resource is legally binding the contributing agency to the conditions as established by the GEO membership for any listed resources. That is, the conditions agreed upon and established by the GEO membership should trump any conflicting provisions imposed on users when users access data or services at a specific GEO member’s server site.  This is an issue that should be explicitly clarified by and for the GEO membership.
Under the current language used in the GEOSS Common Infrastructure it would appear that registration of a resource within the GEOSS registry is equivalent to listing data in a public catalog with no intent to change the legal status of the data contributed. The controlling rights in the resource are determined by the provider and are likely to be found through listed terms of use on the data download site, a click license on the download site, or through the controlling national law. If the intent of the GEO members is to change this outcome it should be done so explicitly. 

D. KINDS OF RISKS AND LIABILITY EXPOSURE

1. Parties at Risk

The Group on Earth Observations (GEO) is open to all member States of the United Nations and to the European Commission. Membership in GEO is contingent upon formal endorsement of the GEOSS 10-Year Implementation Plan.
  GEO Members are nations and not individual government agencies. As such, the formal letter of commitment to the GEOSS 10-Year Implementation plan is typically signed at the ministerial level. GEO Participating Organizations are required to be intergovernmental, international, or regional organizations with a mandate in Earth observation or related activities and their acceptance is subject to approval at a plenary meeting of the GEO members.
GEO has not been formed as a legal entity under the laws of any jurisdiction and the organization does not have a published convention as is often established for other international organizations.
 GEO itself has never hired any consultants or personnel nor signed any contracts. Contracts for staff are made and signed by the World Meteorological Association (WMO), through a Standing Arrangement between GEO and WMO adopted by the ad hoc GEO at its Sixth Plenary Meeting in Brussels on 15 February 2005. Moreover, member nations are not bound by a written treaty with respect to GEOSS. With no legal document establishing its creation nor any evidence as a contracting body, GEO appears to not exist as a juridical entity. 
In addition to likely lack of existence as a juridical body, GEO itself does not have significant assets. Thus as discussed in further detail below, if a party is seeking compensation for damages that arise from use of the GEOSS Common Infrastructure, the parties they would most likely look to for recovery would include GEO Members , GEO Participating Organizations (non-governmental organizations that are mostly not-for-profits but also may include some for-profit organizations), contributors to GEOSS (these may or may not be GEO Members or GEO Participating Organizations) and other users of GEOSS (these may include any human or organizational entity on Earth).

2. Kinds of Risk

Data providers are subject to a variety of legal risks when allowing third parties access to use of their data. Data providers must often ensure that the data sets comply with national and international legal and legislative responsibilities prior to supplying the data externally, including making them accessible online.  Failure to do so may result in damages, fines or criminal sanctions being levied on the data provider. GEO members and participating organizations are taking on additional risk through their active support of development of an infrastructure (i.e. GEOSS) that may unreasonably facilitate widespread infringements of the rights of others. 

Notable areas of risk include:

RETAIN? Duty to Prevent Harm as Established through Tort, Contract and Legislation
Data providers need to ensure that their offerings do not unreasonably cause harm to others. People using geospatial data sets, products, and services are often disappointed in their expectations.  Representations that a data set is complete or sufficient to accomplish specified tasks may be false or misleading.  Further data sets may contain errors or blunders. In many instances the disappointed user or purchaser may have a contract relation with the technology product or service provider upon which to assert their claim.  Courts across the globe often strive to support freedom of the parties to contract and thus will often strongly support the provisions as set forth in contracts and licenses. In disputes based on contract principles, the issue of warranty, either express or implied, will typically be raised as a basis of claim.   Tort theories come to the forefront when the goal of the law is to prevent harms to the public generally.  Thus, tort concepts such as negligence and strict liability may often be invoked by third party users outside of and independent of contractual considerations. Certain geographic information services and products if found defective may be held by public policy to be unreasonably harmful to persons or property if offered to the public.  In these instances, the tort theory of strict liability will be important. Whether standards of performance are established by contract, legislation or judge-made common law, providers of geospatial data sets and services may be held liable for those harms and resulting damages they had a duty to prevent.   
Violation of Intellectual Property and Other Proprietary Rights
Perhaps the most significant risk for contributors, users and developers of GEOSS is the violation of third parties’ intellectual property or other proprietary rights in data sets registered in GEOSS. Data providers should make reasonable efforts to ensure they hold sufficient ownership rights in the data they propose to register in GEOSS, i.e. they can only share what they are legally entitled to share. If the data set proposed to be shared has been derived from third party sources protected by intellectual property rights or other statutory restrictions (see below), checks are required to determine whether the necessary rights are held and whether any express or implied restrictions apply. For example are any third party intellectual property or other proprietary rights present in the data (as "foreground" intellectual property) and, if so, will the third party’s rights be infringed by sharing? Is the information held under license terms that would be infringed by sharing? For example the license may restrict the sharing of: "copy derived
" information, or reverse engineered information (i.e. where the original 3rd party intellectual property can easily be recreated), or even non-copy derived information (i.e. the license restricts any derivation). 
Checks to determine that the necessary rights are held can involve extensive work evaluating the provenance of a data set, how it was created and the licenses that apply to each input source. The conclusion of these investigations is often not definitive. As a result, there if often legal risk assessment required.  This is true even when the data provider has paid a third party data collector for ownership rights, as the default in copyright law in many jurisdictions is that the data collector owns the rights to the data so providers must ensure they claim the rights (via contract) in any data collected for them, i.e. by contractors on their behalf.
Violation of Privacy Rights 

OPTION 1: (248 words)

The confidentialities of individuals are protected by law in many jurisdictions, most notably within the European Union
 under the European Convention on Human Rights (ECHR) and the Data Protection Directive (Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and on the free movement of such data) as transposed within Member States. Article 8.1 of the ECHR provides that "Everyone has the right to respect for his private and family life, his home and his correspondence", while the Data Protection Directive aims to protect the rights of the individual by regulating information obtained, stored, processed or supplied that relates to living individuals who could be identified by it.  In certain jurisdictions common law also protects from disclosure information (whether personal or not) that is given in circumstances giving rise to an obligation of confidence. Although the laws above do not confer absolute rights (i.e. they are generally qualified and may be subject to public interest tests with regard to disclosure) within the context of GEOSS, data providers must ensure that their data does not contravene national or international personal confidentialities and where necessary take steps to remove or aggregate confidential data, e.g. by anonymizing or summarizing information so that persons are not identifiable.  Failure to comply with personal data legislation can result in the prevention of further processing of personal information by that organization, civil remedies (including damages) and criminal sanctions for both organizations and individuals (e.g. directors, managers and even employees).
OPTION 2: (184 words)

Data providers also face a risk that their data does not contravene national or international personal confidentialities.  The confidentialities of individuals are protected by law in many jurisdictions, most notably within the European Union
 under the European Convention on Human Rights (ECHR) and the Data Protection Directive (Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and on the free movement of such data) as transposed within Member States. In certain jurisdictions common law also protects from disclosure information (whether personal or not) that is given in circumstances giving rise to an obligation of confidence 
Failure to comply with personal data legislation can result in the prevention of further processing of personal information by that organization, civil remedies (including damages) and criminal sanctions for both organizations and individuals (e.g. directors, managers and even employees).   As a result, they may take steps to remove or aggregate confidential data, e.g. by anonymizing or summarizing information so that persons are not identifiable. However, privacy issues are very fluid, and it will be difficult for data providers to prepare for all contingencies.
Violation of National Security 

Many jurisdictions control the disclosure of classified or sensitive information that should it be released may damage national security, defense or public safety if released to the public or to individuals who are not authorized to receive it.  The degree of sensitivity required is generally based upon some classification scheme of the information based on administrative regulations, for example as: restricted, confidential, secret, or top secret. Data providers to the GEOSS Data-CORE need to ensure that their data sets are checked in accordance with national legislation and classification systems to ensure information is suitable for disclosure.  Failure to comply with national security restrictions can result in criminal liability and imprisonment.

Violation of Commercial Confidentiality or Trade Secrets
Although many GEO Members (Governments) are subject to freedom of information and other legislation that establish a "right to know" or require the proactive dissemination of information, they often acquire and hold commercially sensitive information or trade secrets about businesses and organizations within their jurisdiction. This information is often acquired on the condition that they are held in confidence. Sensitive information can include information that indicates how a business operates, who its customers are or any other information of commercially sensitive nature that could have major financial repercussions for a company if disclosed to a competitor.  Unless there is a legislative requirement to do so, disclosure of commercially confidential information could result in legal action either to prevent disclosures or recover damages.
Reputational Risks 

Although not as significant or serious as the risks outlined above, data providers also face reputational risks if they choose to provide poor quality data into the GEOSS Data-CORE.  Quality issues could relate to the scale or fitness for purpose of data (which may largely be countered by appropriate metadata) but may also relate to the technical quality of data, in particular GIS (Geographical Information Systems) data, which may contain topological errors that affect its usability.  When providing data into systems such as GEOSS, data providers also need to accept the risk that their data will be misunderstood, and misused.

E. SOVEREIGN IMMUNITY PROTECTIONS AND LIMITS

1. Sovereign Immunity of the United States Federal Government
The U.S. Government enjoys sovereign immunity but it is not explicit in either the U.S. Constitution or any statute.  Instead, it rests on the common law principle that subjecting the Federal government to private litigation could constitute a serious interference with the performance of its functions and control over its instrumentalities, funds, and property.  
The Federal Tort Claims Act (FTCA) is the statute by which the United States has authorized certain tort suits to be brought against itself. As a result of the common law doctrine of sovereign immunity, the United States cannot be sued without its consent. By enacting the FTCA, Congress waived sovereign immunity of the U.S. Government for some tort suits.  With exceptions, it made the United States liable for injury or loss of property caused by the negligent or wrongful act or omission of any employee of the government while acting within the scope of office or employment.
 << POTENTIAL ADDITION: Thus U.S. government employees involved in designing and developing the GEOSS Common Infrastructure may make their agencies liable for their negligent performance or wrongful acts or omissions in their performance.>> Among other exceptions, such as the discretionary function exception, the United States may not be held liable for claims arising in a foreign country.   The U.S. Supreme Court has interpreted this exception to bar all claims based on any injury suffered in a foreign country, regardless of where the tortious act or omission occurred.

The discretionary function exception is the most significant exception to U.S. Government liability that is explicitly provided for in the FTCA.  This exception immunizes the United States from claims “based upon the exercise or performance or the failure to exercise or perform a discretionary function.”
 It precludes liability even if a federal employee acted negligently in the performance or nonperformance of a discretionary duty.  The decision of the U.S. Government to participate in GEOSS was the result of the deliberate exercise of policy discretion by U.S. Government officials.   Further, the method and manner of implementation of GEOSS can be characterized as involving a high degree of discretion and judgment. <<COMMENT FROM HARLAN: I question this sentence and the conclusion that follows. Is this wishful thinking? The political decision to participate in GEOSS is discretionary but technical decisions in implementing the GEOSS Common Infrastructure may be and probably are much more ministerial or administrative in nature and therefore do not have the protection of sovereign immunity. The decision by government to take on a “safe to dig” program is discretionary but government is not allowed to implement that program incompetently. If one is electrocuted due to the negligence of the government in designing or supporting the information system, immunity will not apply in many jurisdictions. Any technical design requires a lot of judgment and discretion but we don’t let all technical designs off the hook automatically. In my opinion, this caution/issue should be raised for the developers of GEOSS. If you have case law or legislation that specifically and clearly counters this perspective at the federal level, it should be referenced.>> Therefore, it is likely that the U.S. Government’s participation in GEOSS would fall under the discretionary function exception to the FTCA.  This would make it difficult for the U.S. Government to be successfully sued in Federal court for any damage allegedly caused by the negligent or wrongful act or omission of any employee assigned to implement or manage GEOSS related activities.  

As to copyright infringement, the United States has waived its sovereign immunity in three instances: 1) when the United States government itself infringes a copyright, 2) when a corporation owned or controlled by the United States infringes, and 3) when a contractor or person or entity acting for the United States with its authorization or consent infringes.
 The U.S. Court of Appeals, Federal Circuit, has affirmed that the U.S. Government is not liable for contributory copyright infringement as a matter of law since the U.S. has not waived its sovereign immunity.
 In addition, the U.S. copyright statute specifically precludes claims arising in a foreign country.
 Absent facts establishing one of the three instances where the U.S. Government has consented to be sued for copyright infringement, it would be difficult for the U.S. Government to be successfully sued in Federal court for damage allegedly caused by copyright infringement arising from its participation in GEOSS.

2. State Sovereign Immunity in the United States
State Governments also enjoy sovereign immunity deriving from public law. The doctrine of sovereign immunity was in effect in all states that were in existence at the time of the drafting of the U.S. Constitution and still exists today by extension in all States. The concept is based on early English law, which provided that the Crown could not be sued in English courts without its consent. Therefore, whether a state government may be sued in its own court system will depend on whether it has consented to be sued for the harm alleged. Many states have consented to be sued pursuant to statute or by express authorization within their state constitution.   
In addition, the Eleventh Amendment to the U.S. Constitution provides that “[t]he Judicial power of the United States shall not be construed to extend to any suit in law or equity, commenced or prosecuted against one of the United States by Citizens of another State.” Although this text appears to be limited to preventing citizens from bringing “diversity” cases against states in federal courts, the Supreme Court has expanded the concept of state sovereign immunity further to prohibit citizens generally from bringing suits against states under federal law. Specifically, the Amendment provides that a non-consenting state is immune from suits brought in federal courts by its own citizens as well as citizens of another state, and foreigners. This immunity extends to state agencies as well.  In determining whether an entity is an arm of the state and, therefore, entitled to Eleventh Amendment immunity, the courts consider various factors, including whether payment of a judgment would come from the state treasury, the status of the entity under state law, and the entity’s degree of autonomy.   State courts’ decisions can vary by district, region and state.  The U.S. District Court, S.D. New York, has recently agreed with other courts in its district that senior colleges of the CUNY system are arms of the State of New York for Eleventh Amendment purposes.
 Although it extends to entities that are arms of a state, the Eleventh Amendment does not extend its immunity to units of local government.  

Eleventh Amendment immunity is subject to three exceptions:  1) Congressional abrogation; 2) state waiver; and 3) suits against individual state officers for prospective relief to end an ongoing violation of Federal law.  

The Copyright Remedy Clarification Act (CRCA) was passed in 1990 with the intent of subjecting states to liability for copyright infringement.  However, the CRCA has been subsequently found by two U.S. Circuit Court of Appeals to be unconstitutional, as an improper exercise of Congressional legislative power under the Fourteenth Amendment, and therefore not a valid abrogation of state sovereign immunity.  

3. Sovereign Immunity of National Agencies in Europe 

Draft: Daniel Quintart
4. Sovereign Immunity of Sub-Jurisdiction Agencies in Europe 
Draft: Daniel Quintart
5. Other Jurisdictions
Draft:? 

F. LIABILITY RISKS FOR PARTICIPATING NON-GOVERNMENT ORGANIZATIONS

- appears to be the group expressing greatest liability concerns since they do not have sovereign immunity and may have deep pockets (e.g. universities)

Draft: Harlan Onsrud

G. METHODS FOR MINIMIZING LIABILITY EXPOSURE

1. Good Business Practices by GEOSS

Xxx

2. Potential Conditions of Use to Post on GEOSS Common Infrastructure Websites

a. Discussion of items that might be included

b. Sample web sites incorporating those items

3. Potential Click Agreements for Contributors to the GEOSS Common Infrastructure

a. Discussion of items that might be included

b. Sample click agreements from other download or use sites

(Note: Download users would typically confront click licenses, if any, at provider web sites)

Draft: Kevin Pomfret and GlennTallia

H. RECOMMENDATIONS TO GEO FOR ACTION

(e.g. seek formal legal opinion on status of contributions to the registry? suggested remedies if counter to that desired?)

(e.g. hire law firm to consider the report and recommend appropriate language for web site conditions of use and click licenses)

+++++++++++++++++++++++

Minutes

Legal Liability Working Group of the Data Sharing Task Force of GEOSS

Wednesday March 16 (9:30 am US East coast)

I. Role call. Check affiliations and contact information (Appendix 2) –updated below
II. The primary tasks of the conference call:

(1) discuss the outline of a white paper on Legal Liability Issues Surrounding the Implementation of the GEOSS Common Infrastructure (Appendix 1),

a. Purpose of paper 

- layout background issues and options 

- may have different versions of papers for different audiences – (1) high level overview for GEOSS members who will potentially make data accessible through GEOSS, 10-15 pages; (2) executive summary of 1 page for the GEOSS executive and policy makers; (3) perhaps more extensive paper if need arises  

b. Outlets

(2) make or volunteer for writing assignments,

- see assignments below

(3) set target dates for first drafts.

- each author or group has their piece to Harlan on or before Monday April 11
- Harlan compiles week of April 11 and redistributes to others for markup

- discuss at next phone conference on Friday April 15 (9:30 am East Coast US time)

III. Date and time for next meeting

- Friday April 15 (9:30 am East Coast US time)

+++++++++++++++++++++++++++++++++++++

APPENDIX 
+++++++++++++++++++++++++++++++++++++

Legal Liability WG:
Harlan Onsrud, GSDI, WG Lead

Miles Gabriel, UK Government

Jeff Heninger, NASA, USA

Kevin Pomfret, OGC, USA

Daniel Quintart, European Commission

Glenn Tallia, NOAA, USA

Paul Uhlir, CODATA

onsrud@spatial.maine.edu

milesgabriel@USA.NET

jeff.heninger@nasa.gov

Kevin.Pomfret@leclairryan.com

daniel.quintart@ext.ec.europa.eu

glenn.e.tallia@noaa.gov

PUhlir@nas.edu

Massami Onoda, GEO Secretariat, MOnoda@geosec.org

"Humbulani Mudau" <HMudau@geosec.org>

�  According to the GEO document, “The Global Earth Observation System of Systems (GEOSS): 10-Year Implementation Plan” (as adopted 16 February 2005), the nine agreed societal benefit areas are: Reduction and Prevention of Disasters, Human Health and Epidemiology, Energy Management, Climate Change, Water Management, Weather Forecasting, Ecosystems, Agriculture and Biodiversity.


� http://www.earthobservations.org/gci_gci.shtml


� http://www.geoportal.org/web/guest/geo_home


� http://www.earthobservations.org/gci_cr.shtml


� http://www.earthobservations.org/gci_sr.shtml


� http://wiki.ieee-earth.org/


� See � HYPERLINK "http://www.earthobservations.org/documents/GEO Rules of Procedure.pdf" ��http://www.earthobservations.org/documents/GEO Rules of Procedure.pdf�


� See for example the Convention of the World Meteorological Organization which includes provisions addressing its legal status, privileges and immunities. � HYPERLINK "ftp://ftp.wmo.int/Documents/MediaPublic/Publications/Policy_docs/wmo_convention.pdf" ��ftp://ftp.wmo.int/Documents/MediaPublic/Publications/Policy_docs/wmo_convention.pdf�


� Copy derived means that the derived information includes a copy of the third party's information as a whole or a substantial part of it.


� Other jurisdictions such as the US have different approaches to data protection which tend to be less integrated.


� Other jurisdictions such as the US have different approaches to data protection which tend to be less integrated.


� 28 U.S.C. §§ 2671 et seq.


� See Sosa v. Alvarez-Machain, 542 U.S. 692, 712 (2009).


� 28 U.S.C. § 2680(a).


� 28 U.S.C. § 1498.


� Boyle v. U.S., 200 F.3d 1369 (Fed. Cir., 2000).


� 28 U.S.C. § 1498c.


� Hamilton v. City College of the City University of New York, 173 F. Supp. 2d 181 (U.S.D.C. S.D.N.Y., 2001.)





