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               P R O C E E D I N G S   (10:35 a.m.)  

  Agenda Item:  Welcome and Introductions – DR. 

GANSLER 

 DR. GANSLER:  A couple of words of introduction 

and then what I thought what we do was go around th e table 

and meet each other.  This got started because and I will 

blame Mel for this, at a meeting of the AAU last su mmer, 

this question kept coming up and, so Mel suggested that 

maybe we ought to have a separate meeting to discus s it.  

There is another National Academies study that Arty  and I 

are both on along with Al’s guest from MIT, that is  looking 

at some of this from a much broader prospective in terms of 

science and security of which this is a subset.  An d so, 

ideas that come out of this meeting can be easily f olded 

into that committee activity as well.  This one is intended 

to be an informal off-the-record meeting, but I got  to tell 

you that it’s being recorded. 

   So, in consistent with one of the things that we  

will talk about, about openness and freedom of publ ication 

and so forth.  The meeting is not advertised, so th erefore, 

it’s unlikely that people will ask for it.  But, sh ould they 

ask for a copy of the transcript, it is public.  An d 

therefore, I did want to give you a heads up, at le ast about 

that.  It is not intended to be any report that com es out of 

this. 
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And so, as a result, what we are really looking 

for is an honest and open discussion about what is a very 

challenging question.  I noticed they put up on the  screen 

here, “sensitive and unclassified information.”  Th at’s not 

what we are talking about now.  That just happens t o be the 

sign on the wall.  In fact, as I’m sure will come o ut during 

the discussion, there are probably at least thirty- two 

different definitions.  One for each agency and one  subset 

of that for every individual as to what even this c oncludes. 

 We’ve sent around a lot of the literature that I t hink that 

all of you have seen.  Because the Department of Ho meland 

Security has these education-based centers, the Cen ters of 

Excellence at universities, this is a particularly important 

and challenging question for a lot of us and certai nly for 

Arty and I. 

I think the main thing that we would like to do is 

thank you for taking part today, and giving up the day for 

this.  We realize that a lot of you and all of us h ave other 

things that you could have done today to use your t ime.  

But, I think that this is a growing issue.  One of very, 

very important issue; And, at least at the universi ty level 

we are seeing it increasingly coming up as an issue —

increasing sensitivity frankly, even in the FBI and  other 

places.  Not just in Homeland Security.  So, it’s i mportant 

that it be aired and open, and that some policy get s decided 
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on, in the not too distant future, I think.   Art, do you 

want to say anything? 

 DR. BIENENSTOCK:  No, except why don’t we 

introduce everyone? 

DR. GANSLER:  That’s what I was going to say, 

let’s go around the table unless there was anything  else 

that you wanted to say. 

DR. BIENENSTOCK:  Nothing else. 

DR. GANSLER:  Sam? 

 MR. ARMSTRONG:  I’m Sam Armstrong and I’m retired 

from the Air Force and from NASA.  And, I guess I’m  here 

because the last several years I have been involved  and 

trying to make sense out of the export control.  It ’s a 

clear Nexus between the same sort of thing that we are 

talking about here. 

 DR. SILVER:  I’m Howard Silver.   I’m the 

Executive Director of the Consortium of Social Scie nce 

Associations. 

MR. HARDY:  I’m Bob Hardy from the Council on  

Governmental Relations. 

MS. GROESCH:  Mary Groesch, NIH Office of Science 

Policy and our group manages the National Science A dvisory 

Board for Biosecurity, which is grappling with some  of the 

same issues.  So, I’m hoping for some great insight s here. 

DR. GRANT:  I’m Jeff Grant from OSTP.  And among 
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other things I’ve been working on export controls a nd 

because of that, I’ve been arranging to Science and  Security 

issues. 

MS. KNEZO:  I’m Gene Knezo, Congressional Research 

Service, Library of Congress. 

DR. WILKENFELD:  I’m Jon Wilkenfeld.  I’m one of 

the Directors of the START Centers, University of M aryland. 

START stands for the Study of Terrorism and Respons es to 

Terrorism.   

DR. VON WINTERFELDT:  I’m on the faculty of USC.  

I’m Director of CREATE Center for and Risk and Econ omic 

Analysis of Terrorism Events. 

DR. CLARKE:  My name is Neville Clarke.  I’m 

Director of the DHS National Center for Foreign Ani mal and 

Zoonotic Disease Defense.  Our headquarters is at T exas A&M 

University.  

DR. BERNSTEIN:  I’m Mel Bernstein.  I’m the Acting 

Director of the Office of Research and Development.   And, as 

you heard the titles of the centers you can see, ba sically 

why this is an important issue to us.  

MS. PETONITO:  Laura Petonito, Acting Director of  

University Programs of the Department of Homeland S ecurity. 

DR. KENNEDY:  Shaun Kennedy, Deputy Director for 

the National Center for Food Protection and Defense  and 

other Homeland Security Centers. 
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MR. HODGE:  Well Good Morning.  I’m James Hodge.  

I’m on the faculty of the Johns Hopkins Bloomberg S chool of 

Public Health.  I’m specifically delighted to be he re to 

represent the newest of the DHS Centers for Excelle nce, at 

the Johns Hopkins University representing a consort ium of 

different universities as well. 

MS. MARCSON:  I’m Nicole Marcson.  I’m in the 

Office of General Counsel at DHS, and I work with t he 

Science and Technology Division and provide some le gal 

support to University Programs.  I’d also like to i ntroduce 

my colleague, Elliott Avidan, who’s in the corner.  He is a 

new member of the Office of the General Counsel sup porting 

S&T, and he is also providing support to a larger O ffice of 

General Counsel committee looking at our SBU polici es and 

our information protection policies.  A lot of the policies 

that we currently have, come from the management di vision of 

DHS writ large. 

So, really we are here today to you know, be 

listeners, understand some of the issues, and commu nicate 

those back to the larger General Counsel committee that has 

been working on these items.  This also falls into (SHSI) 

Sensitive Homeland Security Information and there’s  

currently regulations that are in the process of be ing 

drafted to protect that area. 

MR. SHORT:  My name is Jim Short.  I work for the 
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Director of Defense Research and Engineering (DDR&E ).  I’m 

responsible for the policies of how we protect tech nical 

information in the Department of Defense and last f all Mel 

and Laura gave me the privilege of setting on the r eview 

committee that was overlooking the University Cente rs.  And 

I confess that I sat there very perplexed about the  nature 

of information we were holding, and about what I co uld or 

could not do with it.  Which, if it was the Departm ent of 

Defense I wouldn’t have had that consternation.  We  would 

have known.  

MS. NORTHCUTT:  I’m Amy Northcutt.  I’m Deputy 

General Counsel at the National Science Foundation.  

MR. SMITH:  Toby Smith, I’m with the Association  

of American Universities. 

MS. KATZ:  Debbie Katz, I’m Deputy Director of the 

Office of Biodefense Research Affairs at NIH, and w e have 

large centers programs and so, thank you for the in vitation. 

DR. EPSTEIN:  Gerald Epstein, I’m the Senior 

Fellow for Science and Security, at the Center for Strategic 

and International Studies.  And I wrestled with exp ort 

controls, as Sam and a number of others of you at O STP in a 

prior life.  

MR. MORRISON:  I’m Alan Morrison.  I’m a Senior 

Lecturer at Stanford Law School.  I’ve spent a lot of time 

doing information FOI cases and other government re cords 
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cases.  And, I’m the Committee on Science Technolog y and the 

Law and I work for Anne-Marie. 

(Introductions around the room.)  

DR. GANSLER:  Notice nobody from the press.  

Unusual for the Academies.  Anne-Marie, do you want  to 

introduce yourself? 

DR. MAZZA:  I’m Anne-Marie Mazza.  I’m the staff 

to the committee organizing today’s meeting 

DR. BIENENSTOCK:  Arty Bienenstock, Stanford 

University’s, Dean of Research.  But, in another li fe I also 

worked for Anne-Marie Mazza.   

DR. GANSLER:  Jack Gansler, University of 

Maryland.  In another life I was under Security of Defense. 

 I have an interest for this from both sides I gues s.  I 

would encourage you to speak up in this room, the a coustics 

aren’t great and we don’t have microphones.   So le t me 

encourage you to make sure you throw your voice out  so 

everybody can hear.  And, it’s a little hard becaus e people 

are in rows to make you can hear all around the roo m.  The 

other thing that I would encourage you to do is to speak.  

Not just to speak up, but take part.  We have a wid e variety 

of prospectives, as you can tell going around the r oom.  

And, we want to encourage dialogue during this disc ussion.  

So with that, Mel do you want to start? 
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 Agenda Item:  The Need for Consideration of 

Sensitive But Unclassified Information at DHS Centers of 

Excellence:  Benefits and Challenges – Mr. Bernstein 

DR. BERNSTEIN:  Why thank you Jack. Just perhaps a 

few words, a background as to why S&T within DHS, i n 

particularly the University Programs are so interes ted in 

this activity.  And, I think that we can tell from the 

people who have come from across the federal agenci es that 

this is a not a unique problem.  It’s one that we a ll have 

to face and that we all want to address. 

The issue has become, I think, most telling within 

the Centers and it sort of serves as a way for us t o sort of 

frame this larger issue.  To remind all of us, the Centers 

in the enabling legislation for the creating of the  

Department of Homeland Security, Congress specifica lly 

identified the university community as a critical p art of 

the response to terrorism, response to disasters, a nd talked 

about the fact that the universities bring very spe cial 

unique talents; both, in terms of their ability to provide a 

new workforce for the next period of time and also to do 

cutting edge research.  To be able to help us deal with 

knowledge gaps, to be able to have us anticipate th e kinds 

of problems, and to really bring to bear that uniqu e 

characteristic of this country, which is its academ ic 

research strength.   
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We have over the last several years’ we’ve 

interrupted this and its set up -- I keep forgettin g the 

numbers.  I think we have six Centers.  Johns Hopki ns was 

mentioned, it is not quite born yet, it has been na med.  It 

is a Center now which is looking at broad issues in  related 

to preparation for catastrophic events.  But, I thi nk as 

you’ve heard from each of the topics these Centers focused 

certainly on the main part; terrorism, response to 

terrorism, the issues behind terrorism, motivation and 

intent; How one deals with acts of terrorism. Thing s which 

are of critical importance to the country.  But, wh ich also 

really lend itself to the kind of research environm ent that 

universities provide. 

That is, the ability to cut across disciplines.  

Each of these centers are multiple centers of peopl e within 

an individual institution and across multiple insti tutions. 

So, within a state, across states, bringing private  

universities, public universities, universities who se 

traditional view of the world might be slightly to the left 

of the political center, others to the right of the  

political center.  I come from a Boston area, you c ould sort 

of imagine my training and what I have been led to expect.  

But the thing that has been wonderful about these C enters is 

that there has been very little of that showing up in the 

kind of response to the broad agency announcements.   As well 
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as to the kinds of activities, the kind of quality people 

that we can attract to do this work.   

These Centers were established in the open, 

unclassified research, working across disciplines, reaching 

out across the campus, there has been a general 

understanding that people can work on this program as long 

as they have visas to be able to study and do resea rch in 

this country.  So, we have established the kind of research 

environment which is traditional for the university  

community.  

However, the topics in the main can be viewed 

sometimes as slightly different than the kind of sp ecific, 

highly-focused, fundamental studies that many facul ty 

undertake and we recognized that early on.  We knew  that we 

were asking the Centers to sort of work in this hyb rid 

world, to do fundamental research on critical probl ems which 

have, in many cases, some short-term issues attache d to it. 

   So the Center director’s begin talking about thi s 

a while ago, saying as the results of their studies  come 

out, how do we now deal with issues of publications , 

dissemination?  We can certainly deal with the trad itional 

kind of caveats that are part of the university com munity, 

to be able to basically indicate that the views and  findings 

of the university researchers’ in no way reflects t he policy 

positions of the sponsoring agency.  That’s sort of  a 
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straight forwarded issue.     

But I think that people are concerned that the 

kinds of results that could develop, would be ones that 

raise issues in terms of their sensitivity; Whether  it is 

going to be for official use only; Sensitive, but 

unclassified; or probably, but very unlikely into t he 

classified realm.  So the Centers have worked over for some 

time to develop some general approaches that they t hink have 

the potential of working. 

Now, while we were doing this, other things 

happened in Washington.  Sam mentioned, deemed expo rts.  

There was a policy that came out of the Inspector G eneral 

from the Department of Commerce.   This caused enor mous 

concern and consternation among a variety of people  trying 

to interrupt the implications of that.  And, it led  then 

too, sort of long and lengthy discussions back and forth 

trying to find a policy that everyone could live wi th.  It 

became clear to a lot of us that we should take adv antage of 

that perspective to try to see if we could anticipa te some 

of these issues earlier, and start to develop some possible 

ways to deal with sensitive, but unclassified.  Whi le as we 

did that, we also did some due diligence, we visite d Jim 

Short and others at DOD.  We’ve been to a variety o f 

agencies.  I think that it is fair to say that if w e put a 

100 people in a room and ask them to define sensitive but 
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unclassified, you’d get a 100 different interpretations of 

what that means.  This is not a clean separation th is is not 

the classified, non-classified issue.  So, it makes  the 

situation a little more challenging and a little mo re 

compelling. 

In addition, we are now reaching the point, 

particularly with the Centers where their starting to 

develop a lot of findings, a lot of research activi ties, 

publications, and one now needs to anticipate those  issues. 

 So, what we are asking people today, again as Jack  

mentioned I’ll repeat this is not a formal request from 

Science & Technology or the Department of Homeland Security 

to shape a strategy for that organization.  What we ’re doing 

is trying to get some background, some understandin g, share 

some horror stories, war stories, progresses that h ave 

occurred.  And then to be able to use that, with th e Centers 

which again, are Centers that receive research gran ts to do 

research outside of the general research environmen t of the 

department, but their clearly working on important problems. 

 Give them guidance to go back to their institution s to be 

able to think about how to deal with this.   

  I start with, I’ll sort of give you my two hopes 

that will come out of things like this, is that the se 

problems will be rare.  Is that in the main, resear ch at 

universities will fall in the traditional fundament al 
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research realm and the fundamental research exempti on.  But, 

if there are cases we need to figure out how to dea l with 

them and again, my hope is, is that there will be a  general 

understanding that the critical first step of that has to 

reside within the university community and to think  about 

how that plays itself out.  So we’re very grateful.   We’re 

grateful to Anne-Marie and to Mary Lee for using th e good 

offices of the Academy which is always a way to get  a lot of 

important, intelligent people together to talk abou t these 

problems and we’re here to listen and learn along w ith 

everybody else.            

DR. GANSLER:  What we plan on doing next was  

actually, Neville is going to sort of present a pro spective 

from a Center.  And then, we could let some of the other 

Centers chime in.  But, if there is any questions t hat you 

want to ask Mel directly on what his initials comme nts 

before we get into the substance part of it, feel f ree.  

Does anyone have any questions that they want to ra ise? 

  DR. EPSTEIN:  What was the second hope? 

  DR. BERNSTEIN:  Well, the second hope was that th e 

universities themselves act as the arbiter of this 

particular issue.  At least, and for most cases tha t should 

be sufficient. 

  MS. NORTHCUTT:  Did you say that a policy decisio n 

had been made that a foreign national with a visa i s allowed 
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to work in any of the Centers on any of the subject  matter? 

  DR. BERNSTEIN:  We have indicated to the Centers 

two things:  One is that if somebody has received p ermission 

to study in this country, that person is eligible.  What we 

also said is that you should use common sense.  Thi nk about 

a good match between the kind of projects that you are doing 

and the student’s background. 

  MR. HARDY:  Mel, in your actual award documents t o 

the Centers do you address this issue at all as a f unding 

condition? 

  DR. BERNSTEIN:  We use our contracting agent is 

the Office of Naval Research.  We use all of their 

constraints and conditions.  I don’t believe this i s one of 

them, in terms of conditions. 

  DR. GANSLER:   You might one to comment on this, 

but I don’t think that the DOD until recently has e ven used 

sensitive but unclassified.  They use for official use only 

and things like that, but it has been more governme nt. 

  MR. SHORT:  You scare me.  When I was young and 

naïve, when I first got into DDR&E, I went on, mayb e it was 

a Don Quixote like mission that I went on.  I don’t  think 

that we used sensitive but unclassified anywhere in the 

Department of Defense.  It was used in the past, it  is no 

longer used and nothing new is being classified. 

  DR. GANSLER:   And the official use only was used  
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in a very different context, as I understand it. 

MR. SHORT:  Right, the official use, I think is 

just for government. 

DR. GANSLER:  It’s just for government budgeting  

kind of information or in process stuff. 

MR. SHORT:  We use it for anything where the  

marker feels that there is reasonable cause to beli eve it 

would be exempt from FOIA disclosure.  And, it’s ve ry 

similar to what I see here.  So I think that we are  

consistent in that way.  I worked at the Office of Naval 

Research for eight years, and I don’t know the term s and 

conditions of our contracts.  But certainly through  the FDP 

that Jeff and I will be discussing tomorrow, there are 

illusions to—what are there illusions to? 

  DR. GRANT:  Classified information.   

  DR. GANSLER:  Classifiable.   

  MR. SHORT:  And there is a current proposal that 

we will be discussing tomorrow to make reference th at when 

you talk about NSDD-189 and implied in NSDD-189 are  subject 

to other statutory constraints which the implicatio n is ITAR 

and EAR being the primary ones.  So thereby, by pos sible 

implication. 

  DR. GANSLER:  Someone had there hand up over 

there? 

  MS. KNEZO:  Yes, I have two questions.  Are the 
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Centers funded by grants or by contracts? 

  DR. BERNSTEIN:  Grants.        

  MS. KNEZO:  Ok.  And, I see that your Item #2 

under recommended procedures 2B appears to reflect the SUB 

Provision K for the DHS SUB policy.  Could you defi ne what 

developing?  

  DR. BERNSTEIN:  I think we are getting a little 

ahead of ourselves.              

  DR. GANSLER:  Let me put that one off and suggest  

that we hear from the Centers and come back.  Save it, I 

promise we will let you. 

  MR. SHORT:  Can I ask a follow-up of Genevieve’s 

question?  Are the Centers limited to doing fundame ntal 

research? 

  DR. BERNSTEIN:  You don’t limit University Center s 

to do; I mean basically what we work with the Cente rs to 

define a research agenda.  Which they understand no w speaks 

to subjects which have direct connection to departm ental 

interests.  I should add, and this is something tha t will 

come up in discussion, the center directors have re ceived 

clearance, and that is only to allow them to access  to 

conversations within the department.  To have a sor t of 

broader view of about what some of the problem sets  are.    

       DR. BIENENSTOCK:  Mel, are there any restric tions 

on publications?  That’s the definition we’ve been using in 
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the fundamental research and the export control dis cussions. 

  DR. BERNSTEIN:  We’ve had situations and deadlock . 

The CREATE Center is sort of the furthest, it’s our  senior 

center so it’s actually publishing a lot of things,  and 

there have been some cases where the Center has cho sen to 

have some of its reports treated somewhat different ly than 

other reports.  Some of this is changing the saniti zation 

and the like.               

DR. BIENENSTOCK:  But a contractual limitation of 

a publication? 

DR. BERNSTEIN:  There is no contractual  

limitation. 

DR. BIENENSTOCK:  So by that definition, it’s  

fundamental research.  That is the definition we ha ve been 

using in the export control world.   

DR. GANSLER:   That’s the one though, that the  

IG’s are questioning.                    

DR. BIENENSTOCK:  Nevertheless, at the moment that  

is the definition.  

DR. GANSLER:   Okay, why don’t we go ahead Neville and 

hear from one of the Centers.  I would encourage ot hers and 

other Centers to think about their comments as well .     

Agenda Item:  Proposal and Critical Questions –  

Mr. Neville Clarke  

  MR. NEVILLE:  Good morning.  They have asked me t o 
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briefly give you a prospective of the Center Direct ors and 

since my fellow Center Directors are here I will ha ve to be 

fairly straight with you.  I want to at least give them the 

opportunity to comment if I wonder too far from the  field.  

I would like to begin by going back just a little b it.   

I feel a little bit like my first reaction when I 

took my thesis proposal to my professor and asked h im to 

read it.  And he looked at it and said, “this is bo th new 

and interesting, but what is interesting is not new  and vice 

versa.”  Perhaps what I will tell you is things tha t you 

already know very well.  I hope to set the stage as  we move 

along.  So, I was asked to talk about the concept p aper and 

then to comment on the questions and that’s what I will be 

trying to do. 

  In a way of background, I think that most of us 

understand the definitions of classified and unclas sified, 

and for “official use only” as at least an operatio nal 

definition.  As has already been said SBU has been around 

for a while, and is not very well defined yet.   In  the 

interest in security has certainly increased, parti cularly 

in the area that we Centers are funded in.   

Since 911 we are wrestling with those enhanced 

concerns and as already been mentioned this morning , there 

are a number of issues that are fairly closely rela ted to 

this that you all are considering in your deliberat ions and 
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that we must consider as well.  So, in recent histo ry we 

have had these concerns about sensitive information  

expressed to us by the Department.   

There have been discussions among the Center 

Directors with the Office of the University Program s over 

the last few months, as Mel Bernstein has already t old you. 

And then there is a set of recommendations that wer e invited 

from the Office of University Programs that have be en made. 

 And, as a result you have I believe in front of yo u the 

draft of the current paper from the department that  

summarizes the status of where we are today.   

So related history, in some places, in particular 

my state, it is very difficult to protect any kind of 

information, even for official use only from FOIA.  So we 

have some concerns about that as we wrestle through  the 

next.  However, in the operational side of Homeland  Security 

where they are engaging the industry, they are look ing at 

relevant vulnerabilities of the industries, there i s a 

mechanism for protecting, at least proprietary info rmation 

that comes into the department. And I believe that 

protection is holding together fairly well.  Some s tates 

have recent laws that protect for official use only and 

other kinds of information against FOIA.   

Our state has legislation in Texas, for instance, 

immediately after 911 that says if it is related to  Homeland 
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Security it is exempt from FOIA.  It has not been 

challenged. I don’t know whether it will last or no t, its 

one of the states that has that.  We have other sta tes, such 

as Minnesota for instance, where you absolutely can ’t keep 

any secrets at all.  We have a colleague from Dr. K ennedy’s 

shop that says he never takes notes at meetings bec ause his 

handwritten notes at meetings are subject to FOIA.   

  DR. GANSLER:  I’m not a lawyer, but I’m curious 

about this question and perhaps Alan you could even  comment 

on it.  Can the states write a law that says Federa l 

information listed as the Freedom Information Act, can not 

be released?  

  DR. KENNEDY:  Any information under Minnesota is 

released to us without contractual limitations on i ts use, 

is public information. 

  DR. GRANT:  Also, I would add if these Centers ar e 

being supported by grants that it is not Federal 

information, it’s institutional information. 

  DR. KENNEDY:  Is it probable that, as a land gran t 

works, that when an arm of the state government is 

considered subject to within the practices of - do we have 

no ability to protect anything that is not already in 

written form?  So if it is in writing any form what soever, 

we have to turn it over as requested.  

  DR. GANSLER:  But then that’s an individual state  
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issue then. 

DR. KENNEDY:  There is no state issue. 

  MR. MORRISON:  It seems to me that it is two way 

problem.  One is, what do you do with information t hat is in 

possession of a state agency which is not subject t o Federal 

FOIA cause the Federal FOIA doesn’t reach state age ncies?  

But the state FOIA reaches state agencies, and what  can the 

state do?   

It seems to me, that the state can do anything 

they want subject to whatever limits there are, on the 

information as long as it is in the hands of a stat e 

university. I’ll just use that as our example here.   The 

second question is what happens when that informati on now 

gets in the hands of a Federal agency?  At that poi nt state 

FOIA is irrelevant; unless there is a specific Fede ral 

statue incorporating state FOIA’s which there are n one to my 

knowledge.  Then you go back to the Federal FOIA wi th all of 

its exemptions.   

So, its kind of a two edged thing you have to, if 

you are worried about protecting any information yo u have to 

worry about the two possible places it could be rel eased.  

Subject to a request, either the state level when i t’s there 

or when it’s the Federal level.  And by the way, if  you 

still keep a copy at the state level you’re still s ubject to 

the state, unless you physically turn over all copi es, which 
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it is probably forbidden under your state law, whic h 

requires you to take different measures.  

DR. CLARKE:  Well I’m sorry I brought this up. 

  MR. MORRISON:  Well, I’m going to be a pain in th e 

neck today.  I’m going to talk about legal stuff, b ut we 

have to understand the framework. 

DR. GANSLER:  That’s the reason I raised it.  I thi nk 

that it strikes me, well later we are going to come  back and 

talk about some -- I know one California law that i s 

troublesome.  I think we need to understand at leas t, what 

the restrictions are or not in this area, above and  beyond 

what somebody from DHS decides to make it.  

  DR. CLARKE:  From our prospectives as Center 

Directors with multi-state consortiums as Neville h as 

described, we basically nip this out on the bottom line to 

say that the uncertainties around this are one of t he issues 

that we have to think about as we consider what we mean by 

SBU and take those into careful consideration.  

  The last one up here is to say things that again 

we already know, that some of the issues that we ar e 

concerned about are related to the implications of visa 

controls, international students, and that sort of thing as 

we go through this.   

So our situation as we come to focus on the  

Centers is that the Academic Centers of Excellence,  as Dr. 
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Bernstein has already said, usually, hopefully in t he 

majority of our activities do not deal with the sen sitive 

information.  But, some of the Centers do and it va ries from 

subject to subject within Centers.   

The academic cultures from which the Centers come 

may not all be uniformed in terms of their commitme nt to, or 

their sensitivity to managing sensitive information .  Some 

parts of our academic culture or perhaps are more i nterested 

in academic freedom while others’ are more in-tuned  to 

protecting sensitive information.   

I’m not throwing stones at anyone, but there is a 

diversity of opinions and culture about the managem ent of 

information.  Constraints on the publication or sha ring of 

information, pardon me,  -- the concerns that arise  there 

about academic freedom.  The Centers and their facu lty, 

generally I think, across all of our Centers and no t 

withstanding all the above, are generally committed  to 

protecting sensitive information.  That’s why our f aculty, 

that’s why our Centers were selected in the first p lace. 

But, Centers have the same rules as others in  

terms of dealing with classified information.  I do n’t know 

if that’s a nice clean cut, but we separate in our thinking 

that the management of classified information as so mething 

that fits into an established set of conditions.  A nd we are 

coming up against the margin of that set of rules a s we 
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think about SBU. But ultimately the DHS Centers, ba sically 

wind up even though they are concerned about SBU, a nd I know 

that we are talking to you because of this, we are 

essentially looking at how we fit these Centers int o our 

institutional venues that already exist today.   

One of the things that I think that we want to try 

to avoid as much as we can, is to not create any sp ecial 

conditions that pertain only to the DHS Centers of 

Excellence.  Special rules that come up against ver y 

sensitive issues usually run into interpretation pr oblems 

and the like.  So we hope that general solutions fr om the 

kind of deliberations that you have will be forthco ming.   

I thought maybe an example.  Well, actually what I  

wanted to do is make sure that I told you something  about 

our Center.  So I have chosen an example that might  give you 

some feeling for one of the situations that arises as we go 

about dealing with this.   

We’re in the process of doing a risk analysis in a 

fairly complicated, highly-intensified industry in one part 

of state that feeds about five million cattle at on e time.  

In a fairly constrained geographic proximity they b ring 

animals in from all over the U.S.   They bring in f eed and 

other supplies from all over the U.S.  They have a very 

complex marketing and transportation system.  And, we’re in 

the process of trying to ascertain the key elements  of the 
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vulnerabilities to that particular industry.   

So as we do this, we are looking at this fairly 

intensive agricultural operation, a complex set of 

interrelated factors that are involved in access to  the 

operation.  We are in the process of developing mod els and 

amassing the data for quantitative assessment of th e 

vulnerabilities and in that situation most of the d ata that 

we are dealing with is either unclassified or at mo st, 

priority privileged in terms of sensitivity for the  

industry.   

But, we are basically looking at a situation 

emerging now in which our research will develop a s et of 

methodologies that will almost certainly be unclass ified.  

And, we are looking at a set of products that come from that 

analysis in terms of revealing individual industry 

vulnerabilities or vulnerabilities in the industry in the 

end of it that could be sensitive or perhaps even, could be 

classified.  So we’re watching that one fairly clos ely as we 

go along.   

There are other examples that we could have 

chosen, the sequencing of the small pox virus and  

how you protect that is an area that science genera l has 

dealt with -- vulnerabilities generally in marketin g and 

transportation and all kinds of risks and consequen ce 

analysis.   
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So far we see, I think you all will know far 

better than I, but I think that across the scientif ic 

domains we’re seeing a good bit of activity and a g ood bit 

of responsibility in the part of particularly senio r 

scientists in doing the right thing about protectin g that 

kind of information.   

So, what are the implications from our standpoint? 

One of the points that I think that we have to deal  with as 

we think about SBU is that we may need to make this  judgment 

before we do the experiment rather than terms of re viewing 

the publication after the experiment has already be en done. 

   A lot of our emphasis has been placed on what do  

you do with the manuscripts.  And basically if we c an be 

careful enough to understand the possibilities of S BU, we 

need to do those things that will deal with that in  terms of 

access by foreign nationals and others that might b e implied 

in that.  The review of manuscripts may be too late .   

Who can participate is an interesting question?  

Consider the limitations on publications early on s o that we 

don’t for instance, get a graduate student half way  through 

a thesis project and find that that person can’t pu blish 

that sort of thing.   

We face the interesting, but not insoluble problem 

of conducting compartmentalized research within the  

university community.  Some universities know how t o do this 
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others categorically don’t want to do this.  That’s  

different within universities.  And then creating a  

classified worksite either adjacent to or inside th e 

university is something that has been done.  But th ere is 

consideration all the way across our Centers of Exc ellence 

the concept is if we can avoid that kind of situati on with 

the Centers of Excellence we would like to avoid th at if 

possible.  We would like to try to make SBU work if  we can, 

and that’s the important part of our discussion tod ay.   

So the concept paper I believe you all have in  

front of you, I will not review that paper in detai l.  I 

will just point out the main headlines so that it w ill be 

fresh on your mind as we go into discussion.  Funda mental 

reply of research is exempted, I believe for anothe r day.  I 

hope that we don’t discuss this today, but someday when you 

are out of things to do and you want to spend the d ay just 

trying to get a good definition of fundamental rese arch and 

implied research and I guarantee you, as we say in the 

cattle business down in Texas, you’ll work on that until its 

time to milk the cows that night.   

Sensitive definitions are tenuous at least. 

So, sensitive information can emerge during in the process 

of doing this kind work.  Our paper says that we wa nt to 

look at those papers if we can, sanitize it if you like,  

remove the cite specific information, deal in gener alities 
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that’s keeps these publications from being sensitiv e.  If 

that is not feasible, one then thinks about designa ting the 

for official use only thing, if that doesn’t work and if we 

are up against a system for having to do classified  work 

then we say that we will call that out.  We can eit her then 

do the work in a classified research environment or  not do 

the work at all.  Those are the possibilities.  

So there’s a set of activities underway that we 

hope that you will contribute to today, that we hop e will 

give us the opportunity to seek this framework and 

guidelines and policy that will make this more gene rally 

applicable and more clearly defined.  

  So we are considering the approaches for 

evaluation and oversight with the safeguards and on e of the 

things that Mel has said is we will deal with the k ind of 

exceptions that can arise and some of these are qui te 

obvious if you have selected agents and select biol ogical 

agents that you are working on.   

If you do economic analysis or risk analysis, as 

the example that I showed you, it reveals specific 

vulnerabilities and how to avoid that.  Avoid expos ing the 

developing technology that hindered the DHS and or other 

missions.  If they found that these exceptions occu r, 

specific protocols may need to be established to de al with 

establishing under FOUO or be required to do the re search, 
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as I said a moment ago.   

Evaluation is done at the university level, Dr.  

Bernstein mentioned that, but my translation of tha t is that 

the last thing that we want to have to do is to hav e the 

feds tell us this if we can possibly avoid it.  So we want 

to try to handle this as best as we can without get ting into 

the bureaucratic processes in dealing with that.   

But unresolved issues can occur and we refer these  

to, in our draft paper we propose to refer these to  a joint 

center and the S&T Committee that would be chaired by the 

Director of the Office of University Programs.  Aga in, the 

universities will ultimately be responsible for mon itoring 

this and knowing where a problem is going to arise.    

So, the next steps and things that we as Center  

Directors hope this discussion will help us to elim inate 

today.  Can SBU be meaningfully defined?  It’s an u nanswered 

question perhaps still at this stage.   

Will self-policing activities work far in the 

universities for sensitive, but unclassified?  We h ave an 

example I think, there are many examples.  One that  I’m 

particularly familiar with is the NIH Recombinant A dvisory 

Committee, which was formed back at the turn of the  eighties 

to deal with the environmental release of genetical ly 

engineered organisms.  A process was designed and d eveloped 

by the researchers who were doing the work in the a rea.  
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That became the set of rules that everybody agreed to 

operate under by agreement, and that worked very we ll at the 

time.   

There are many other examples in the nuclear area, 

as well.  Then there is a what we think and ask our selves 

and pose to you at the end of the day today is, wil l this 

discussion today about SBU take us far enough along  so that 

we can perhaps see the possibility of doing somethi ng like a 

similar conference that wrote the rules for the Rec ombinant 

Advisory Committee?  Can this set of discussions le d us to a 

detailed shirt sleeves rolled up interaction among the 

players that would help us write the description fo r how to 

make SBU work?   

And so these are the discussion questions that 

were posed to you all and that have been put togeth er by 

Anne-Marie and others.  And, I believe this is wher e we are 

at this point to discuss anything that we want to a bout our 

presentation, but then to go on from there to deal with 

this.   

As we looked at this list of questions and sort of 

anticipating what the order might be and in light o f the 

presentation I have just given, I guess we came to wonder if 

the last question might be the first question in th is 

discussion.  If we can see a way forward, maybe not  do it 

today but see a way forward in dealing with SBU in a way 
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that provides an operational definition then everyt hing else 

becomes relevant.  If we can’t do that then maybe w ould have 

to look for a better mousetrap.  So, thank you very  much. 

      Agenda Item:  Discussion       

  DR. GANSLER:  While you have that up, can I ask 

you a question on the last item   the one that you wanted to 

focus on?  I don’t know if it was a typographical e rror or 

an intentional one, but in your example case, you s aid that 

some of this may be classified, you didn’t say what  is 

sensitive.  I think that one might ask the question  on that 

part E - can we distinguish between sensitive and 

classified?  As not just between sensitive and uncl assified. 

 I mean I could imagine somebody deciding that the 

information that you gave in your example case migh t be even 

confidential classified.         

  DR. CLARKE:  It is in places. 

  DR. GANSLER:  And therefore, I think that it is a  

harder question almost to define what is sensitive and 

what’s classified.      

     DR. CLARKE:  I would certainly agree. 

  DR. GANSLER:  And if you go to the classified the n 

there is a whole regimen and a definition and its a ll 

clearer than this is.   --  as a process of who can  

classify, and how frequently its gets redone, and w hat 

levels it’s at, and all that sort of stuff.  None o f which 
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exists for sensitive. So, I think it strikes me tha t that 

question, the last question should be based particu larly 

upon your statement, that this might end up being c lassified 

versus sensitive.  We need to be able to distinguis h between 

sensitive and classified, not just sensitive and 

unclassified.        

  DR. CLARKE:  I agree with what you said.  I’ll 

come back over with the point that Mel makes in thi nking 

about all of the Centers in the aggregate and that is that 

we hope that probably 90 percent of the research th at we do 

will not be challenged by this set of deliberations .  We 

have to deal with the 10 percent that is, obviously  in a 

very careful way.  

  DR. GANSLER:  Many universities have a firm 

position and will not do classified work.  As you p oint out, 

these are multi-university consortia that are doing  this in 

the Centers.  There is a very distinct problem ther e when 

you say classified, somehow since no one knows what  it is, 

sensitive is okay to discuss.  People do have locke d drawers 

at least, even if they don’t have guards and things  for 

classified.  I was just sensitive to the fact that you led 

your example case right into classified, and it’s a  whole 

bag of worms that you turned up. 

  DR. SILVER: Since I represent historians, as well  

as other social scientists, have you had any discus sions 
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about the question of sun setting these SBU classif ications? 

              

DR. CLARKE:  I don’t believe so, because we  

haven’t got the definition to sunset yet. 

  DR. GANSLER:  That is the point that I made with 

classified stuff does have a regular declassificati on period 

but sensitive doesn’t.   

  DR. BIENENSTOCK:  I wish I had a clear 

understanding of what the government hopes to achie ve by 

SBU.  In particular, clearly you want to be able to  

distribute material beyond the audience that gets c lassified 

information.  What are you trying to achieve?  What  

distribution are you trying to achieve with the SBU  label?   

  DR. BERNSTEIN:  Well you are looking at me, but I  

mean you said the government. 

  DR. BIENENSTOCK:  Today you are the government. 

  DR. BERNSTEIN:   I think that the intent of 

establishing Centers at universities was to provide  as broad 

a mandate to be able to develop answers to critical ly 

important questions as possible and to use a time h onored 

methodology of disseminating it and discussing it.  I think 

that is the role of the Centers, it may not necessa rily be 

the role of all parts of the Departments of the Hom eland 

Security or the Department of Defense, or anybody e lse.   

I think the issue arises because the topic areas 
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in this case overlap some issues of real concern.  And as 

Neville said, we are trying to understand what happ ens when 

the activities sort of move further into this regim en where 

the information now has additional implications bey ond 

scientific progress and how do we deal with that?  

Certainly the Centers are encouraged and supported 

to be able to express themselves.  To talk about th e high-

quality science that’s going on.  The issue here is  what 

happens when some of that information then is inter preted or 

recognized as being particularly sensitive.  I thin k Neville 

pointed out, there are other examples of this:  Sel ect 

agents are clearly one. There are certain common se nse 

attitudes that researchers and universities have ad opted.   

The physicists, years’ ago, understood their  

constraints on how they would talk about the develo pment of 

nuclear weapons.  Is this different now?  Is there a 

different climate?  Are these Centers dealing with issues 

which are demonstrably separated from the research that the 

NIH Regional Centers of Excellence are working on? Or the 

fact that the National Science Foundation has annou nced that 

$400 million of its budget are going to be devoted to 

Homeland Security related research?   

This is a broad issue.  If the problem turns out  

to only be a problem to the Centers of Excellence, we could 

probably deal with that.  But, I think that we’re t rying to 
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see if we can best understand those issues within t his 

environment, which is much closer to the kind of se nsitivity 

that has come up.  I have always seen this as a muc h larger 

problem, just as deemed exports is a much larger pr oblem. 

  MS. MARCSON:  I’d also like to just add to Mel’s 

point.  I mean I think that one of the issues at Ho meland 

Security is that we have a unique mission compared to other 

departments, in that we really need to have partner s within 

industry, within the academic community, with the p rivate 

sector to really try to protect the homeland.  That  involves 

a lot of information sharing.   

That goes back to one of the fundamental missions  

of the department, which is to share sensitive info rmation 

with local and state entities or with academia for their 

research to try to tackle some of these tough probl ems.   

The problem is that the legislation, the  

regulation surrounding this information have not ca ught up 

with what I think the mission was envisioned.  For 

University Programs and the S&T component as a whol e, we 

have something of a struggle because we are just on e 

component in a large agency -- you know writ large -- that 

established certain policies in the early days of t he stand 

up of the department.  This SBU management directiv e, which 

regulates all of the components, including S&T, was  written 

probably within the first year or two of the depart ment 
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standing up.  I think that for all intents and purp oses does 

not address some of these issues that do need to be  

addressed.  There’s no question this needs to be re visited 

by the department.   

 One of the issues though, is having the regulatory  

authority to protect the information that the depar tment 

would like to.  Particularly in this information sh aring 

environment, and some of the hopes are pegged that on the 

SHSI Regulations, Sensitive Homeland Security Infor mation,  

that when those regulations come out, those can add ress some 

of these issues as to:  How do we share with our pa rtners on 

the state, local, or academic level, so that there is access 

of information between governmental entities.  But at the 

same time, a structure in place to protect the info rmation 

the department is sharing.  Which is part of our mi ssion to 

do so.   

And, so I think that what Mel is talking 

about, this is this is a very large issue for the e ntire 

department and other agencies in the government.  T hat’s 

really the struggle to get the regulatory mechanism s in 

place so that we do have teeth and we do have somet hing that 

is consistent that people can look to for some firm  

guidance. 

  DR. GRANT:  I wonder given some of these points, 

if it might be helpful over time to make some disti nction in 
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type of publication or communication.  It kind of t racks 

what the fundamental research versus supply.  If we ’re 

talking about the kind of publications that ordinar ily 

result from fundamental research and publications i n the 

scientific literature that they might not ordinaril y be 

sensitive.   

But Nicole and Neville both have given examples of 

where that information becomes more applied and tra nslates 

perhaps, either in reports to agencies or in your e xample 

Nicole, reports to state and local governments, it’ s 

translational that information if you will, begins to shift 

from what is completely fundamental into something that is 

more applied.  Maybe there’s some characteristics a  long 

that line that we might be able to use to make some  

distinctions. 

  DR. BERNSTEIN:  Maybe we can ask some of the 

Directors who have obviously -- most of the activit ies that 

are carried out at the Centers use graduate student s or in 

some cases undergraduate students, depending on the  nature 

of the research, so they are the ones that are most  aware 

and most sensitive.  So Detlof, do you want to tell  us about 

some of the issues? 

  DR. VON WINTERFELDT:  I can tell you a little bit  

about our experiences with this issue.  CREATE is i n 

existence about two years.  We have produced well o ver a 
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hundred of papers and publications and well over a hundred 

presentations and twenty-five projects.  So you can  see the 

scope of trying to get your arm around what is comi ng in and 

what is going out is not easy.  Just simply by usin g Mel’s 

common sense rule, we identified about three or fou r 

instances of papers in the process of being drafted  that 

common sense would suggest that there is informatio n that 

you don’t want terrorists to see.   

So we basically suggested to the author, in some  

cases the co-author to edit this out.  In one or tw o cases 

we even went further and had a commentologist perso n look 

through the papers and mark things.  If you know 

commentologist people, they mark rather liberally.  So, it 

was a test. I wouldn’t suggest this as a general ru le.  But 

it was a test.   

Our sense is that of the twenty-five projects that  

we have, many of the project’s in advice by the nat ure of 

themselves,  will never touch or produce sensitive 

information.  They are so fundamental.  As one proj ect for 

example, Network Reliability Sarcastic Processing o f Errors, 

without even defining what the network is that I ca n see, 

that it will not use sensitive information and very  unlikely 

to produce it.  

I think that we should have a process in place to  

exempt these projects up front.  Kind of like you e xempt 
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projects that will never touch human subjects up fr ont from 

the IRB regulations.  So, we are trying to develop a 

procedure up front so we can look at our project an d say, 

will this one will not touch or produce sensitive 

information.   

Some on the other hand, certainly will.  As I look 

at our twenty-five projects probably five, maybe ei ght of 

those will touch sensitive information and will mor e likely 

produce sensitive information.   

For example, we do case analyses of dirty bomb 

attacks or bioterrorism attacks where it is very ha rd to 

stay away from sensitive information.  With those w e are 

developing procedures internally for handling the s ensitive 

information both upon receipt and upon release in t erms of 

publications.  They we would be much more strict in  terms of 

scrubbing before it goes out into the publication s tream.   

  Now we are using a working definition don’t get 

all over me if you hear this working definition. It ’s a 

definition that the sensitive but unclassified information 

is information that is not readily available from o pen 

sources and is useful for terrorists in carrying ou t 

terrorists attacks.  It’s the end which I think is important 

here, and you can criticize this of course.  But, i f you 

don’t do the end the first part of it is almost eve rything 

we do.   



 
 

  

  40 

In other words, if I just say we’re putting out 

information that is not readily available from open  sources, 

if that is all that we say almost everything that w e put out 

is of that nature, because by definition we’re prod ucing new 

stuff.  That’s kind of where we are and I sort of d ecided 

early on that we’re the first Center and we don’t w ant to be 

the first one who gets caught into this with sensit ive 

information or God forbid with inadvertent classifi ed 

information.   

So that’s why we have this commentologist person 

helping us out working both on the procedure side a nd giving 

us the examples of where she thinks that informatio n is 

sensitive and should be taken out.  I wish I could give you 

some examples of SBU, but I can’t because this is t aped.  

This is an open-forum so I guess I can’t give you e xamples. 

    DR. GANSLER:  Can you say that those things wou ld 

you define as SBU, would not normally have been cla ssified? 

  DR. VON WINTERFELDT:  Clearly not.  Well, okay no w 

you got me because one case occurred in which infor mation 

that I originally thought was sensitive, and most e verybody 

even the commentologist person thought was sensitiv e, it was 

actually relatively easily accessible in the open 

literature-quite accessible.  I talked to one DOD p erson who 

said he would lean to classify this information.  M ost of 

the information that we have, we looked at in eithe r it’s 
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unclassified and not sensitive or it’s unclassified  and 

possibly sensitive. 

DR. GANSLER: Do you use in non-U.S. citizens  

either faculty or students? 

  DR. VON WINTERFELDT:  Yes.  

DR. GANSLER:  In your Center? 

DR. VON WINTERFELDT:  Yes. 

DR. GANSLER:  On your eight of twenty-five, do  

they not take part is that how you differentiate it  up front 

or once you got them turned on how do you remove th em? 

  DR. VON WINTERFELDT:  Well, I have so far followe d 

informal rule that those projects are likely to be 

sensitive.   

DR. GANSLER:  My understanding is that in 

California the law, correct me on this, cause one o f our 

group in a Maryland study, we asked them to identif y the 

non-U.S. citizens and they said they can’t by law.  

California doesn’t allow that as a privacy question ? 

  DR. VON WINTERFELDT:  I wasn’t aware of that. 

DR. GANSLER:  Is that true? 

  MR. MORRISON:  I don’t know the answer.  The 

Federal government could of course, pass a law to o verride 

that. 

  DR. VON WINTERFELDT:  The procedures that we are 

working on for dealing with projects that are sensi tive 



 
 

  

  42 

would allow foreign nationals under certain conditi ons to 

get access to it.  But, they would have to subscrib e to the 

procedures and sign forms that say we treat it in t he 

following way.  

MR. HARDY:  Jack, we’ve been told by the  

University of California that when they get some of  these 

contractual requirements from government sponsors t hat 

require the identities of any foreign nationals to be 

reported that state law in California does prevent them from 

reporting to the government sponsors the identity o f those 

foreign nationals. 

  MR. SHORT:  I believe, that in the case of the 

Department of Defense, if students come onto the De fense 

premises then we are entitled to that information, but if 

its out in the private sector we are not entitled t o that 

information. 

DR. GANSLER:  In some departments it’s more than  

50 percent now for graduate students.   

  MS. NORTHCUTT:  I have a question about your 

interest in the exemption.  The examples you have o f SBU 

that you’ve come across, is it your strong opinion that you 

could’ve in the first instance predicted the very p rojects 

that SBU would of been coming from? 

  DR. VON WINTERFELDT: It all occurred in the 

context of what we call case analyses or case studi es where 
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we apply our methodologies to a particular terroris m 

scenario. 

DR. BIENENSTOCK:  Could you speak louder, I’m  

sorry I couldn’t hear that. 

  DR. VON WINTERFELDT:  All the cases where we 

detected in the process that sensitive information was used 

or generated were in the context of case analyses w here we 

applied risks for economic analysis to particular s cenarios 

of terrorist attacks. 

MR. MORRISON:  I would like to go back to question 

E there and say that the answer is not can we devel op a  

definition.  The answer is sure we can develop a de finition, 

but there are going to be two problems.   

The biggest problem of the definition is how  

it’s going to be applied and for example, I’ve been  

litigating FOIA cases for thirty-five years’ and we  still 

can’t agree on a definition.   

I saw lots of discussion here on what exemption 2  

is supposed to cover.  In my view, its only one sid e of the 

prospective, the government’s completely wrong on w hat 

exemption 2 covers.  And that’s been an issue that has been 

litigated off and on for thirty-five years.  The sa me thing 

is true with the definition for classified informat ion.   

The problems are not in the definition, the  

problem is in how they are applied and most importa ntly 
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whose looking at it.  That is, that Detlof just sai d, as we 

look at it there’s no problem.  The problem is that  is the 

wrong “we”; it’s the “we” that Mel and other depart ments are 

going to look at, and they are going to look at it 

differently.  I’m not making a judgment about whose  right or 

who’s wrong.  All I want to say is that I don’t thi nk that 

we should spend a lot of time hoping to come up wit h a 

definition that’s going to answer how we are going to deal 

with this problem.  I’ve got some other thoughts la ter on.   

But one last thing, even on the definition that  

Detlof gave said, that its’ not generally available , and I 

agree with what he said about that because it is ve ry 

difficult to tell whether it is and to get the suit s about 

that.  But he said, and “is” helpful to terrorists.   I bet 

that if you ask the DOD and Department of Homeland Security 

that the word “is” is not going to be acceptable.  They’re 

going to want to change that to “maybe”. 

  DR. BERNSTEIN:  It sounds like President Clinton 

there. 

MR. MORRISON: No, it sounds like the difference 

between “is” and “maybe” is big difference in words .  And 

so, hoping to get a definition that is going to ans wer our 

problems is not going to be very fruitful.  In the end it’s 

going to be hard to get an agreement, not in the un iversity 

community or in the Centers community, but between the 
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Centers and the government.  Second is when it come s to 

applying the definitions there are inevitably going  to be 

disputes.  So hoping that the definitions will solv e the 

problem is not in my judgment the way to go. 

DR. GANSLER:  We have a couple more questions and  

I would like to try to rotate around to the other C enters if 

we could.  Gerry? 

  DR. EPSTEIN:  I want to come back to something 

that we had a little discussion of earlier which is  the 

different categories of sensitive and the wish that  maybe 

this discussion could inform other issues that DHS faces in 

terms of information sharing.  I’m always looking f or ways 

to make a problem not harder than we have too. I th ink we 

can actually narrow down this rooms discussion from  other 

issues of sharing classified information and how th at is 

handled.  If its government generated, or owned inf ormation, 

or information gotten from a private vendor which i s somehow 

handed out to people that’s one set of issues.  You  receive 

information you think is sensitive, what do you do with it. 

 The harder issue is the information generator buys  

something outside of the government’s orbit.  I thi nk that’s 

what we’re here for, so if it’s a matter of critica l 

infrastructure information we can deal with that in  another 

approach.  I think what makes this problem hard is as 

information develops outside the government which i f in the 
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government might well be classified.  The point is that 

these are outside. 

  In terms of definitions, the definitions of 

classified in terms of grievous harm to national se curity, 

harm to national security, the problem with definit ions like 

that is that there is no trade-off.  That’s why I 

appreciated your mentioning that it is something se nsitive. 

Well the train schedule is sensitive.  If I want to  blow up 

a train I want to know when they come.  The problem  is that 

there’s serious risks in making train schedules sec ret —that 

people can’t take trains anymore.  Somewhere imbedd ed in 

this entire discussion has to be some sense of what  the 

trade-off is in trying to put restrictions on it.  That’s 

hard to capture. 

  The third is the hope that we might improve our 

regulation.  I think you came to it earlier where y ou said, 

there’s some things that you that’s a matter of com mon sense 

you kind of do it such and such a way.  I do not th ink it’s 

possible to regulate common sense and I think if yo u look at 

the regulatory tools you end up with mechanisms lik e U.S. 

citizenship because there are laws that apply or do n’t apply 

based on citizenship.  Which I think has less and l ess to do 

with what worries me nowadays.  There are scary peo ple in 

the United States and there’s people I sure would l ike to 

work with around the world, many of whom are in our  
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universities.  If you’re forced to a regulatory leg al 

approach or constitutional law approach, you end up  drawing 

boundaries that don’t really help you solve the pro blem I 

think.  On the other hand, if you are backing up to  what 

makes sense, the first time you are challenged in c ourt 

that’s going to collapse.  It’s just a hard problem . 

DR. GANSLER:  Well in fact this whole issue has to 

be addressed from the adverse effects, not just the  positive 

effects.  It’s a risk benefit analysis. 

  DR. EPSTEIN:  The definitions which don’t have a 

balance are very difficult. 

DR. GANSLER:  Yes, the impact, clearly I would 

like to hear from some of the Centers as to what th ey 

perceive as both positive and negative impacts.  If  we just 

go through the policy we can easily end up with ess entially 

just classifying it and that takes care of it.  And  you 

don’t want to do that. 

  MS. MARCSON:  I really like your analysis a great  

deal about information developed outside of the gov ernment. 

I just had two nuances.  One is there is a nexus wi th the 

government funding, the originator which is outside  of the 

government.  So we do have interests through that f unding 

mechanism.  The second is it’s almost more nuance b ecause 

there is also this whole concept of derivative info rmation. 

So for the government we may share information and then an 
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external entity expands upon that and may build upo n that so 

that it something more sensitive.  And so it’s almo st a 

combination of government originated and external o riginated 

information.  So while we are thinking about this, this is 

probably broader and beyond the university program issue, 

but that’s another nuance to add.  How does that th en break 

down for FOIA issues?  To what extent can the gover nment say 

while we’re the originator so our FOIA laws apply w hen there 

is some derivative state added information.    

  DR. WILKENFELD: Just to remind you that I 

represent the START Center, which is a group of beh avioral 

and social scientists who are attempting to develop  new 

knowledge about basically motivation intent of eith er 

individuals or groups who may resort to violence an d 

terrorism to achieve political, social, economic, c ultural 

objectives.  Not that behavioral and social scienti sts are 

unique in academia, but they are often less used to  having 

their results actually paid attention to then in th e policy 

community —that’s a bit of an understatement.  Certainly the 

research groups who got involved in producing the p roposal 

which generated the Center were generally savvy to the 

notion that there’s going to be interplay between t he 

research community and the policy community. 

  But I don’t think that everybody really 

appreciated the issues having to do with sensitive,  but 
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unclassified as that got into the research.  So let  me just 

raise a couple of the concerns being coming forth f rom our 

end as opposed to the other end of things because i t is very 

much a bidirectional kind of process.   

  So for example, should we be trying to anticipate  

when a particular research design is likely to gene rate 

findings which conceivably could be sensitive?  Sho uld we do 

that before we start or should we worry about after  we’ve 

sort of generated the findings and then say to ours elves, 

well this finding is not exactly what we expected.  Somebody 

may in fact be interested in it because it really d oes point 

to some possible problem.   

  Now some researches would say that once we starte d 

the research, you know that we are sort of out ther e and 

we’re doing it with open sources.  We don’t do any research 

that is not based on open source. I think that’s pr etty much 

characteristic of all the Centers although there is  

certainly privileged information and industrially p rivileged 

information. 

  So one of the big issues for us is a sort of self -

censorship, as it were.  Several of our researchers  and 

research projects would probably not want to go dow n a route 

that might result in restrictions on publication or  even a 

review process beyond what is common in academic ci rcles.  

I’m not saying all of the researchers convey that, but 
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certainly some of them do.  So that’s an issue for us. 

  DR. GANSLER:  I’d like to interrupt and follow up , 

are you suggesting that some of the researchers tha t you 

would like to have either from your university or s ome of 

your partners would refuse to do the work if they t hought 

that this might later result in publication constra ints? 

  DR. WILKENFELD:  I don’t want to say categoricall y 

that I know that for sure.   But certainly they hav e 

expressed considerable apprehension about the possi bility of 

additional review of their work beyond the normal p eer 

review that would vet their research or publication  would be 

a problem.  Now obviously as the Center Directors, we need 

to be sensitive to what we would sort of set resear cher 

loose on if we were to worry about what the outcome  might 

be. 

  Let me give you an example, I think that I can 

speak sort of generally about this example.  One of  the 

research projects that I supervise direct has to do  with 

looking at various threatened minorities around the  world 

which might resort to violence to achieve political  goals.  

Some of those techniques might cross the line from 

legitimate protests to violence and terrorism as a means for 

achieving ends.  We’re trying to develop a typology  of what 

characterizes those groups which have crossed the l ine in 

comparison to those groups which have not crossed t he line. 
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  Now that research which is ongoing and will be 

ongoing for a while, may result in the identificati on of 

organizations that have been spawned by certain of these 

groups.  Let’s say the U.S. government has not here tofore 

been paying too much attention to.  But, they are s imilar to 

other groups which have spawned violence and terror ism so 

they may warrant some additional attention on part of the 

policy community -- the security community. 

  So, we get into this, I won’t say quite innocentl y 

because we all know that there’s a possibility that  we will 

find something like it.  But once we do find it, wh at are 

the restrictions then that might be imposed on us i n terms 

of publishing those kinds of findings as legitimate  academic 

research?   

Now we all understand that we are not being 

funded here by the National Science Foundation.  We ’re being 

funded here by an agency which has an operational m andate.  

All I’m saying is that the researchers in this comm unity 

need to go through a process of retraining.  This i s not 

what they get in graduate school normally; this is a 

different kettle of fish.  Let me stop there. 

  DR. GANSLER:  Shaun?  

  DR. KENNEDY: Similar to Detlof’s, we have a 

connection to the Center for Protection of Defense with a 
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broad range of academic disciplines from social sci entists, 

economics, risk communication to detection diagnost ics, 

supply management, public health response, and infe ctious 

disease epidemiology.  We have followed a process s omewhat 

similar to what they’ve done at the CREATE Center, where we 

have at the initial review stage of our project’s w e go over 

them and do a peer review of is this going to lead to 

something that we really don’t want to see in the p ublic 

domain. 

  As a result of that there is one project that we 

did not fund that we included in our original propo sal 

because when we got down to the details of it after  the 

reward we realized there was no way you could publi sh the 

output of this without it being a problem. 

  So that in a sense, is a process that can work.  

But there are some other challenges that come out.  We also 

followed a similar thing to what they do at CREATE having 

voluntary review of manuscripts before they’re subm itted.  

Where we will have a group read it to make sure is there 

anything in there that really doesn’t have to be in  there 

for it to make its’ scientific points, but is a com plication 

for sensitive information disclosure.   

  There are two challenges of that though: It is 

voluntary, we can’t force them to do that the way t hat our 

current grant is set up.  The second is that while we’ve had 
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every manuscript that could possibly have been a pr oblem 

come through for review, we’ve made some changes, a s 

mentioned earlier this would go to subset under B.  It’s not 

only can universities self-regulate, but is it suff icient 

because those drafts that we review and say that yo u don’t 

really need to say this, this, and this, are discov erable 

under the Data Practices Act; if someone knows well  enough 

how to ask for it.    

  MR. HARDY:  Shaun, who does the review? 

  DR. KENNEDY:  Who does the review?  It would be 

the other two directors and myself.  On occasion we ’ve asked 

for input from people in the Homeland Security offi ces of 

USDA and FDA for their prospective.  Saying we don’ t think 

this is a problem, do you agree or not agree? 

  MR. HARDY:  Do you mean the Federal Act? Is that 

the Act that you are referring to The Data Practice s Act? 

  DR. KENNEDY:  No, the Minnesota Data Practices 

Act.  Which every state has there own version of it .  If you 

want to look for the one that is more problematic, just come 

to Minnesota.  It essentially says that unless you’ ve been 

directly ordered by a Federal statue or state statu e not to 

disclose it, its public. 

  So as an example to that, when we hired a search 

committee for the president of the university two y ear’s 

ago, we sealed its records as is normal.  Star Trib une 
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newspaper requested them and won in court.  So they  were 

able to then identify for the other universities wh ich of 

their president’s were trying to leave. It wasn’t r eally 

stuff that they wanted to have in the public domain . 

  We also do project’s as they are ongoing we have 

made course changes to tailor portions of the proje ct so 

that information really doesn’t fall into this doma in.  But 

again, that’s a voluntary review process we’re goin g through 

there are no formal teeth behind that after we’ve f unded the 

project unless we terminated funding.  Which we cou ld do, 

but there’s a delay factor because of the way that the 

grants were awarded. 

  One thing that has not come up here though, which  

has happened to us in one area with some interestin g 

challenges.  What do we when someone who is not wit hin our 

Center publishes something that is not helpful in t his area 

and contains errors?  Do we publish something that does not 

contain the errors so that it becomes less threaten ing?  Do 

we hide?  There was a publication earlier this year  which 

disclosed some vulnerabilities that were not necess ary to 

disclose, and did it in a context that had errors i n it.  

What do we do?  We were called and asked to comment  on it.  

The response was will that’s his paper and that’s f ine, talk 

to him about it.  But, if we know that we could pub lish 

something that would lessen the concern, should we?     
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DR. GANSLER:  The test that you decided before 

hand might result in something that you decided not  to 

accept as I gather, right? 

  DR. KENNEDY:  One of the projects that was in our  

original proposal to the Department of Homeland Sec urity 

when we did our peer review prior to funding the pr ojects 

after the reward, we set out and said until we can solve 

this two particular problems on protection of infor mation, 

we can not fund the project because it would very c learly 

expose a specific set of vulnerabilities in the pub lic 

domain that don’t need to be there.  

DR. GANSLER:  DHS’s response? 

  DR. BIENENSTOCK:  You can’t pass that on to one o f 

the Federal laboratories? 

  DR. BERNSTEIN:  We might yeah. I mean the topic 

areas would naturally --. 

  DR. KENNEDY:  What actually happened with that 

topic area is that a good portion of it is now imbe dded in a 

program that is being conducted by the FBI with FDA  and USDA 

that we’re now commenting on to the extent that we can.  

That is a mechanism for how we can try to transfer things 

that we come up and say good research, not somethin g we can 

deal with generally.  So we have done that successf ully 

once, but since all the stuff that we are doing pri marily is 

coming off of publicly available information, it’s the 
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intersection of the whole set of different data set s that in 

and of themselves are fine, you put them all togeth er and 

add an olive and all of the sudden it’s a problem.   

  While I would agree with Detlof that most of the 

time you can anticipate it, not all of the time, an d that’s 

where we have to have a mechanism for course correc tion.  

Specifically for us because in Minnesota that cours e 

correction still leaves us exposed.  We can self-re gulate 

ourselves, we can’t self-regulate people who want t o get 

information that we don’t want to disclose.     

  MS. MARCSON:  As far as the state FOIA laws are 

concerned when the states are originators of the 

information, unless there’s a fix on the Federal le vel - 

that would need to be government-wide and some sort  of 

legislation and that just doesn’t exist. 

  DR. KENNEDY:  The General Counsel of Minnesota 

said this more as kind of a wishful dream as oppose d to an 

actual reality, but they would love to have a statu e in 

place where if the university designated something as they 

perceive to be sensitive and then the government ag reed that 

it would be protected. 

  So that the university is self-selecting not 

having publication restrictions put on it. 

  DR. GANSLER:  Earlier you said it was voluntary 

from the perspective of the author so if you said, well I 
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think that they will take out these sentences and i t has 

also been agreed by DHS that they should come out, that the 

author can still say, no I want to leave them in.  Is that 

what you’re saying? 

  DR. KENNEDY:  At this point, yes.  Our only 

recourse would be to call Homeland Security and say , would 

you please classify this? 

  MR. SHORT:  I want to state that differently, and  

that is the fact that they are using the Office of Naval 

Research, that the Department of Defense Scientific  Officer, 

that is the guy at ONR who’s your technical oversee r has a 

responsibility to watch the work that you are doing  

continuously.   

If you start to do something that is strange and 

out of fundamental research, we are obliged to step  in and 

terminate the grant or tell you to do something dif ferently. 

And the fact that you have these grants that are su bject to 

ONR constraints and I don’t know the specific const raints.  

But I know as a Program Officer at ONR that’s my jo b and if 

I don’t do it I’m liable.  I presume that the same liability 

extends to the DHS person.  And so when you say ste p in and 

ask —I’m being flip here —but, I’m hearing dereliction of 

duty on the part of Defense, that his job is to pro vide the 

continuous governance and you shouldn’t have to ste p in and 

ask.  He should be a party to it in real time.  He should be 
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inserting himself rather than waiting to be asked. 

  DR. BERNSTEIN:  I think we’re talking about a 

obviously, a hypothetical situation which actually existed. 

MR. SHORT:  So my question is, is the DHS Program 

Officer as conscientious as the ONR Officer or is t he 

culture something different where you do feel that you might 

have to ask?  

DR. BERNSTEIN:  We model it after most agencies 

there’s quarterly reports, there’s continuous discu ssions, 

there’s identification.  We meet with the Directors  of the 

Centers more frequently then I think most other age ncies do. 

   MR. SHORT:  So, in fact you know that NSDD-189 

 says you have to watch this continuously hencefort h and 

forevermore and you know it’s your job to step in a t the 

appropriate time and say this grant is off?  Side q uestion: 

 Do any or all the Centers have classification auth ority?   

DR. BERNSTEIN:  No, I don’t think so. 

MR. SHORT:  None have classification authority. 

  I’m really distressed, and I’m feeling that déjà vu of 

doing the thing last fall.  And that is what I hear d you say 

Mel, and correct me if I’m wrong is that foreign st udents, 

are welcome to participate in the work at the Cente rs.  

You’re the guy who owns classification authority, a nd the 

Centers who don’t have classification authority hav e no clue 

how to apply the rules are the ones being expect to  self-
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police their students.  That wouldn’t fly in the De partment 

of Defense. 

DR. BERNSTEIN:  From my experience as a  

researcher, researchers in universities never imagi ne that 

they have classification authority.  I mean that th ey really 

abrogate that to their Program Officer, who needs t o step in 

and make them aware of that. 

MR. SHORT:  And that’s in getting back to the  

culture, I will hold up our pride and joy our best example. 

 That is that I know what MIT does on campus, and I  know 

what MIT does at the Lincoln Laboratory, and ought not your 

Centers model Lincoln Laboratory? 

     DR. BERNSTEIN:  Let’s not sort of take this to  a 

extreme where the Centers are operating without a c lue of 

what is going on.  That is not the case.  And I jus t want to 

reinforce this is not so unusual.  I mean that DOE for 

decades has run the Advanced Scientific Computing P rogram 

where the faculty clearly understand, they develop 

algorithms when they open and when the research pot entially 

becomes operationally interesting —in that case it is 

transferred into the national labs.  All the bio-se lect 

agent work is similar, there’s no different with th ese 

Centers.  There not working so close to the edge of  

classification that this problem is always around.  We’re 

really talking about exceptions here. 
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MR. SHORT:  I heard that.  When you self-police  

what’s my norm and what’s his norm can be quite dif ferent.  

When you said that this would rarely would happen, I’m from 

Cincinnati, Ohio, and I know that ivory snow and iv ory 

flakes are as pure —99-44/100 percent pure —and to me that’s 

rare.  I hear Detlof say, I think 90 percent and th at caught 

my ears.   

DR. BERNSTEIN:  It’s not a classification issue, 

 Jim.  This is really a SBU issue.  I mean in the s election 

process for the Centers and the questions that we p ose to 

the Centers the research topics that we asked them to look 

for are really not the ones being that are being ca rried out 

in the national labs or within the agencies.  We lo ok to 

knowledge gaps, fundamental gaps to allow others to  be able 

to take that information and move forward. 

MR. SHORT:  One last question then I will step  

aside.  That is a follow-up to Jack’s question, I s aw a 

vuegraph up here and it said classified.  Did it me an 

classified?  I’m lost.  Your saying one thing, Nevi lle’s 

saying a different thing.  I’m lost.   

DR. CLARKE:  I’m just saying over at the extreme  

of this whole continuum of things outside of SBU yo u are 

going to run up against the decision for the -- 

MR. SHORT:  At the DHS Center of Excellence. 

DR. BERNSTEIN: No, it could be anywhere.   
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MR. SHORT:  I’m lost. 

DR. BERNSTEIN: They are working on problems which  

taken to the extreme could lead to classification.  And it’s 

up to the Program Officer to recognize that early e nough to 

prevent that from happening.  

DR. GANSLER: I’m going to follow in Jim’s point  

that I had a grant to write a paper, actually on on e of 

Detlof’s issues it was the sensitive of networks.  And we 

had a conference and it was totally unclassified.  

Everyone’s paper was referenced in terms of congres sional 

testimony and open source and so forth.  But this h appened 

before the Department of Defense and therefore they  wanted 

to review it afterwards.  They gave me about one-th ird of it 

that they thought should be classified.  And I had a choice 

of either classifying the whole report or taking ou t one-

third of it.   

  But they didn’t say that maybe some of this is 

sensitive.  It was a black and white case and even if it 

hadn’t been a third even.  Even if it was seven sen tences 

we’d run into the point that Shaun is saying it’s v oluntary. 

 I had a choice I could make the report classified or I 

could take out those sentences. 

MR. SHORT:  And that’s where I mean you are doing  

fundamental research and I read on NSDD-189 and it says its 

public release, it’s classified, there’s nothing in  the 
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middle.  And that’s where I get frustrated. 

DR. BIENENSTOCK:  Yeah but, didn’t Nicole  

distinguish clearly this situation from the ones th at you 

normally face, in the sense that we may as a nation  want to 

broadly distribute to certain restrictive groups in formation 

that we couldn’t distribute were it classified.  An d that’s 

the essence of problem, isn’t it?  I mean that’s wh at I 

learned today that really changes it from the class ified -- 

MR. SHORT:  There is information at the  

Defense Technical Information Center, that I think in times 

of urgency when the Department of Homeland Security  needs to 

act, that we should be in a position share with the  first 

responder and we don’t have the authority to do it.   

DR. BIENENSTOCK:  Exactly and that is one of the  

fundamentals of the problem. 

MR. ARMSTRONG:  I want to say that so far I have  

maintained radio silence.  When Anne-Marie sent me an email 

asking me if I would participate in this, first wit h a 

telecom with Jack, Arty, and others I thought that we were 

talking about SBU in a broad sense.  Being too cold  to play 

golf, I spent some time looking up sensitive, but 

unclassified.  And I got some very good information  from the 

Library of Congress, Congressional Research Service , and 

Georgetown University and the many many different c ategories 

of sensitive, but unclassified all termed different ly.  
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So I said to myself this is really a hound dog’s 

breakfast.  Now for those of you who weren’t brough t up in 

Tennessee on a farm this may not have a meaning for  you.  

But if I could borrow from Neville’s example what t hat means 

is the first person down in the morning in the kitc hen opens 

the door.  The hound dog comes in from underneath t he house 

or hound dogs looking for something to eat.  So you  take an 

old tin pie pan and look around for things to throw  on it.  

Maybe from the counter, maybe from the icebox and t he hound 

dog eats it.   

Now this is not aesthetically pure and it’s 

certainly not nutritionally pure, but the hound dog  doesn’t 

care.  But it look to me that with all of these thi ngs that 

have been thrown together we’re adding sense of wha t we’re 

all doing.  So then I said okay after they straight en me 

out, we not talking about the broad sense we’re tal king 

about it only in the Centers of Excellence.  I said  okay.  

But the idea of sensitive, but unclassified which i s the 

idea of things is an oxymoron in many ways.  If I w ere to 

say sensitive but unclassified then you would be happy with 

that.  The fact is we have information, it’s not ju st 

antiterrorism, we have information on privacy, peop le’s 

information -- there’s all sorts of things that nee d to be 

restricted.   

So what we need to do is talk about things that we 
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want to restrict and develop a system where were re stricting 

them.  Now, what I have heard from the Centers, wha t I’ve 

heard from DHS people so far is that number one we hope that 

there’s not going to be many cases.  And secondly, we hope 

we do the right thing, but if not we will ask DHS.   

Well, I read what DHS has published in terms its 

system it’s about 13 pages.  Nicole I graded the pa pers if 

you’d like to see my comments.  I think DHS needs t o have a 

policy that talks about restrictive information tha t the 

universities can keep too.  Relegate the decision j ust down 

to the Centers of Excellence, there not going to ha ve the 

guidance an order to make decisions.  They’re going  to ask 

you, there going to have to do it on an individual basis.  

So, I think that if this were regarded as restricte d 

information systems —it should be.   

For instance, in my many years of dealing with 

classified information I knew how to do that, I kne w how to 

safeguard it and so forth, special access, code wor ds, etc. 

But, when something comes across your desk that say s for 

official use only, I don’t know what to do with it.   I would 

probably safeguard the way I would confidential inf ormation. 

For instance in your thing it says, don’t talk abou t for 

official use only information unless you’re using STU-3(?), 

but you can if you have to.  Or use a classified In ternet, 

but if you can’t it’s okay.  I mean what is it?  Wh at’s 
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really missing is first, the definition of prescrip tive and 

who can get it.  Because sensitive is only one part  of what 

you should restrict.  You should restrict things th at give 

away other kinds of information that you don’t want  people 

to have.  There needs to be a classification system  and 

there needs to be a restricted information system.  And then 

you don’t have this ubiquitous sensitive, but uncla ssified 

value that nobody can understand. That’s the end of  my 

sermon.   

MR. SHEA:  I have two things that I want to share.  

 One is a definitional issue.  When we talk about 

fundamental research it’s being used actually in mu ltiple 

contexts to talk about different things here in thi s 

presentation today.  At one point we discussed fund amental 

and applied research.  And then discussion under NS DD-189 of 

fundamental research and inclusions that arise from  NSDD-189 

and the existing export people.  And it is importan t to 

realize that the dictionary definition and the poli cy 

definition of fundamental research are not the same .  And to 

call fundamental research an equivalent to basic re search 

for example is misleading and confusing when trying  to talk 

about how to apply a fundamental research exclusion  which 

actually, in policy terms, covers a large swathe of  applied 

research as well.  

The second issue is about this concept that  
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there’s information that falls close to classificat ion, but 

we’d like to disseminate to people who do not have 

clearances.  Taking that as an idea and defining it  and I 

think you have.  Should that type of information be  

developed in a circumstance where the fundamental r esearch 

exclusion under NSDD-189 applies?  You could easily  do that 

research and numerate the same information and not have it 

be fundamental research and not have any of the iss ues 

relating to fundamental research with it’s exclusio ns under 

export control and the way that that could be contr olled 

fall into play.   

The simple example as you brought up, putting 

dissemination controls on contractor vehicles that would 

remove the fundamental research aspect. Now it does  raise 

other issues of course and those issues may be grea ter than 

trying to figure out a way to handle the research r esults 

that are arising in the rare case.  I did think it was 

something that should be brought up.                  

DR. GANSLER: I want to make sure that we cover all  

the Centers, so James if you want to make any comme nt on 

your new Center?  

MR. HODGE:  I would be delighted to be very brief 

because we have to do the luxury of not yet being a  full-

fledged Center of Excellence yet. 

DR. BERNSTEIN:  Which means he hasn’t gotten the 
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 money yet. 

MR. HODGE:  And no projects either yet that we  

have to task to work on.  But we have been attuned to these 

particular concerns.  The other luxury we have, per haps it’s 

different then what I’m hearing from the universiti es -- 

Texas A&M, and Southern California, Maryland, and M innesota 

to my right is we’re Johns Hopkins University, we’r e a 

private entity.   

  We don’t adhere to, don’t have to live under the 

same environment that a public institution does.  F OIA 

requests don’t matter a lot to a private entity lik e ours.  

But yet, many of our partners are public institutio ns.  So 

we’re highly cognoscente of these issues.  And yet because 

of that private entity status that Hopkins enjoys a s a 

private university, we have as a university staunch ly 

defended for decades the university’s right to enga ge in 

full-fledged academic scholarship without restricti on.  This 

is part of what will build into every type of feder al grant 

that we do.  This is not to say however, that we ar e not 

fully conscientious of the need for this particular  policy. 

I think at least in regards to what we perceive in looking 

at these early drafts is that our comfort level wit h this is 

fairly good provided I think that two things are ma ximized. 

Perhaps this discussion can lead us towards that.  One, I 

think the process through which this will be develo ped is 
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really key to us.  We’re hearing and I’m learning a  lot 

about key definitions and key issues and things lik e that.  

It’s the process, this university-driven process, I  think 

Hopkins very strongly supports.  Where and under wh at 

circumstances will federal intervention be involved  that 

where will the call be, be stalled on the federal g overnment 

versus the university, that I think will be a criti cal part 

of it.   

It’s that one word that we haven’t yet put onto 

the table and I’m not going to suggest concerns res earchers 

at Johns Hopkins like myself, and many other collea gues, but 

it’s that censorship idea that we want to make sure  that 

we’re always at all times avoiding.  That this is n ever a 

guise for censoring really solid research data and scholarly 

conclusions that are being made pursuant to any fed eral 

program or grant.   

  This is to my view based on the legal capacity 

that I know of and based on my perceptions with my Hopkins 

colleagues not the intent of this at all, in fact i t’s a 

very laudable policy.  One of which we just want to  help 

craft out the right procedures to ensure uniform ap plication 

across the Centers and then as best as possible inh erently 

driven university design types of decisions at firs t with 

the opportunity for federal intervention.   

DR. GANSLER:  Given the inputs from the other 
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 four Centers, the likelihood of getting something out of 

one of your studies that has limitations is highly likely, 

isn’t it? 

MR. HODGE:  We have a very, very diverse research  

agenda with all our partners.  And as DHS knows wha t we have 

proposed is really extensive diverse and extensive across 

multiple sectors involving lots of different types of data. 

 And yet in the same vein knowing about this advanc e is 

really our strength.  We have the policy and we hav e the 

potential I think, before we venture into each of t hese 

potential arenas to have the benefit of working thr ough this 

with DHS and I think we look forward to that. 

  It’s to everybody’s credit that we are addressing  

these issues now.  We feel comfortable that the pol icy as 

stated can be worked.  But it’s a matter of how muc h perhaps 

control over that that the university is given.   A nd like I 

say the potential for government coming in with cen sor type 

policies is something we’re not seeing as a big iss ue. 

  But yet, these are the sorts of things that have 

dominated I think private sector entities like Hopk ins for 

decades, watching out for that from that perspectiv e.   

DR. BERNSTEIN:  It almost sounds like people are 

thinking this is a new problem for universities.  I n the 

days when I was a Provost of a university and atten ded the 

AAU meetings of provosts, sixty of the top research  
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universities in the country, they had story after s tory of 

these kinds of issues.  These are longstanding legi timate 

concerns.  Whether it’s one agency or another agenc y, 

whether it’s done prospectively or retrospectively this is a 

real problem.  I might argue about the difference b etween 

basic research and fundamental research but it’s a 

difference when the topic areas are so interesting when you 

work on contemporary problems that you’re now deali ng with 

potentially sensitive results.   

  In a way this is truth in advertising.  We’re 

saying we know there’s an issue here, we know that it’s 

going to continue to come up, we’re looking for the  most 

effective way to be able to lay out a procedure tha t makes 

sense for us.  Many of you know that there is an Ex ecutive 

Order from the President saying that every agency - - I think 

the 90-days are almost over -- has to report how th ey’re 

going to deal not with classified information, but with 

sensitive information. 

  Toby is an ALU guy who can maybe speak to this 

issue.      

  MR. SMITH:  I actually will ask a question, 

because I’m more interested in not looking at what 

fundamental basic researcher is, but trying to figu re out 

the difference between classified and sensitive.   

So, I go back to your definition Detlof of not 
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openly available from open sources and is useful to  

terrorists.  My question is that sounds like it sho uld be 

classified to me.  The question is what’s the diffe rence?  

And I don’t see the difference yet and I’m interest ed in 

whether we can come up with a difference.   

  And on a continuum there’s fundamental, 

fundamental research I understand is should be open ly shared 

and there should be no restrictions.  Classified is  

information that shouldn’t be shared.  The question  is, is 

sensitive then information that could be shared wit h some, 

but not others?  What on the continuum are we talki ng about? 

 Now I know that classified means the only people t hat have 

access are the only people that have clearance.  Bu t what’s 

the middle ground?  

DR. GANSLER:  They also said people have need to  

know and in this case I think they’re expanding it to need 

to know also. 

MR. SMITH:  Well, I think that’s the question we 

 need to get to is, that is who needs to know and w hen?   

DR. VON WINTERFELDT:  I agree that the definition  

includes the classified piece its a large set inclu ding this 

classified piece.  There’s a large set though that clearly 

isn’t classified but its something else that you do n’t want 

to spread widely.   

  Let me give you an example, we’re working in 
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Radiological Dispersal Devices (RDV)-- or dirty bom bs --  

area with plumes that we get from Lawrence Livermor e.  And 

it’s for official use only plumes and so that’s certainly 

not classified though it’s something that they don’ t want to 

spread, we don’t want to spread so we treat it with  caution. 

 When we publish we actually do fact plumes and we put a 

little bit of a spin to it so it’s not real.  So th at’s an 

example where it’s clearly not classified. 

  In my whole experience we are over cautious at 

this point.  We have not seen anything in the paper s that we 

have produced that has been clearly identified as 

classified —and we looked pretty hard. 

  One more point in regards to James’s comments tha t 

the classified world and the unclassified world is pretty 

clear.  What we are talking about is this dubious w orld in 

the middle.  My original impulse on this whole busi ness was 

to push everything either into the totally unclassi fied, 

totally insensitive, or in the classified world.   

And on the output side you can do that.  I mean 

you can read the paper and say well obviously there ’s 

nothing classified in there because we shouldn’t ha ve never 

gotten that, if there’s something sensitive in ther e—scrub 

it.  At this point then hopefully, ideally with a g ood 

procedure it becomes non-sensitive, non-classified.   Or you 

say well there’s something more to it and we’re goi ng behind 
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the fence and we do some more work and then it beco mes a 

piece of classified information for an agent.  The only 

person in our Center who can do that is myself -- n obody 

else has a security clearance. 

  Having said that though I can control the output 

in that matter by pushing it either way what I can’ t control 

is the input.  We get information like the NARAC(?)  

information from Lawrence Livermore is sensitive.  There’s 

lots of other pieces of information that is useful for us to 

carryout our work, but we safeguard it in some sens e.    

MS. KNEZO:  I would like to follow-up on some of  

Toby’s questions.  How if the universities are give n the 

opportunity to identify what might be useful to a t errorist 

and there may be or may not be input from DHS, how do they 

identify what might be useful to a terrorist withou t having 

intelligence information?  And what does that mean for NSDD-

189 and the fundamental research exclusion?   

And I’d also like to point out that I think there 

are a number of questions that you’ve raised about 

distribution issues.  Should there be a parallel sy stem set 

up for distribution of sensitive, but unclassified 

information among researchers who have a need to kn ow with 

the COE or outside community?   

There have been proposals made by some researchers 

in the biological sciences area that there be a cen tral body 
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to license folks who have a particular need to know  who may 

indeed make more of greater contribution to the fie ld if 

they have access to this SBU controlled information  more so 

than others.  But who is to determine who those res earchers 

should be?  And what is the federal government role  or the 

professional association role in determining that? 

DR. GANSLER:  That’s a key question obviously, the 

establishment if you made something then sensitive,  but 

unclassified okay now who can have it?  And who dec ides who 

can have it?  Is that the university or is that Dep artment 

of Homeland Security decision?  In the document I b elieve 

worded is based on need to know as determined by th e holder 

of information, that’s the way it’s written here.  Now as 

soon as you got the document you become a holder of  the 

information. So it’s a nebulous definition.  

MR. SHORT:  I want to follow-up on this, and that  

is fundamental researchers as is in NSDD-189.  When  I am 

talking to my fundamental researchers, the advice t hat is I 

give them is if somebody offers you information tha t is 

privileged information.  And I’ll give an example i f 

something is marked FOUO is privileged information,  so my 

advice to them is don’t accept it.  Because if you need 

privileged information, if you need information tha t’s not 

in the public domain to do your fundamental researc h there’s 

a possibility that the output is going to become so mething 
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other than fundamental research.  And there is a pr ice to be 

paid for that, so I think in your case of getting t hese 

plumes is it from Lawrence Livermore?  I’d say Lawr ence 

Livermore I don’t want the plumes, give me the fake  plume 

and I’ll analyze the fake plume and I’ll publish it  in good 

conscious.  But, once you take that FOUO data you’v e crossed 

the NSDD-189 line —you’re at risk.  I mean argue with me.  

MS. MARCSON:  I would like to point out though for  

the department as a whole one of the goals is to re ach out 

to academia for valuable input and how we analyze o r fix 

some of these Homeland Security problems and we’re paying 

for it.   

  Basically we’re cheated if the university 

community doesn’t want to deal with some of these s ensitive 

areas for which we’re paying as valuable partners i n this.  

   I think this is the ground issue, like what you 

said earlier Tobin with how do we define sensitive 

information is it that we share it with some but no t others? 

That’s basically what it is, there’s just not enoug h right 

now, regulations to nail this down. 

  But I think that the DHS mission is somewhat 

unique and different from DOD.  And it does require  for us 

to have this limited information sharing to our par tners in 

the state, local, and academic communities.  And th at’s what 

it is. 
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   If universities want to completely stay in this 

non-sensitive information, non- for official use only realm, 

I would argue maybe they shouldn’t work with DHS in  the 

University Programs example cause that is what we’r e paying 

for. 

DR. BERNSTEIN:  That’s an argument that we have  

different opinions on. 

MR. SMITH:  I just want to say that it gets down 

to a fundamental issue which is, is everything that ’s done 

in the academic environment and Centers going to be  

publishable?   And some of our university Centers t hink that 

it should be, but at DHS that’s a different opinion .  That’s 

where I think the crux of it comes and I think I ag ree with 

the statement that we it starts getting into usage -- an 

earlier question that I had maybe for Detlof is tha t when 

you look at those projects that you are worrying ab out 

outcome, you talked about both inputs and outputs b eing 

sensitive.   

I heard Jonathan talk about a case where 

everything was public source going in it wasn’t a p roblem in 

the output though might when combined result in som ething 

that you don’t want to publish.  Which I think is a  very 

challenging issue.  But if inputs are critical and sensitive 

how you define that is a question.   

One of the questions was the head as you went 
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through that is our you determining to be likely to  have 

sensitive outputs also the ones which have sensitiv e inputs? 

If that is in fact the case then I wonder in fact w hether 

they are fundamental.  

  DR. VON WINTERFELDT:  Well, let me answer in two 

ways.  First of all, when you use sensitive inputs in the 

product obviously the product in the output is sens itive.   

The safeguard that we have in the product end is th at we can 

scrub it, like we did with the fake plumes.   

  Let me push back a little bit on the notion that I 

should refuse any sensitive information as input.  I think 

that would really hamper the realism of our intent to push 

forward the modeling of the analytic tools.  If I d idn’t 

know what those plumes look like, at least in some form of 

approximation everything that I calculated is just 

speculation.    

MR. SHORT:  I agree with you a hundred percent and  

that’s why what I’m hearing here is that I feel the se 

Centers, that the universities should make the deci sion up 

front with the regard to the Center, and I understa nd 

there’s a lot of special conditions for these Cente rs of 

Excellence.  I think the university is de facto mak ing the 

decision that I’m willing to accept other than publ ic 

information and therefore I’m willing to abandon my  NSDD-189 

right’s —whatever those are with regards to this Center.   



 
 

  

  78 

DR. VON WINTERFELDT:  I don’t see that connect. 

MR. SHORT:  NSDD-189 says it’s public input, it’s  

public output.  But, as you said if it’s public inp ut 

combined with privilege input then you got to scrub  the 

output then NSDD-189 may not apply. 

DR. BIENENSTOCK:  Suppose we look at it from a  

policy point of view, if I can put on my old OSTP h at.  If I 

understand the situation, the vulnerabilities that we’re 

facing are so broad and distributed in the society that it 

is probably not practical for the country to develo p a Los 

Alamos approach or a NRL approach.  But rather you’ re going 

to need a very broad community.  You want to get th e best 

people you can and by and large they’re at the univ ersities. 

 You can’t put this behind the fence you probably c ouldn’t 

get the quality of people that we need nationally. 

  So that’s why we decided to go out into the 

university community and then we are stuck with thi s 

problem.  And it’s not like a device where you see it and 

you classify it and you can feed it to the defense industry 

and we stay head because we have the technical abil ity to 

stay ahead. 

  On some of these problems we’re not going to know  

how to ameliorate them for years.  I mean look at N ew 

Orleans.  So we really are in a dilemma here I thin k.  And 

it’s not as simple as most of the things that you f ace in 
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DOD which tend to be devicy and are more restrictab le.  Do I 

have the policy issue right?  

DR. BERNSTEIN:  Again I’m a little surprised by  

how comfortable people are about saying you do this  or that. 

I’ve been in a lot of universities in my life and I  can tell 

you that that divide does not exist.  People either  get that 

information because they serve on certain commissio ns or 

that they reach out because it is important as rese arch 

where the information is given with the understandi ng that 

it’s going to be handled in a very different way.  But the 

products can be fundamental research. 

  Just naming one source, Carnegie Mellon Universit y 

couldn’t survive on the model that you have just de scribed. 

 I think that it’s a pretty good university.  But t hey can 

separate out the importance of doing fundamental re search 

from the occasional time that some of that research  is going 

to be applied.  It’s going to be applied in ways th at maybe 

some faculty members are very uncomfortable and tho se 

faculty should not work on those problems.  It’s on e of the 

great things about the university system here we ha ve a 

diversity faculty.  Some of them are inspired by da unting 

complex problems which feed into these areas. 

  I think the biological community, if they 

basically said we are never ever going to discuss s elect 

agents ever again because there may some constraint s you’re 
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going to lose an awful lot of talent to this countr y. 

  I think Arty said it right.  We’re struggling wit h 

this problem, it’s a real problem.  We can isolate some of 

the best minds in the country to not help us work o n this.  

We realize that occasionally we’re going to run up against 

these challenges.  How do we deal with it? 

MR. SHORT:  I think with the policy statement we  

are freeing up in society, I think my experience is  that we 

run into complex questions like that that’s where t he 

freeing up in society is hard to deal with this kin d of 

information. 

  I agree with what Detlof said, as you said, he 

takes this public information he takes this privile ged 

information he scrubs it and he outputs fundamental  research 

information—public information.  He has his job of doing 

that.  You described that different professors may look at 

the same data and scrub it in different ways.  But then the 

consequences since you are taking money from the go vernment 

to do this, or at least my case the Department of D efense, 

you also have the benefit of I get to scrub you too . 

  Just like you may disagree among your professors,  

we may disagree across the department line and beca use I own 

the money I know where the power is and that’s the dilemma 

that we are facing now and it is hard.  

DR. GANSLER:  One last word and we are going to 
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take a break. 

MR. MORRISON:  If what Jim said right then was  

about DHS, then I heard something wrong before beca use I’m 

told that there were no conditions on the grants an d money. 

Now if you got written conditions in there then you  have the 

right to scrub.  First question is do you have cond itions in 

the grant?  Because it is absolutely clear that DHS  can 

control anything it wants in any way it wants as lo ng as it 

puts conditions.  The reason it hasn’t put conditio ns is 

because it understands that as soon as it starts to  put them 

in there people are going to back off.   

  And the problem you’ve got is what Gerald said 

earlier, is it’s a tradeoff.  We need to be first u pfront 

and then try to figure out a way that we can reach an 

accommodation.   

Sort of hoping that it will be rare and we’ll be 

able to work it out in the end and at the end with have a 

remedy of slapping a classified stamp on it, isn’t a very 

good way because soon people are going to start to realize 

if the government is serious —and I think it is serious 

about protecting a lot more than many people in the  academic 

world would protect— then there are going to be a l ot of 

people backing off and are going to be very unhappy  when 

their publications are scrubbed in significant as o pposed to 

ways that people can agree upon.  And that’s the pr oblem 
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that we got to deal with.  I think that you got to deal with 

it upfront because it’s only going to get worse the  more and 

more money there are and the more Centers there are .    

DR. BERNSTEIN:  Let me repeat again that when we  

write the broad agency announcements they’re writte n by 

people who come — many of them from the academic community, 

like myself, we’re very aware of trying to frame pr oblems 

that will not fall into that realm.  When we talk a bout the 

government watching us, again, DHS does not have it s own 

contract team group.  It relies on the Office of Na val 

Research who have terms and conditions.  I’m only s peaking 

to grants given to universities of the Centers for 

Excellence. 

MR. MORRISON:  This is a fact question.  Do the 

conditions, wherever you got them from, do they say  in the 

end we have the right to perfect publication?  Yes or no?  

MR. SHORT:  I addressed that with embarrassment at 

the very beginning, that I was at ONR I don’t know the 

answer to the question. 

MR. HARDY:  We’ve already answered it and the 

answer is no.  Using the ONR terms and conditions t he answer 

is no. 

MR. MORRISON:  But the question is did you put  

them in there?  At some point there’s going to be a  big 

price. 
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DR. BIENENSTOCK:  They do pay a price.  A heavy  

price. 

DR. BERNSTEIN:  At most universities they won’t 

 and therefore you won’t get the talent. 

MR. SHORT:  I want to say one more thing and then 

 I’ll shut up again.  We can not let or requirement  as 

federal employee, to honor and apply NSDD-189, 100 percent 

of the time.  And so we have a requirement to conti nuously 

monitor the work and to say this is no longer a gra nt, stop 

working.    

DR. GRANT:  I just want to say to that point, and  

I’m not aware if there’s a DOD implementation of NS DD-189, 

but my understanding of it is that it only addresse s 

fundamental research or implied research, it only a ddresses 

classification as a control.  It does not address f or 

official use only and I was very concerned Jim, when I heard 

you say that if they accepted for official use only 

information that it then waives NSDD-189 or the fun damental 

research because I don’t think that’s the case at a ll. 

MR. SHORT:  We can’t solve that here but that is  

an important distinguishment, yes. 

DR. GANSLER:  We have lunch and since there are  

obviously people who want to talk, we ask that you hold that 

until after lunch.  Since we really do want to let you go by 

three o’clock as we said we would, let me suggest w e just 
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take a half-hour lunch and try to get back here say  one 

o’clock.  We’ll reconvene and start again. 

(Luncheon recess at 12:30 p.m.) 
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AFTERNOON SESSION     (1:00 p.m.) 

DR. GANSLER:  Since we have two hours and we do  

want to constrain the total time people have flight s to 

catch and stuff, is to try to spend maybe the first  hour on 

trying to get through these five questions, get peo ple’s 

opinions on the five questions, and then the wrap u p portion 

of the session.  If people have some comments speci fically 

on the draft document that’s been circulating we mi ght want 

to give those some time.   

This list of questions I should point out came  

from the Department of Homeland Security.  While no t 

necessarily intended to be totally encompassing cou ld form 

the basis for some dialogue at least.  And then we could go 

onto some of the other comments that Sam for exampl e pointed 

out, within the document itself. 

  I’m almost reluctant to go backwards from what 

Neville was saying start with E.  I have a feeling we have 

had a long discussion on E already.   

So let me start with A.  The question there as 

I interpret it at least, is whether or not one can even have 

a uniform --I’m reluctant to use the word “definiti on” 

because we’ve heard so much about the difficulties of 

defining, but on the other hand an understanding at  least of 

whether it should be the same for the biotech field  as it is 

for the social aspects of terrorism.  I mean its ki nd of a 
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spectrum there that is so large rather one can in f act treat 

it.  I mean from what people have said it seems as though 

the issue here is how do you restrict who can see w hat.  And 

from that view point at least, everyone in one fiel d knows 

who else is in their field.  So in that since you m ay be 

able to have some degree of uniformity even though there is 

such a wide difference between the bioterrorist con cerns and 

say, cyborgterrorists, or someone understanding who  are the 

most likely suspects for recruiting – that is the k ind of 

stuff that might come out of Jonathan’s studies.  C omments 

on that first question?  That one’s clear?      

DR. KENNEDY:  One example where it has gotten confu sing  

in our area for food system protection, understandi ng how 

the supply food chain operates is an important aspe ct of how 

your vulnerabilities are accessed.  The people are experts 

in supply chains resiliencies and its’ weaknesses a re not 

the same people who are expert in select agents and  their 

ability to deliver the food.  

  So you have people that may not understand the 

intersection between the fields and how one person in their 

field what their talking about is not sensitive, an d the 

other side is not sensitive, but the mix is.  It’s one of 

the challenging questions.     

DR. GANSLER:  As Mel said earlier in the beginning  

of the discussion, if you were trying to have the u niversity 
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people who were involved making that decision you w ould 

undoubtedly either if it is purely the supply chain  side or 

purely on the food chain side have people who are e xperts in 

those areas.  If it’s the mix, as the Director of t he 

Center, you bring them both in and discuss it intim ately, 

right? 

DR. KENNEDY:  Let me just point out that’s really  

more where the differences come out.  I think that I agree 

with you within the field everyone understands your  field.  

It’s when the fields are intersecting and potential ly 

creating new fields that’s a different challenge.  But it’s 

a manageable challenge.   

DR. GANSLER:  So is the answer to A, yes or no?   

MR. MORRISON:  It depends. Why did they ask the 

question? 

DR. GANSLER:  I think what their trying to get at--  

and maybe Laura you might want to comment since the se are 

your questions, but I assume that what you’re tryin g to get 

at is whether or not there can be some uniformity t o both 

the process and the rules.  

MR. MORRISON: Have you decided who gets the  

material after it’s potentially --  

DR. GANSLER:  A, who decides which is probably the  

most critical of the issues, and then who decides w ho can 

get it.  So it’s really the decision process that I  think 
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most of you are focusing on in the morning discussi on. 

MR. HODGE:  Jack, I’d like to throw in one other  

issue to that just thinking with my legal hat on co mpletely, 

to the extent which these decisions could be shared , 

circulated, or made available to other Centers, so that were 

familiar with the types of decisions that other Cen ters have 

handed down and what DHS’s responses have been to t hat.   

  Building up some body of precedence for what’s 

been done will be certainly highly advantageous to new 

Centers like ours.  But also I think to some of the  

forthcoming decisions which we will all have to mak e.  I 

don’t know how best to do that without producing se nsitive 

data.  

DR. GANSLER:  That’s what I was going to say.  I  

mean you will automatically be receiving sensitive data by 

definition. 

MR. HODGE:  Right, but that’s the idea whether or  

not it’s the right way to communicate this.  So we think 

about what the University of Maryland is deciding i n 

conjunction with what’s SBU’s is not the polar oppo site of 

what Johns Hopkins is deciding versus USC or Texas A&M.  I 

think that is a value to DHS, but I don’t know how to create 

a process for delivering this information that woul d not 

further involve circulating the type of data that w e are 

trying to restrict.    
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  DR. CLARKE:  One of the things that we talked 

about in the earlier part of the day was the hope t hat we 

would have a solution to the SBU issue that would t ranscend 

and go past the individual Centers of Excellence an d DHS.  

So as we are talking about how to put wheels under this, it 

seems to me that it would be helpful to keep asking  

ourselves are we aiming at a general solution are w e trying 

to do something that works in other places besides the DHS 

Centers because it’s my belief that these kinds of issues 

can arise in almost any place in science. 

MR. ARMSTRONG:  What James is suggesting is that  

in lieu of a statute is to develop case work.  I th ink 

that’s what you’re talking about, right?  

MR. HODGE:  I think it could be extremely  

beneficial to any Center for Excellence to be knowl edgeable 

to how another Center with perhaps like or unlike 

circumstances, has rendered a decision internally.  I don’t 

know whether DHS will see that as an opportunity, b ut to me 

that’s going to be a real big part of how we judge the 

quality of the process, how we judge the legitimacy  of these 

decisions being generated by universities, and to m ake sure 

that DHS is not found in a position where its’ allo wed one 

type of data to be used as non-SBU in one circumsta nce and 

limited it in another.  

DR. GANSLER:  To get to Neville’s point, I think 
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if we could come up with even something that the ou tput for 

the universities across the board, it need not cove r every 

issue of sensitive but unclassified, but universities will 

clearly be getting this from other agencies. At lea st if 

there is a precedent that DHS could establish, it w ould 

probably will be one that other agencies could try to live 

with. 

MR. ARMSTRONG:  Well that’s in the regulation 

there.  Spelled out correctly, is that if you get s omething 

from somebody else you go along with the mark and c ontinue 

with that and if you don’t, you then mark it yourse lf.  So I 

think that is spelled out correctly. 

MR. BERSTEIN:  I think to maybe take us away from  

terrorism for a minute, two of the major issues tha t are of 

concern and that the Centers are concerned about, a re 

results from Katrina and upcoming issues about Amy and 

Alonzo(?).  Both of those issues where the Centers and 

others are working very closely with agencies that at least 

at one stage, have claimed that they don’t have to worry 

about these kind of problems cause they only work i n 

fundamental research.  It’s the same researchers be ing 

funded by the different agencies looking at for exa mple, 

what are the vulnerable populations for particular kind of 

outputs or what are the sum of issues which have mo re 

culturally sensitive in terms of national security.    
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So I think we come back to not every issue that  

the Centers or other researchers face, or whether w e are 

deliberately telling Osama Bin Laden how to blow up  the 

United States, but it’s very much that they are cor e issues 

emerging which identify other vulnerabilities in th e 

country, some of which are of natural occurrence.  So that’s 

sort of the field dependence.  We always talked abo ut it and 

it would be helpful to get some more input.   

I think the social science community is going to 

 have the hardest problem with this.  A lot of the science 

communities at least have addressed the issue at va rious 

periods, and have come up with whether comfortable or 

uncomfortable at least certain kinds of expected pr ocedures 

to be able to move forward. 

  But now we’re dealing with risk issues, 

communication issues, resiliency issues, complex is sues 

about how one deal’s with the diversity in this cou ntry,  

some of which some people would claim is sensitive and 

should not be disseminated.  That’s I think the pur pose of 

the first question.        

MS. PETONITO:  I’m not sure who generated it -- 

was it the security office of DHS? 

MS. MARCSON:  It came out of our management 

division. 

MS. PETONITO:  Oh, it came out of Janet Hale’s  
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office?  We certainly didn’t participate in the dra fting of 

this and so it presents other problems, additional problems.  

MS. MARCSON: This has been frankly an issue of a  

lot of management directors.  It was to give consis tency to 

the different components, but it doesn’t necessaril y reflect 

all the components’ issues.   

DR. GANSLER:  I’m not sure that there is a yes/no  

answer to this or in fact, to any of this. 

DR. BERNSTEIN:  Ambivalence is part of the  

academic pursuit. 

DR. GANSLER:  We will probably come back again  

to this question of who’s going to decide and if it ’s within 

fields or across fields.  Who decides whether it is  

sensitive first, and then who decides who else can get it, 

are the two issues, it strikes me may or may not be  

sensitive to which field its’ in but the same sort of 

process is applied.   

DR. WILKENFELD:  Just to pick up on something that  

Neville said.  Most of us who’ve been in the resear ch 

community for a while are funded by multiple source s and 

sometimes its other government agencies, sometimes it’s NSF, 

sometimes its foundations.  There are obviously thi ngs that 

you can do with these different kinds of funding.  But they 

sometimes merge in terms of a project and you may n ot know 

which piece of a project was actually funded by NSF  as 
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opposed to or at least you should know, but in term s of how 

the final project got generated and which portion o f funding 

came from which place and therefore who owns it and  whose 

regulations you need to deal with, can become kind of fuzzy. 

DR. GANSLER:  Well that leads into the second 

Question – can universities self-regulator, can the y do it? 

MR. HARDY:  I would like to go back to the  

question of federal regulations because I think it bears on 

a lot of this discussion and maybe go back and ask Nicole, 

now these draft regulations that you were talking a bout, 

which we have been waiting a long time to see and w hich I’m 

afraid to pronounce, frankly. 

MS. MARCSON: It’s sensitive Homeland Security  

Information and that is a class of information that  

currently the department is working on drafting reg ulations. 

MR. HARDY:  So will that just treat government 

 information or will that treat, like Gerry’s secon d 

category of information, information that might be generated 

as a result of government funding or otherwise?  I think 

related to that question is will this just define t his for 

DHS or will it define this government-wide? 

MS. MARCSON: It’s just for DHS.  Its being  

drafted by a different component in the department.   But one 

of the goals of my coming to the meeting is that I’ m going 

to get in touch with this person when she is back i n the 
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office next week and relay these issues because I’m  not 

confident at this point, that it fully addresses th ese 

issues. 

MR. MORRISON: I think, if my memory is right, that 

it only applies to certain categories that the gove rnment 

held information or information which has been supp lied by 

outside of the government can be treated this way.  

Unlike what we’re dealing with here, there is a  

statutory term, it’s a question of how broadly is g oing to 

be defined.  It also applies to information that is  supplied 

to other agencies and that has the potential if it is given 

to DHS can a be filter to avoid FOUO of the issues that have 

been going on.  No matter how good the definition i s or the 

writing is, it won’t solve this problem.  There are  some 

overlaps, but it won’t solve this problem. 

MS. MARCSON:  That is what I what to discuss with t he  

people drafting because I’m curious as to what exte nt can 

information that is developed under that nexus of 

departmental funding be covered by some of these 

regulations.  And that’s the missing piece you know  the 

nexus that we are funding the development of this s tuff. 

DR. GANSLER: In Mel’s introduction he talked about  

Universities’ self-regulating, so it’s not a questi on of 

where the money came from.  The question is can uni versities 

self-regulate?  Question B.  
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MR. HARDY:  I think my point is that there may be  

some limits to universities ability to self-regulat e if 

we’re faced with regulations of this kind of impact  on that. 

And the other thing I would worry about some that I  sort of 

heard in this discussion, is the proliferation of d ifferent 

definitions and different agencies defining these c ategories 

in different ways because I think from a compliance  

standpoint that is a real problem for us if we are faced 

with a multiplicity of definitions and a multiplici ty of 

standards for how this kind of information is defin ed. 

  The advantage of NSDD-189, no matter how one migh t 

interpret it, is that it is government wide and it is a 

bright line and you can really sort of tell where y ou stand. 

This is just sort of going in the opposite directio n and I 

think that’s a concern.  

DR. GANSLER:  Well, Detlof, you started out by 

saying that we are going to use common sense.  That ’s not a 

regulation.  

DR. VON WINTERFELDT:  Well that’s what Mel told us 

 to use. 

  (Laughter) 

DR. GANSLER:  That’s self-regulation of a 

 different sort. 

DR. VON WINTERFELDT:  We did a lot of thinking 

 about procedures and with a little help from the r ather 
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strict view from the con-intelligence side, I think  we learn 

why.   One of the things that we should do more oft en is 

sensitize our faculty and researchers of the issues , because 

some of them are just not yet quite as sensitive as  maybe 

the leaders of the Centers. 

DR. GRANT:  I just want to underscore people are 

probably already sensitive enough, but underscore t his issue 

that other agencies support and potentially differe nces in 

requirements.   

The worst example of that right now may be trying  

to separate cost for expenditures for stem cell res earch.  

So we could potentially be in a similar arena here if the 

case is made that this particular scientific activi ty was 

conducted with Homeland support and this one was co nducted 

with NSF support or something else, and the require ments are 

different. I’m in a position of trying to make dist inctions 

between or among those things and it’s very, very d ifficult. 

   DR. GANSLER:  The inverse of that is asking them  

 to make the decision and then you’re getting back to the 

question earlier about the censorship. 

  MR. ARMSTRONG:  Universities should be the first 

responders in trying to determine this, but their n ot going 

to be the ones who make the final decision.  For in stance, 

they would probably then go to the leader of their Center of 

Excellence and get their opinion, and if that is no t 
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conclusive then they would go to DHS.  I think that ’s the 

proper way to go about it.  The problem I see is th at they 

shouldn’t -- unless there is some clear cut set of 

directions that the university can understand than all of 

these things are going to be bucked upstairs.  You don’t 

want that to happen.  The first responders are goin g to have 

enough knowledge in order to make a knowledgeable d ecision. 

DR. SILVER:  Sam, who becomes a final arbiter?  

MR. ARMSTRONG:   Well I’m looking here at this I  

got on the internet, it says for official use only -- 

MS. MARCSON:  That’s actually not for official use  

only though.  It pertains to official use only but in and of 

itself, it’s not for official use only. 

  (Laughter.) 

MR. ARMSTRONG:  That is my point.  This has got to 

be definitive and understandable enough that the 

universities at least on first opportunity can unde rstand 

what it is.  That’s why I sort of object to the wor ds 

sensitive but unclassified.   

  What we’re really talking about is something bein g 

generated or something being obtained that the orig inal 

person should say for various reasons; whether it’s  privacy 

or whether it’s for national event, should be restr icted.  

We don’t want just anybody to be able to do it.   T his 

subject has come up earlier when you go to the 
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classification system its pretty clear as to how yo u have 

the need to know, pretty clear about how you safegu ard and 

so forth.  Here we have a situation where somebody makes the 

decision should this be restricted and for a number  of 

reasons.  It has to start with that.  But until you  

understand how this is going to play out when it ge ts up to 

the DHS level, if it gets bucked that far, that’s w hy this 

needs to be very clear if this is the only thing th at we’re 

talking about as the document that’s going to float  down to 

the university Centers and then to the university.  

DR. GANSLER:  Well I think James’s early  

suggestion of at least making some case study avail able 

would I think be very helpful as that starts to acc umulate. 

MR. HODGE:  That’s how every university makes  

Strong, good decisions about how to regulate human subjects 

research and such, based on guidance that comes dow n with 

regards to legitimate decisions, legitimate interpr etations 

of federal regulations that we can use through IRB’ s to 

self-regulate human subject research.  That can hap pen here. 

I might agree with the General, I don’t see the typ e of 

specificity here to allow universities to do that a t the 

present extent.  But I defer to Mel because he’s ma de it 

very clear that these are not daily decisions like IRB 

decides; these are rare circumstances. 

DR. GANSLER:  You keep saying they’re rare.  But  
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Detlof said he had eight potential ones out of twen ty-five. 

 I wouldn’t define that as statistically rare.  And  then you 

do have the interesting question as you start circu lating 

these cases that Minnesota may have a different def inition 

than Texas on which ones are going to be sensitive and why. 

 There is a lot of subjectivity to this, but I thin k as Mel 

said that’s probably good rather than bad because I  mean you 

are going to get these hard rigid -- the tendency t hat I’ve 

perceived since 9-11 has been to tighten up on thes e 

interpretations.  Even though we had things like th is 

before.  I mean I got my first subpoena from the FB I this 

week, some foreign student who happened to come fro m: (A) a 

country they considered undesirable, and (B) was wo rking in 

an area that marginally might be considered undesir able.  So 

they put a subpoena -- it was the first time that I  ever 

seen that on a student that was doing nothing but t aking 

classes.  And so it’s clear to me if you allow it t o be 

unregulated or unspecified it’s going to drift quit e 

strongly.  So I think the reason that people are ho lding 

these discussions is the concern that this could be  damaging 

in the long run.    

DR. EPSTEIN:  On the second question, can the 

 university self-regulate?  I’d come around and ask  can 

anybody else regulate?  And again, we have a classi fication 

system which theoretically exists because it is pos sible to 
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draw a line that if you are outside of it you have very low 

expectation that you are going to be able to recrea te 

something outside that lives inside.  If the govern ment 

wanted a contract to government centers to do resea rch 

there’s no process problem.  No one could see the c enters of 

Federal employees doing whatever they want inside f ences.  

If they want to go to universities, the decision is  they 

don’t want that.  They don’t want to have something  inside 

of the government fence.  We want to reach out to a nother 

community.  Which means it’s probably not going to be 

something where you can specify guidance to the poi nt where 

the university can’t defend itself against prosecut ion or 

can’t claim that it is about regulation work in a r ealm of 

ambiguity.  That’s why this is tough, if it were ea sy we 

would put it off in some other place.  We are inher ently in 

an area which is squishy, which I think makes it ve ry 

difficult to regulate by traditional administrative  

mechanisms that the government regulations enforced  by the 

government. Therefore I don’t see any alternative, we’re 

sort of back to self-regulation meaning not a legal ly 

enforceable binding thing but a bunch of people sit ting 

around going how do we deal with this?  I think tha t is 

where we are because while we are at the Centers do ing it 

now.  How do you write that down?  

DR. GANSLER:  How do you define common sense? 
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MR. MORRISON:  I’m sure that we could set up a set 

 of rules which the universities would all agree to , that 

the Centers would all agree to that they would all have the 

final say.  I can not imagine this administration i n these 

times agreeing to that and as several people pointe d out, 

it’s the government’s money.  Ultimately they have to agree 

to it if their money is going to go out.  And so th e 

question is how do you set it up so you don’t at th e other 

hand produce a system under which there’s not occas ional 

censorship but it goes on all the time with every s ingle 

paper that goes out and it is regularly exercised?   

  How’s this for an idea?  The mechanism is not 

difficult, but that ultimately the government has s ome form 

of final review of what’s disseminated.  And they h ave two 

choices.  They can either make suggestions and of c ourse the 

university agrees it’s fine.  They can obviously st op future 

funding if they don’t think the university is follo wing what 

they want.  But the third thing is with respect to specific 

documents they have to classify or don’t do anythin g else.  

Not as a matter of law, but as a matter of policy.  That is 

to say, if it’s really serious then they have to cl assify 

it.  Otherwise they have to take the risk.  And tha t’s the 

price they pay for getting university input.  So th at’s an 

idea.  

DR. BERNSTEIN:  Basically that’s not different  
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than what universities have been dealing with for a  long 

time.  Whether it’s with industry, which has a diff erent set 

of constraints and we’ll talk about it.  As Jim has  pointed 

out with DOD who has the right to come in and eithe r 

basically say that you don’t want our money return it, 

because you’re working in areas.  A lot of universi ties do. 

 But there are other examples where the universitie s, the 

universities self-regulate themselves all the time.   I mean 

they make judgments, they make sound judgments.  So metimes 

they don’t make such sound judgments.  Our governme nt has 

grown to respect a university’s ability with IRBs.  That is 

something which is in many ways as daunting a probl em and is 

potentially a serious problem.   

  Part of it I think that this is still, at least 

within the Homeland Security area, still early days  until 

people develop some sense of confidence that there are 

characteristics here that make sense.  But across t hese 

disciplines, whether it’s back in the 60’s and 70’s  when 

people were concerned about nuclear weapons or more  recently 

with biological issues whether it’s going to be the  social 

scientists or others, universities traditionally ha ve been 

very responsible. 

  They defended legitimately academic freedom, but 

they understand sort of the boundaries of it.  I th ink we’ve 

since this again in those examples as we talk about  industry 
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they’ve developed procedures —good and bad to be able to 

deal with that.  And I might mention that in the do cument 

the Centers did build in an appeal mechanism.  They  said if 

you self-regulate your self and the department disa grees 

with you there is sort of an adjudication process t hat goes 

on having quite answered the question, what do you do if you 

continue to disagree with each other.  That’s what this 

script is going to help with.  

DR. GANSLER:  The other thing, Mel, it seems to me 

 that all of your examples tend to be reviews on th e front 

end.  There it’s a decision to whether or not a uni versity 

will accept certain types of constraints, on a publ ication, 

for example.  They usually are negotiated when you get a 

contract.  Or if you are going to do it with indust ry the 

same thing you know, what is the basis for the revi ew?  For 

example, people don’t object to having a review for  security 

or privacy but they object to arbitrary.   

DR. BERNSTEIN:  Right.  But there are many 

 industrial contracts that run into problems afterw ards 

saying well we didn’t expect you to discover this.  

  DR. GANSLER:  Counter to what we’ve been saying i n 

our ads.  Well let’s talk about the C, the differen ce 

between industry requirements and government requir ements --

are they similar or different?  I assume here what you 

heading about is restrictions on publications prima rily?    



 
 

  

  104  

DR. BERNSTEIN:  Well, it’s usually delays, not 

restrictions.  Well it’s sort of the process that i ndustry 

will negotiate a 60-day or a 90-day period.   

  DR. BIENENSTOCK:  But only for patenting purposes  

at most of the research universities.  That is the delay is 

specifically to get the patent in.  Otherwise there  is no 

review.       

DR. KENNEDY:  There is some cases where we give 

 them the opportunity to review and comment, but no  

authority to modify the text.  It’s not necessary f or patent 

reasons, they may not agree with the conclusions th at were 

reached and they want to make sure they have an opp ortunity 

to comment.  

DR. BIENENSTOCK:  I should also say if we have 

 provisions whereby we can accept proprietary or cl assified 

information that’s incidental to the performance of  the 

research, and in that case we give the sponsor the ability 

to ensure that we’re not revealing proprietary or c lassified 

information in the publication.  

DR. GANSLER:  How does that compare to what 

 they are asking for?  It seems to me the differenc e is that 

you have a priori decided on the basis for the revi ew 

whether it’s security or proprietary.   

MR. HARDY:  It’s a pretty grey line. 

DR. GANSLER:  As contrasted to we’ll decide after  
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we get the report whether it’s sensitive. 

DR. BIENENSTOCK:  We wouldn’t accept a contract of 

 that sort.  We would accept a contract that allowe d us to 

self-regulate, but no one in which the outside revi ew either 

with industry or government.  I mean I think if you  gave 

that to a company where you were performing a clini cal trial 

and you found out that their product was toxic, you  don’t 

want to give that away. 

DR. EPSTEIN:  I think that there is very little or 

 zero chance that if you do research sponsored by a  

corporation that it does not give you proprietary 

information that somehow somebody will claim that w hat you 

end up with is proprietary.  That can’t happen -- y ou can 

only get proprietary from the input. 

  Government allegations are maybe different you ca n 

generate something that is sensitive or classified without 

any sensitive or classified input, so those two are  very 

different. 

MR. MORRISON:  In drug testing they claim the  

results from drug testing are proprietary informati on at 

least to a point, even though obviously the doctor relation 

with the patient is not proprietary.  The industry makes 

those claims; whether or not they’re legitimate is a second 

question.  Even in that context, but I think that g enerally 

speaking that certainly is.   
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MS. KNEZO:  This is a little different.  I was 

 wondering whether or not there will be any constru ctive 

precedent in the case of select agent research and 

publication controls.  Because there are controls o n select 

agents now or at least they’re identified.  And the re is 

sort of pseudo licensing and control of laboratorie s and 

access and such.  But there are no prepublication c ontrols 

except for those applied by the journals themselves  and the 

professional associations which results from a dyna mic 

interplay between the government and the profession al 

researchers.  The select agents obviously have seri ous 

implications for utilization by terrorists.  I was wondering 

whether or not that might present any type of a pre cedent 

for procedures that could be developed in this area , whereby 

there would be a sort of code of ethics that the jo urnal 

editors in the fields might develop and would play a 

significant role relating to judging publication 

possibilities for research that might result from t he 

Centers.  Of course we know the universities themse lves also 

publish their own report’s so there would have to b e a 

judgment made at that end.  But there might be some  

constructive precedent in that area. 

DR. BERNSTEIN:  What’s the experience with that so  

far it’s been in place for a while now, isn’t it? 

DR. EPSTEIN:  All of SHSI’s regulations and law  
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have nothing to do with the information subject.  T here all 

about conditions in which we access the bus and how  we treat 

the physical access physical security of the biolog ical 

organisms.  The question about what research inform ation may 

be developed during the course of biological resear ch is 

very much in front of the community.  We’ve been ha ving 

meetings on that for at least three year’s.  In whi ch 

January 2003, the Academy sponsored —in conjunction with 

CSIS—where there’s a lot of acknowledgment that there is  in 

it there, there is something there that we think fa lls into 

this category.  It may not be wanting to push it to  the 

world, but we don’t quite know how to define it.  W e’ve now 

been three years since then and I am convinced that  we are 

further away.  And we do have a National Academy re port that 

was very influential.  It identified seven types of  

experiments which are often mischaracterized saying  these 

are dangerous that’s not what they were identified.   These 

are seven areas in which someone needs to go look a t the 

work that’s proposed and decide what to do with, wh ich by 

the way we haven’t gotten very far, we don’t know w hat we 

would do in these areas.  We know how to define are as that 

have a name.  Mary is here with the National Adviso ry Board 

of Biosecurity, which has a mission of overseeing a  process 

of local review where our institutions will look at  things 

on a proposal end, coming up with whatever it is th at we can 
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come up with on the publication side.  And so the p recedent 

value is for three year’s -- they got a head start and I 

hope we’re further along, but I don’t think we real ly think 

we are.  In many ways I’m much less hopeful that we  will 

come up with nice clear criteria then I might have been.  I 

think what that precedent has show me is almost eve ry case 

that has come up there are legitimate reasons of wh y of 

course it should have been published and legitimate  reasons 

why oh my god are you crazy?  And the easy decision s are the 

ones that don’t have scientific merit.  The ones wh ere 

there’s some scientific merit almost by definition there’s 

probably one that can make.  I haven’t found one ca se where 

I think information was important and I think could  have 

been written in longhand and given to the six vacci ne 

manufacturers who needed it.  I’m not sure that sho uld be 

published to the world.  But that is a case one out  of what 

a million biological papers in the last couple of y ears.  

There short answers, they’re further along on this issue, 

but there’s not a whole lot of help there.           

DR. BERNSTEIN:  Now the journal’s acting as -- 

DR. EPSTEIN:  Very infrequently.  The American  

Society of Microbiology publishes a number of journ als.  And 

they have a process where a reviewer or editor says  gee I 

think this paper has some concerns,it will get look ed at by 

other people.  In two cases there have been changes  made to 
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papers.  At least in one of those the thing that wa s taken 

out of the paper was printed in the news section of  Science 

rather than article section of Science.  Every one of these 

that has come up in the past has become a news stor y because 

it has been so unusual.  And again they’re very exc eptional 

cases.  And the actions that have been taken have b een 

sticking a little bit of justification so why we sh ould 

synthesize 1918 flu as opposed to don’t put that in  the 

literature.  Make sure the reader knows why we did.   Again 

there is a lot of thinking given to that issue, but  very 

little operational guidance.  We are all waiting --  Mary is 

going to get the board in shape.  

MR. ARMSTRONG:  The more I think about that the  

more I like it.  There’s an old saying in the Air F orce, you 

don’t build sidewalks until you find out where the paths 

are. And one of the problems in writing this regula tion that 

DHS has put out is they haven’t anticipated the pro blems. 

  I like James’s idea that there is a great 

opportunity for the Centers as sort of a place to d o this.  

To get together and I think that it can be to get t ogether 

and say here’s this case that we had and this is th e way we 

dealt with it.  What do you guys think and from tha t develop 

from a case study standpoint.  The beauty of that c an be 

then transmitted, of course DHS would be sitting in , we 

would other experts sitting to render some thoughts  on it.  
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 Then they would be able to come back to the regula tion that 

had more sense to it, because it’s based upon some hard 

cases.  Now the beauty of this is that the whole ti me that 

the agencies are dealing with this 90-day thing tha t Andrew 

Card put out.  I don’t think his resignation today 

eliminates that timeline.  But nonetheless it says you’re 

doing something constructive.  So therefore you’re not just 

putting it off, you’re trying to do something.  The  process 

we’re trying to understand better is how this appli es at the 

university level as part of the Centers of Excellen ce. 

  I said it in the beginning I think that DHS ought  

to put out something that is more definitive than t his.  

I’ve come around to the idea that I don’t think the y can 

much improve until they get more input and data as to what 

the problems really are. 

DR. GANSLER:  The problem with the case study  

methodology or as you suggest case law is that it’s  going to 

take a considerable period of time to build up enou gh cases 

to cover all of the examples that will come up.  

  MR. ARMSTRONG:  I don’t think that’s bad. 

MR. MORRISON:  It’s only after the fact. You can’t  

give people much guidance until you got your case s tudies.  

DR. GANSLER:  One of my favorite bumper stickers 

 is  the real world is a special case.  Each case is goi ng to 

be different.  And therefore it will take some time  to build 
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up that history. 

DR. BERNSTEIN:  Just to remind everybody  --  

that document was not written with the Centers even  remotely 

in anybody’s thought process. 

DR. GANSLER:  The one that you sent around though  

that said -- 

  MR. AVIDAN:  You know I thought Nicole was very 

clear about that. 

DR. MAZZA:  The 13-page document, but then there’s  

the 3-page document that was developed by the Cente r. 

DR. BERNSTEIN:  I though Sam was talking about the 

13-page document. 

DR. MAZZA:  Sam was talking about the 13-page 

document.  The 13-page one that’s right. 

DR. GANSLER:  How about looking at the question  

that came up a number of times this morning.  The D , what 

are the elements of a reasonable appeals process?  One of 

the things that is very clear is, at least what I’v e 

observed in universities is that we have a wide var iety of 

opinions by every professor and as a result someone  will say 

this should be sensitive.  And he or she will say I  want to 

publish it and I don’t think that it is sensitive.  So there 

needs to be some form of an appeals process and it can’t 

take more than 26 years and that’s the second half of that 

question.  Comments, thoughts on that?  An appeals process, 
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or a reasonable time period for holding up some 

publications?   

  MR. HODGE:  I absolutely strongly support that, 

not just because this is the Federal government inv olved and 

appeals are something of a constitutional norm.  Ev en more 

of the case, what DHS eventually —not to speak for them —

what they want is   this built up body of case decisions.  

Absent that you have nothing to the appeals process  to offer 

other than at some point we’re going to allow someb ody to 

make some discretionary decision, not based on anyt hing per 

se, but rather their discretion on the facts.   

  So for example, in any appellant process that is 

constitutionally grounded you have some decider, so me 

arbiter that making decisions based on prior decisi ons and 

trying to define likes/dislikes in the use of that process 

to the degree if possible.  The appellate process t hat’s 

built into this is really saying that we’re going u p the 

ramp as far as we have to go before somebody says I ’m making 

the decision and here’s where it’s going to be.   

  I think this is going to be a little tough at som e 

juncture for one or more of the universities to dea l with in 

regards to these particular issues.  This has to be  spelled 

out a little more systematically to make sure that the final 

arbiter is without doubt known and we know what the  arbiter 

will be basing there decision on and that people wi ll learn 
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to live with that through hopefully reported or at least 

available case studies like these for analysis in t he 

future.   

DR. GANSLER:  What do you suggest? 

MR. HODGE:  Without question it has to involve 

 some fundamentals that fit, just to make sure.  Re ally I’m 

talking about constitutional grounds of appeal.  Wh at could 

be a very substantive decision that could have some  

significant financial repercussions on the universi ties 

involved as well as first amendment issues.  The el ements of 

that are really quite neatly spelled out.  The Supr eme 

Courts is all over this.  They have spelled out exa ctly what 

you have to do.  I don’t think this about trying to  ramp it 

up to that level of appellant court. 

  But it is about providing certain protections jus t 

to make sure that people know what the route would be, how 

that’s going to be spelled out and how that would b e a very 

timely process.  So that’s just something that I do n’t quite 

see in the existing draft.  But to all credit to DH S, I 

don’t think that they suggested that this is a full  

appellate process here.  They really just provided the 

suggestion that it’s legal.  With the idea that the  body to 

develop decisions reported in a way that’s non-sens itive as 

possible to help guide future cases will led to DHS ’s 

benefit not to it’s discredit.  To have that type o f 
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document out there that could be extremely useful f or future 

decisions. 

  DR. GANSLER:  I would think that the universities  

would worry that that decision would go back to the  

government and then go to the security officer in t he 

government.  And I think I know the answer beforeha nd.  So I 

think there ought to be something other than that a s the 

basis for a decision.  One of which could be the un iversity 

being the court of last appeal or maybe another Cen ter 

Director as the court of last appeal. 

  MR. HODGE:  Maybe a different university will use  

its process.  

  DR. GANSLER:  That’s what I mean a different 

Center to make the decision. I would think that a u niversity 

would be more comfortable with that than saying I’m  going to 

have the security officer at DHS to handle it. 

  DR. BIENENSTOCK:  There’s something that I don’t 

know the answer to that might be relevant here.  Su ppose you 

have an IRB that makes a decision, the hard ones fo r 

instance, are when do you allow children to be huma n 

subjects?  There are always a set of issues in that  one; is 

there an appeal process in that? 

MR. HODGE:  Yes. 

DR. BIENENSTOCK:  Who hears the appeal? 

MR. HODGE:  I’m not expert on IRB processes  
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with all apologies, and others in the room may know  more 

about this.  But, there are appellate processes inv olved.  

So an initial determination by an IRB can be cross reviewed 

by another IRB, and at the point in time which the final IRB 

decisions made as you may know from Maryland with o ur 

decisions in conjunction with Kennedy Kreiger Insti tute, 

that can be appealed to court as well.   

If the decision is egregious, if it’s contrary to 

 the federal regulations that can be taken right up  to the 

Maryland District Court.  And you’re off to court a ppellate 

process there.  But that’s of course related to har ms, 

damages, and claims related in torts. 

  But the reality is there’s no stopping the 

appellate process for review of IRB determinations if they 

result in injuries, or damage, or harm to others.  I think 

there’s a possibility that this process could resul t in some 

harm or damage or injury to individuals or to the 

university.  And daresay that’s why spelling this s tuff out 

right, up front and really giving universities an 

opportunity to know where the final arbiter would b e a 

critical part of that.      

MR. MORRISON:  Not only who’s going to be in the 

Supreme Court of the United States on these questio ns, but 

also the prepublication review that’s mostly for th e CIA and 

other similar ones and also with review of classifi cation 
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determinations.  In theory there’s a right but asid e from 

the fact that you almost never win, it takes foreve r.  And 

so the one thing you got to do is if your going to let the 

government do it at all you got to build in some re al firm 

deadlines and that unless you decide to exercise wh atever 

power you get by such and such a date we have the r ight to 

go ahead, rather than the other way around. 

  Because after all we started with unclassified 

material, the government may well object and that’s  going to 

have to be negotiated.  But, don’t expect anything to be 

done quickly.  And of course in this area that’s mo st 

sensitive and where publication is obviously vital to the 

researchers and to the rest of the world, time is a  really 

serious problem. 

DR. GANSLER:  I mean these people, their tenured 

 appointments are dependent upon it and publication s.  There 

is a trial going on now in Virginia over a 9-11 cas e that 

was a few years ago.  I don’t think that we want th at to be 

the result of this.  What’s a reasonable time perio d? 

DR. EPSTEIN:  Another precedent to be aware of and  

not slip into automatically unless it’s decided is that 

decisions are not appealable.  You can not take the m to 

court if you’re ruled against that’s fine.  That is  a 

security decision that is not in the competence of the 

courts to review.  So it is not possible to appeal that.  
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And I think that it’s probably not the appropriate answer 

here.   

DR. GANSLER:  I was wondering what you were 

 leading up to. 

DR. EPSTEIN: It falls as a security question, 

 that’s probably where you will end up unless you t ake a 

conscientious decision to not end up there.  

DR. GANSLER:  We are differentiating between 

 classified and sensitive. 

DR. EPSTEIN:  Well that’s not classified, that’s 

 export. 

DR. BIENENSTOCK:  Remember also there’s a societal 

 price for delaying often, too.  You may delay info rmation 

that could lead to the development of vaccine until  after 

the flu has passed through or something.  I mean de lay is 

not just tenure of a faculty member.   

DR. GANSLER:  So what’s the reasonable time period 

 that we would put on this D question?  The fact th at unless 

that it is stopped by whomever we define does the p rocess 

that it is assumed to have been approved.  Is that six 

months, three months? 

MR. HODGE:  I’ll throw 90 days on the table to say 

 that should be adequate time. 

MR. MORRISON:  Are we talking about a five-page 

 paper?  And is the same paper reasonable for 5-pag es as it 



 
 

  

  118  

is for 90, 100, or 500?  

DR. BIENENSTOCK:  If 90 days is our traditional 

 delay for patenting, the whole academic world seem s to have 

agreed on that. 

DR. GANSLER:  That would be a very constraining  

decision.  

DR. EPSTEIN:  Only the appeal papers actually get 

 out in 90-days. 

DR. GANSLER:  Publications may take two years 

 after the appeal. 

MR. MORRISON:  But you can’t send it to 

 publication until you got it. 

DR. GANSLER:  But that’s the reason you want to 

 get it out before publication.  Other comments on that 

question of D? 

MS. KNEZO:  I think there is a question of who can  

appeal.  Is it the researcher whose paper isn’t pub lished or 

is it another researcher, or potential terrorist, o r someone 

from the public?  Who can make an appeal to get the  

information? 

MR. HODGE:  Well the two parties are the 

 university and DHS. 

DR. GANSLER: No it’s the author. 

MR. HODGE:  Represented by the university. 

  Obviously they are funded by DHS. 
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DR. GANSLER:  No. 

MR. BERSTEIN:  No, no but the university may have  

a different opinion. 

MR. HODGE:  That’s true. 

DR. GANSLER:  The author would like to publish. 

That’s an a priori assumption.  The university may be 

responsible and not wanting to be sued and therefor e 

have a different prospective.  The older document t hat 

said clearly that the author would have basically a ll 

the authority initially, and so that goes to your 

question.  But I’m not sure what the answer is.    

MS. KNEZO:  I’m not either. 

DR. BIENENSTOCK:  I don’t understand the  

university appealing.  That is that I’ve never know n us to 

claim ownership of intellectual ideas for things, o nly of 

tangible intellectual property.  So I can’t underst and the 

university’s appeal.  I think it would have to be t he 

author’s. 

MR. MORRISON:  It would be nice to have the 

 university support.  We wouldn’t want to preclude the 

university coming in and saying we think it out to be public 

and putting the university’s weight as well as the author’s 

desire because if I was the author I much rather ha ve my 

university come in with me, not an independent appe al, but 

some sort of joint appeal. 
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  DR. BIENENSTOCK:  I would anticipate that Stanfor d 

would be in that case, a good place in most situati ons.  I 

can’t speak for other institutions. 

DR. GANSLER:  Now who are you appealing to? 

MR. MORRISON:  I don’t know, general appeals go to 

 the government.  

DR. BIENENSTOCK:  We were hoping to keep it within  

the universities. 

DR. GANSLER:  That is what I was saying, if the 

 university has already decided a priori that they’ re always 

going to be on the author’s side there’s not much o f an 

appeal there.  Not an independent third party in ef fect.  

DR. EPSTEIN:  I think ultimately what the policy 

 is silent on probably because it is a very hard qu estion.  

Who is the ultimate last resort?  Is it ultimately a 

government call or is it ultimately a university ca ll?  

We’ve heard it was government money therefore 

 ultimately the government calls the shots.  I thin k that’s 

only if those strings are put on the money in the b eginning 

and much government money is handed out without tha t string. 

 I think, again if the government wants to pull tha t string 

it can.  But I think if the government goes to univ ersities 

it’s giving up that string in this case.   

I would suggest that the appeals court would be 

 the eight Center Directors.  They all live in simi lar 
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environments; it would be a little bit of a task fo r them.  

But they all know if they piss off DHS over and ove r again 

they’re not going to get their Center back. So ther e is a 

little bit of governance there, but it’s a little b it of a 

third vice because I don’t think the ultimate arbit er could 

be the government.  And you need somebody I would n ominate 

some board of eight directors.  

DR. BIENENSTOCK:  There’s a whole realm where the 

 government delegates to the university the respons ibility 

of research misconduct —the IRB’s.  The research misconduct 

rule has a provision in it that if the university c annot 

perform the function then the agency can step in or  in other 

circumstances the government can step in.  But to m y 

knowledge it virtually never does.   

  With the IRB’s we now have an accrediting system -

- they’re generated by AAU and AAMC.  And it looks at 

whether you have systems in place and are using val id 

criteria and things of that sort.  I would hope tha t in this 

realm as well that the responsibility would be dele gated 

entirely to the university.  I mean you do have lot s of 

experience of us behaving responsibly.   

MR. SHEA:  I would just like to point out though  

as I understand it, the Centers are not solely loca ted at 

individual universities.  There’s a lead university  and 

other universities.  So the procedures that are put  in place 
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at each of the member universities for any particul ar Center 

may not be exactly the same.  There may not be sens e of 

confidence in another university’s review of the pu blication 

that would be put forward.   

If you are going to say that there is a final 

 point of appeal, I think it needs to be not at the  

university of one of the author’s who is wishing to  put 

forth this paper.  But instead, either a combinatio n of the 

universities of the authors that are listed on the paper or 

the Center Directors.   

This brings up the point that was raised earlier  

of what if you have a research paper that has mixed  

authorship.  Some people who are in Centers with th e funding 

coming from the Center and some people who are from  

unaffiliated universities and how would sensitive, but 

unclassified type papers be reviewed and appeals re solved in 

that circumstance?  It seems not only would it pote ntially 

be holding the publication up of people who are mem bers of 

the Center, but also publication of information of people 

not actually part of the Center. 

MR. SHORT:  I tried to keep my mouth shut; it’s  

her fault.  She taught me two years ago in her repo rt on 

sensitive, but unclassified that the policy challen ges to 

balance of science and security without compromisin g 

national security, scientific progress, constitutio nal law, 
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or statutory protections -- if it has to do with ba lance 

compromising scientific progress I think the univer sities 

would be a great court of appeal.  If it has to do with 

constitutional and statutory protections I don’t kn ow what 

would be a great court of appeal.  I’m not sure it’ s the 

universities.   

Now I do have strong feelings if it has to do with  

compromising national security, I don’t feel univer sities 

are a great court of appeal.  Again it gets down to  -- it’s 

all your fault -- that we have to decide what’s bei ng 

compromised and I think where we go is different de pending 

upon that decision.  

DR. GANSLER:  One of the reasons for getting all 

 of the Center Directors cleared was so that if iss ues of 

that sort do come up that do require you to have ac cess to 

classified information to determine if in fact this  is going 

into that area that they should be qualified to mak e that 

decision. 

MR. AVIDAN:  If I may, sir.  I think that earlier 

 you suggested that one of the options that you’ve 

considered viable was leaving this with some anonym ous 

security officer of DHS.  And you suggested with go od reason 

I’m sure -- 

DR. GANSLER:  I think that it started a precedent. 

MR. AVIDAN:  -- everyone at the table probably  
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feels that his first inclination would be towards n ational 

security.  I might suggest to you that in a mirror situation 

that that security officer and those people concern ed with 

national security might feel the same way about tho se of you 

in an academic environment and I give you one case in point. 

  Recently, the Supreme Court decided a case in the  

Solomon(?) men which indicated that all universitie s must 

provide access to military recruiters.  At that poi nt it was 

overwhelming a case of academics against military, the 

Department of Defense, it was very much an “us” ver sus 

“them” sort of situation.  Stereotypical views were  espoused 

on both sides. 

So whatever you suggest about people on the DHS  

side, maybe the DOD, and for the record I have to c laim that 

I am not representing official DHS laws, I’m simply  an 

interested bystander, I would suggest that we would  have the 

same concerns about progressive elements and their desire to 

triumph academic freedom above all else.   

And that being said, I’m participating as Nicole  

mentioned, in something called the SBU Working Grou p, which 

is a subset of a larger set of working groups right  now that 

were created after the President’s memorandum to ex ecutive 

agencies on December 16 th ,  last year.  It said that we need 

to come up with a common framework we need to devel op an ISE 

(Information Sharing Environment).  I think this is  an 
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excellent input to that government effort.  I serio usly hope 

that you will come up with some viable suggestions for input 

into that.   

As far as questions like a uniform or widely  

accepted definition of SBU, et cetera, I wonder if you all 

might not have an excellent and unique viewpoint th at would 

be much appreciated in these working groups.  I mea n these 

people have six months, until the end of June, I be lieve, to 

come up with actual hard policy.  So I commend you all for 

your efforts.   

DR. GANSLER:  Let me just for the record make sure  

you understand when I was distinguishing between a security 

officer and a policy maker within a government agen cy, they 

often will have differences of opinion.  When I was  under 

Secretary of Defense I frequently disagreed with th e 

security officer.  So I saying, the distinction her e that 

I’m trying to make is that I have no problem with t he policy 

maker making those decisions as contrasted to someo ne who’s 

only viewing the issue from the prospective of secu rity 

alone, as contrasted to security versus the benefit s of 

having it published. 

MR. AVIDAN:  I’m simply trying to demonstrate that 

everyone has a multi-dimensional view or at least s omething 

much more multidimensional then we might initially believe. 

DR. EPSTEIN:  I appreciate the point about the 
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symmetry, but in a symmetric situation the security  people 

could be just as afraid of the universities as the 

universities are afraid of the security people.   

But I would submit that this is not a similar 

situation because again the government always has h ad the 

ability to keep things internally if it thinks it m ay bump 

into something where if the government doesn’t make  that 

last call our nation’s survival is at risk.   

These are all things for which that does not hold. 

These are all things for which our security depends  on 

getting smart people that may not be American.  Or it 

depends on doing analyses when one doesn’t control the input 

information it’s all out there.  These are all thin gs from 

the get go that do not live in the world where the 

government has the expectation that something might  be so 

scary that we need to bottle it up.  So I think it’ s not 

just a matter of the situation that we are already out 

there. 

  Going back to the Center Directors, these are 

competed by DHS, it says, here is the proposal, DHS  should 

certainly as a condition of an award of a Center sa y, we 

trust the people running this.  We think they have judgment 

to make these kinds of calls. 

DR. BERNSTEIN:  Present company aside. 

(Laughter.)   
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DR. EPSTEIN:  For future Centers.  It seems to me 

again, if you think there loose then pick different  ones 

next time.  The thing that Jack that you’re worried  about, 

is people who are making trade-offs without having one of 

the scales there.  Security people never have a con cern 

about a stereotype never have concern about a missi on.  

Government program directors theoretically have bot h 

concerns.   

But often depending on what agency you’re in you 

see a piece of your program you may not actually ha ve a full 

balance.  I think the Centers do have.  The clearly  have a 

lot of input on the university academic side, but t he reason 

they exist is because this is a different kind of t hing then 

the normally do in academia they are the result of the DHS 

and they are there precisely because these are ques tions on 

the border and that is or should be a condition of 

selection.  So I do think that the balance is there .       

DR. GANSLER:  What do the Center Directors feel  

about that? 

DR. WILKENFELD:  I was going to come back to a 

point that was made earlier today which was the rea son DHS 

established the Centers was because they wanted thi s kind of 

unique input which perhaps academics in a more inde pendent 

environment are able to pursue.  So, we do potentia lly bump 

up against more hard-nosed security issues.   
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But the real point is, I think as you said, if 

they want to do this in internally they would have done it 

internally but they presumably saw some value in go ing 

outside of the usual box.  When you go outside of t he usual 

box you come in contact with all this messiness bec ause 

we’re outside the fence.   

DR. CLARKE:  I’m just trying to build a little  

broader package of things we’re deliberating.  What  if we 

started out with the idea that we need to have fair ly 

general guidelines on this that would come from the  policy 

level and the security level of the agency we’re de aling 

with and would come through the office of Universit y 

Programs for interpretation to provide a set of gui delines 

that would pertain generally to the Centers.  Those  would 

still be relatively general and I’m going from the top down 

and coming back up on the other side in a moment.   

But then when you get down to the individual 

Center levels where probably the best set of genera l 

understanding is about sensitivities, have those gu idelines 

be interpreted at the Center level and made availab le to the 

PI so that they generally understand what the groun d rules 

are.  There can be some consensus building on that involves 

agreement but once the guidelines were in place the n the 

review process of what the product is could be in t he 

context of a set of guidelines that have to do with  how the 



 
 

  

  129  

research was designed and implemented and what the ground 

rules were.   

So you have continuity from the early planning 

stages that would pull you all the way through the 

publication side.  And if that had merit it seems t o me that 

the one or two really important things that would s olidify 

the process of thinking about this would be to come  back as 

we said several times and say what does it mean?  I f you’re 

going to have SBU, what does that mean in terms of who can 

handle the information?  How it would be distribute d?  How 

it would be protected?  Until we specify what that means I 

think that it’s pretty hard to make good judgments about 

whether or not to classify that way.   

DR. GANSLER:  Who would you have as the appeals  

process in that model? 

DR. CLARKE:  I like the proposal that has come out  

so far that you would try to settle this at the low est level 

you could within the university and you would hope that some 

large percentage of the time that that would be don e at the 

university level because you would be implementing a policy 

that will have already been vetted and agreed and n ot 

something that came out of the blue.  So do it most ly at the 

university level and use the appeals process rarely .  And if 

you do, then do it as our present job says jointly between 

the university and S&T.  
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DR. GANSLER:  Of course the contract doesn’t say 

 if there’s still final disagreement between those two 

organizations. 

DR. CLARKE:  If it becomes the final disagreement  

then to me the sponsor has the final ruling but you  would 

assume that would be infrequent.  The concept would  be to 

create something on the front end that let’s everyb ody 

understand what the ground rules are and the expect ations.  

So that when the review process comes into play you  are 

dealing with a process for bases for making those  

decisions. 

DR. GANSLER:  The last question on this list is  

the question that we debated quite a bit this morni ng 

whether or not you could have a definition.  I get the 

distinct impression is the answer came out pretty c lear on 

that one.  That at least as of now, until we get a case 

history and enough experience with this, we may be better 

off not trying to define it other than the very bro ad 

definitions for example, that Arty gave a few minut es ago, 

calling it restrictive in that sense.  

That there are a class of people for whom it is 

applicable to distribute it and otherwise it’s not for 

publication.  That’s kind of what I was hearing peo ple 

saying.  

DR. SILVER:  Aren’t we getting somewhere pretty 
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soon a definition from the project? 

AUDIENCE:  I actually sent the draft concept paper  

developed by the COE’s.  From what I saw in the las t 

readings the standards in here on the second page, the 

exceptions could include, but are not restricted, t o the 

following:  The proposed research involves select a gents, 

economic or risk analysis models that expose specif ic 

vulnerabilities, etc.  Those are excellent. 

DR. GANSLER:  It’s the “et cetera” that some  

people find unconstraining.  

AUDIENCE:  I forwarded that to the people who are 

 working on the definition. 

DR. GANSLER:  Would you be willing to drop the “et  

cetera?”  That’s what is causing the concern, obvio usly.  

Other comments about the document? 

DR. VON WINTERFELDT:  I want to bring up point 3  

on page two.  There is this definition in the secon d part of 

that terrorist organizations could not independentl y infer 

the same information for open sources under reasona ble 

conditions and/or the information provides specific  guidance 

on how to effectively execute a terrorist attack.   

If this was just the “or” I think we’d be in 

 trouble.  I think I would be much more comfortable  with the 

“and”.  Because it’s the “or” the first part of it could be 

operative, and I think a lot of the stuff that we d o would 
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not be under reasonable conditions easily available   because 

we’re producing stuff that’s usually in journals an d it’s 

not open.  I’m worried about the “and” “or”, as pet ty as 

this may sound.     

MR. BERSTEIN:  Jack, one of my hopes is that we can  

look at this in a larger landscape and you mentione d early 

on your also taking on a much larger study where th is is one 

of the issues not the only issue.  It’s sponsored b y two 

agencies, neither one of which is DHS.  Maybe you c an take a 

few minutes and sort of talk about what you hope to  get out 

of that.  I mean you have a catchy title, something  like 

science and security. 

DR. GANSLER:  We can both comment on that and our 

expert over here on the right can comment even bett er.  Gary  

Hart is one of the members.  Gary keeps raising the  issue, 

what is security?  Are we dealing here with pathoge ns, are 

we dealing with terrorism, are we dealing with futu re 

nuclear powers, current rogue nuclear powers, so fo rth?   

And then how do you therefore define what things  

you are going to constrain?  And that can be broad/ narrow 

and it’s trying to also deal with the constraints t hat 

deemed export control also plays on the issue of fo reign 

scholars, foreign students.  You can look at how ma ny Nobel 

prizes where people who were not born in the U.S. a nd how 

many of our people in Silicon Valley are not U.S. b orn.   
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So there are a lot of issues that are coming up 

now increasingly in terms of restrictions that have  a very 

adverse effect to go to Gerry’s point on scientific  

discovery in America.  That if you start putting 

restrictions, and that is the reason that I made th e comment 

about if it’s only from the prospective of security  and not 

from the purpose of long-term economic gain to the nation, 

than you are going to do a lot of things that you c an assure 

will keep people out, that you can assure you won’t  publish 

anything.  Go to the Russian model, sort of total c onstraint 

of everything, and the result would be I think very  

undesirable for the nation.   

In general people have the impression that we are 

drifting that way.  There’s a lot (and this is obvi ously off 

the record) of action being taken on the Hill today  that are 

extremely isolationist and that are very adverse to  the 

effect’s of the benefits to the economy and to scie nce in 

general.  So that’s the broader prospective that we ’re 

taking in this other National Academy science and s ecurity 

study.  Do you want to add anything to this?  

DR. BIENENSTOCK:  I think one of the other things  

that we want to do is get a broader discussion of t hese 

issues.  So there will be three workshops, one in t he Boston 

area, one in Atlanta, and one at Stanford.  In whic h these 

issues are discussed certainly we want the American  academic 
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field to consider the issues.   

DR. GANSLER:  We also have people who aren’t from  

the academic community in the sense of former milit ary, 

formal national security people, former intelligenc e 

community.  The same person can cover all three of those.  

DR. MAZZA:  More efficient.  I might just add that 

the committee has been sponsored by the National Sc ience 

Foundation and the National Institutes of Health.  We have 

been encouraged in doing this by the House Science Committee 

as well as OSTP.  The point was to get the two comm unities 

broadly defined as academic community, academic res earchers’ 

community, together with the national security comm unity to 

talk through and wrestle with these issues:  One be ing SBU 

and other restrictions on publication and access.  Another 

being the management of biological agents, and of c ourse in 

that one, we’re very mindful of NSABB and what thei r doing.  

DR. GANSLER:  We have one of their members on the  

board. 

DR. MAZZA:  Two actually.  So we’re looking at 

this in a very broad way.  The first meeting was he ld in 

January, there’s a regional meeting at MIT May 15-1 6, and 

then one in Georgia Tech on June 5-6, and then we’l l go out 

to California probably in the fall.  I’d be happy t o put you 

all on the list and send you information so if you’ d like to 

attend and participate you’re welcome to do so. 
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DR. GANSLER:  There will be one final conference 

 in Washington and then the report coming out. 

MR. BERSTEIN:  Besides giving you a chance to brag  

about what you’re doing, I think that the point was  that 

those are issues that we are discussing here today.   We 

tended to sort of embody some of the concerns here because 

we’re dealing with terrorism.  It’s well beyond tha t, it’s 

the same kinds of issues.  I don’t know what kind o f 

product.   

DR. GANSLER:  That will have a final report. 

MR. BERSTEIN:  Final report but not a set of 

recommendations? 

DR. GANSLER:  Yes.  We were asked to give options. 

There will be an Option A – do nothing; an Option C  – do 

everything and the we’ll make a recommendation. 

DR. BIENENSTOCK:  Mel, if you feel left out of 

 Sponsorship – 

  (Laughter.) 

DR. MAZZA:  I was going to say, Mel, we’ve got a 

 meeting for you. 

DR. BERNSTEIN: It would actually be a big step 

 forward to be able to actually be engage that comm unity as 

well.  It’s a larger community, but the issues are the same. 

DR. GANSLER:  This is just simply a subset of that 

issue.  Clearly when we talk in the future about se curity in 
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science, we are going to be talking about security that 

involves Homeland not just the traditional defense arena. 

DR. GRANT:  I would just add to that Mel, and this  

is saying the same thing from a slightly different 

prospective, we have a whole suite of national secu rity 

policies which include visas, it includes OFAC, it includes 

ITAR, and there’s a different regulatory agency for  each of 

those.   

So particularly from the standpoint federal-wide  

or OSTP prospective, ideally will get some input ac ross each 

of those and we may be able to find some common pri nciples, 

some common concepts, and so forth, could then info rm each 

although obviously they will all be on their own in dependent 

path.    

DR. BERNSTEIN:  It is going to be very important  

for us to make sure that we’re aligned with the kin d of more 

general thinking that is going on.  

DR. GANSLER:  The problem is that that the general 

 thinking is not aligned. 

DR. BERNSTEIN:  But hope springs eternal, right? 

DR. GANSLER:  Even the deemed export control we 

have a commerce and a DOD document that are quite 

significantly different.  And now commerce has back ed off 

and said they are going to wait a year.  DOD hasn’t .  You 

can take that one home with you.   
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  It’s clear the point of your having this meeting 

is a very important one and I think that you deserv e a lot 

of credit for doing it because you’re raising the r ight 

issues.  The fact is that there not resolved and th ey’re not 

consistent within the government, the fact that the  

President says, why don’t you guys get together and  agree on 

what sensitive but unclassified is -- when there are 

probably at least thirty-two definitions out there now 

within government agencies.  And then there is ever ybody 

else’s interpretation thereof.   

So we really have a lot of confusion in this area, 

everyone’s sensitivity since 911 has gone up, but i t may go 

overboard.  The thing that mad America great was no t having 

those restrictions and so that’s where people are r aising 

concerns.  I think you heard that today, there’s a lot of 

opinions.    

DR. WILKENFELD:  I wonder if in the interim if you 

have any advice for Centers as to how to proceed?  We’ve 

heard about one model where the CREATE Center has s ort of 

their own in-house security person whom they vet va rious 

papers and so forth.  

DR. GANSLER:  Their own in-house counter  

terrorist. 

DR. WILKENFELD:  I guess.  We on the other hand  

have nothing.  I’m sorry to admit but we have nothi ng in 
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place, we’re pretty new so we haven’t actually face d the 

issue yet.  I suspect the other Centers are somewhe re in 

between these two extremes. 

DR. BERNSTEIN:  Well this document largely, and    

maybe not be absolutely correctly, since not everyb ody is 

claiming ownership of this, really did come from so me 

collective set of ideas not widely accepted.  I mea n the 

university community as we all know is not monolith ic.  I 

mean every institution has its’ own particular poin t of view 

on the subject and they should.   

And what this document is trying to start to do — 

and that’s really what I think some additional conv ersation 

would be helpful --is to see if there’s sort of the  

beginnings of an approach which each institution mi ght have 

to modify depending on its’ own particular point of  view.  

But at the end of the day and I think that it was m entioned 

many times here, no one who wants to deliberately g ive 

information to somebody who wants to do something t errible 

to the United States.   

  What does that mean? What are gradations of that?  

 When does it really cross over into that realm?  A nd those 

are subjective.  I think we could go through the li terature 

now and see things that some members of the broader  

community would say that never should have been pub lished  

you know it’s giving aid and comfort to the enemy.   
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  It’s the Centers responsibility in the end of the  

day is to be able to say can we live with some addi tional 

oversight internal ideally if not some other kinds of 

approach.  Jim has pointed out that DOD believes it  can 

exercise its’ rights if it sees things developing i n it’s 

own research activities.  I’ve been at universities  where 

that was done retrospectively and the university ga ve the 

money back.  And for the university to do that it’s  a 

painful thing, I can tell you. 

  You have to have on both sides the same concerns 

but they’re viewed differently.  The document here I think 

is an attempt to balance those two things.  Again I  will 

repeat what I said, notwithstanding Detlof’s uneven  

statistics here, is that the issues should be infre quent 

because we try to select topics to ensure that that ’s the 

case. 

  We should allow the universities to self-regulate  

insofar as possible, but to feel comfortable enough  to come 

and say, we don’t really don’t know the answer to t his one  

and we’re going to turn to others to help us think about it. 

Here’s the hard part of course, if there continues to be 

disagreement at the end of the day how do we deal w ith that? 

And that is hard.   

DR. BIENENSTOCK:  Mel, I think there’s a third  

factor.  If we’re thinking for the nation as a whol e, these 
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groups at the centers or whoever makes the decision  is going 

to have to make a decision; Is the nation better of f 

withholding this information because it may aid som e evil 

person or publishing the information so that the fi x to the 

problem becomes real?  Okay.  That’s a really diffi cult 

decision, it’ll come about in many different arenas .   

With biotoxins it would be the question; Are we 

 delaying some cure or vaccine for the biotoxin?  A  lot will 

depend on the performance of your agency and the go vernment 

ultimately to deal with information that is not mad e public 

in a way that truly achieves a fix or attempts to a chieve a 

fix.   

  I have to say Katrina influenced us a lot.  So as  

citizens we really have to see that if we withhold 

information from publication that you act on it in a way 

that increases our security rather than decreases i t.  

MR. ARMSTRONG:  I’ve got a point that I would like 

 to make James.  And that is that I think there are  a couple 

of guiding principles that come to me.   

The first is that for many years now we’ve matched 

in the battle under the banner of NSDD-189 because that was 

pretty clear.  And I think that is still the princi ple that 

we should live under.  In other words, you should s how cause 

why you should restrict anything as a starting poin t.   

Now the second principle is that as you start 
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doing this and this is something that I put in my r esponse 

to the deemed export thing is, that you have to hav e two 

parts of the equation.  One part says, what’s the l ikelihood 

of this getting into the hands that we don’t like?  The 

second one is if it does how much do we care?    

Now there’s an example brought out by BISS that 

said that the Boeing 777 flight manual should be co ntrolled. 

Will I’ve used flight manuals for a long time and I  didn’t 

think any of them met that standard.  And by the wa y, I 

think Boeing wouldn’t like to have as many people a s 

possible to read it that could not replicate the 77 7 just by 

reading the manual.  So the chances of it becoming public 

are like five out of ten.  The chances of us caring  are one. 

  So for each of these determinations you first hav e 

to say, what’s the likelihood -- we’re talking abou t 

publishing, I think that it’s broader than just pub lishing, 

I think that it is out in the public in some form.  Maybe 

not published, maybe on the internet, maybe on some  sort of 

data that transfers between – and the DHS rule here  does 

talk about e-mail it talks about other things.  So it’s more 

than just publishing from a pure academic standpoin t.   

  First of all, somebody should be there to 

challenge each time somebody says something should be 

restricted.  Why?  To show cause.  And then be requ ired to 

show cause in terms of what is the likelihood of it  getting 
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out and if it did what kind of harm would it cause?    

  Those are sort of the criteria that determine how  

we get there.  I think Gerry brought this up to sta rt with. 

I mean there’s a downside to doing these things.  I f you 

want to restrict everything there’s a downside, the re’s a 

societal downside, there’s a science downside.  So you have 

to go through the criteria, what is the likelihood,  and then 

what do we care?   

  And if it doesn’t meet a combination of an averag e 

of five on the Armstrong scale then you don’t bothe r with 

it.    

DR. BERNSTEIN:  I think already pointed out,   

there is an interesting policy issue.  The Secretar y was 

criticized in some circles for pointing out that ch emical 

plants are vulnerable and given actually a couple o f 

specifics.  The counterargument, which clearly I th ink is 

more widely believed, is that if you point that out  you 

really indicate to everybody that your also aware o f it and 

that you’re doing something about it.  I think that ’s the 

issue about over restriction.  That’s a policy issu e about 

how you best deal with it.   

  I think with what we are trying to deal with here  

is something which is hopefully a little more clear  cut.  

This is quality work, it clearly deserves to be pub lished or 

disseminated, and in most cases and in fact ideally  almost 



 
 

  

  143  

every case it should be.   

  If the universities occasionally see something 

that they worry about -- the people in Minnesota wo rry about 

pointing out that there’s a potential place in the supply 

chain that could jeopardize the food supply.  I don ’t think 

that it weakens the quality of work if they don’t s ay that 

Topeka Kansas happens to be the most vulnerable pie ce in the 

chain.   

  So I think that there’s some common sense stuff 

that we can do.  Hopefully that will serve the purp ose.  

DR. GANSLER:  I think it may be helpful to you and  

certainly to the other test person we’re doing, if the 

people around the table here were to comment back t o you on 

this three page document.  If you send a copy to An ne-Marie 

we could also coordinate among the agency.  Words l ike “or” 

and “and” make significant difference.  The fact th at this 

doesn’t have the 30-day and 90-day time response or  it’s 

approved kind of constraint on it. 

  You started off by saying two objectives, namely 

that the problems would be very rare and secondly, that the 

universities will decide essentially on sensitive 

information.  Now whether this document will lead t o those 

two is not as clear.  And so a process that I think  goes in 

that direction would be very much in the direction that I 

think that universities would like to see us going.   
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MR. SHEA:  I would also like to suggest that  

perhaps this problem will not be as rare as we expr essed.  

In general publishing of biological and select agen t papers 

ASM looks at as I understand it, every single one.  They had 

a very low rate of papers that they felt they neede d to take 

even a second look at.  And very few actions, if an y, are 

requests for action from to the office.  Without ge neral 

research these aren’t areas that have been specific ally set 

up by DHS to be a Center of Excellence in an area t hat is 

germane to Homeland Security. 

  And so there are already several levels of filter s 

that are bringing these research talents into areas  that the 

results may have unintended or greater Homeland Sec urity 

consequences then research directed by NSF or by NI AID. 

  In addition, those researchers who have put in 

proposals to become Centers of Excellence, are thos e 

researchers who want to work on these areas?  So th ey’re 

going to be thinking of the research problems that they can 

address that they see actually have a Homeland Secu rity 

impact in the short-term. 

  So I would suggest that it may be very rare that 

there be sensitive but unclassified results. And that may 

actually be the case, but it also may not be the ca se.  It 

may be that this is more frequent then we’ve been t alking 

about around this table.   
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DR. GANSLER:  Other final comment’s that anyone 

 would like to make? 

DR. EPSTEIN:  We’ve heard a couple of times that 

 this is not a delusion, that’s certainly the case for 

decades we’ve been living in the balance within the  location 

of security.  I think there are some things that ar e new 

about this. 

  When we did this in the Cold War we were looking 

at technology controls as a way to maintain a techn ological 

lead.  If our planes were a little faster and turne d a 

little tighter than these other planes we would sho ot them 

down every time and in six months we would be six m onths 

further along, and we didn’t care about that.  

  I don’t want Al Qaeda to ever have a nuclear 

weapon design.  I’m not going to feel comfort if th ey get it 

now, 10-years, 20-years, 30-years.  So timeliness, your not 

protective a relative advantage.  Ideally we’d like  to keep 

them from getting an absolute war(?).  So the tende ncy to 

want to protection may be much greater then but by the same 

token the ability to pull it off may be that much h arder. 

  I think in the whole realm of is there such a 

thing of sensitive but unclassified literature.  I think 

that it is common knowledge if we think it is as Ar ty said 

how are we going to use that?   If you start lookin g at the 

details of if we have this who are we going to give  it to 
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and how are they going to deal with it?  If you can ’t figure 

out what to do with it I think the answer is we eit her 

publish it or disappears.  We don’t follow it up is  the 

wrong answer.  If there is something which doesn’t merit 

publication by definition there’s something that’s pretty 

interesting and important there.  And so we have to  follow 

it up some way, classify it or come up with some wa y of 

handling it that makes sense. 

  And the last part is are you better off not going  

down the road and calling attention or using inform ation for 

protection?  That’s a little tough because sometime s the 

protection is a decade off and maybe not feasible.   

  And in the computer security world you could 

always issue a patch, it’s going to be a little har der to 

reboot the human body.  And so again these observat ions 

about how things may be different from case to case  they 

don’t all point the same way.  Some of those differ ences 

make information controls more attractive some can make them 

less attractive.  But the bottom line I believe is that I 

just want to make people rethink some of the things  that 

we’ve been looking at for a long time in light of w here we 

are.       

MS. KNEZO:  One final thing that I pointed out in  

my paper and that is a few years’ ago Congress pass ed a law 

called the Federal Information Security Management Act which 
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tried to deal with this question some of the issues  that the 

General brought up.  The law required the National Institute 

of Standards and Technology to basically develop so me 

guidelines for agencies to follow which would nulli fy the 

static definition of sensitive that was in the Comp uter 

Security Act, which basically defined sensitive acc ording to 

the kind of information it was and required agencie s instead 

to categorize all information based on the sensitiv ity of 

the release of that information.   

What problems would ensue if its’ confidentiality, 

availability, and integrity were compromised?   Whi ch does 

extend to issues of terrorism I should say because national 

security information is not covered by this Act bec ause that 

is concerned classified.  But it does provide a way  of 

thinking and procedures for agencies to handle all of their 

information and it may be something instructive for  the 

Center Directors to look at.  The guidance from NIS T which 

is summarized in my report which I believe Anne-Mar ie sent 

to everyone.   

MR. SMITH:  I just had a few I don’t know if they 

actually connect the dots.  But first of all I thin k what 

Sam said about making sure we look at the actual ri sk.  We 

were talking about how you know when it should be s ensitive, 

but unclassified.  Because it is sensitive, but unc lassified 

in the first place I assume the risk of making the wrong 
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decision or publishing is much less than if it were  

classified.   

  I think there’s a tendency to think that the 

consequences from sensitive, but unclassified are t he same 

consequences if it were classified.  And I think th at’s a 

misnomer and we have to remember that.  That we are  talking 

about a grey area that is very hard to distinguish in the 

first place.  That’s exactly why it’s not classifie d.   

  This gets to a second point which is the Centers 

themselves I think are looking at some of these ris ks.  They 

are is some sense a great place as guinea pigs for 

determining what should be released and what should n’t. I 

mean maybe the Centers themselves should look at th is.   

Dealing with the export control issue I’ve learned  

that in some sense one reason it’s hard to get good  answers 

from the people who enforce them is ultimately it d oes come 

down to a case by case basis.  It is hard to determ ine until 

you see it.  And therefore, some of this common sen se 

approach and people using their judgment and I also  think it 

gets to us training faculty who are in these Center s that 

it’s not business as usual.  It’s a different envir onment 

it’s not the same environment that they work in eve ryday. 

  The last thing that I think is always important i t 

gets to why the Centers were created and we haven’t  touched 

upon it today.  But the Centers were created certai nly to 
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bring people together to look at these issues diffe rently 

because they are new issues.  But they were also cr eated and 

the reason the government is funding these Centers is to 

train people to look at these issues differently.   

Which means it is a student environment and we can 

not forget that.  So the product is not just trying  to solve 

the problems, but trying to get a group of people t ogether 

in an environment that will think differently to so lve these 

problems and it is a training environment.  So that  therein 

presents the challenge that we at the universities are 

constantly faced with when we get into these areas and one 

of the reasons we don’t accept classified research.   Because 

we are trying to train people and this is an area t hat is 

going to pose continual challenges for us.    

DR. BERNSTEIN:  Amen. 

DR. BIENENSTOCK:  I just want to say that today 

has been for me, a really informative day.  I’m thi nking 

about things that I haven’t thought about as clearl y or as 

sufficiently before.  I don’t think that in the thr ee and a 

quarter years that I was at the OSTP that I faced a n issue 

as this one to really think through and resolve. 

  And as a university person I would like to thank 

the government representatives here for bringing th is to us 

when you are far from having a regulation or rule s o we can 

talk it through and we will continue to talk it thr ough. 
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  This was not business as usual in a lot of ways.  

And I for one very much appreciate it and I suspect  my 

university colleagues and professional society coll eagues 

feel the same way.  So thanks Mel. 

DR. BERNSTEIN:  Thank you. 

DR. GANSLER:  Mel, do you want a last word? 

DR. BERNSTEIN:  I think I’ve spoken too much.  But 

 now that Laura is in charge of University Programs . 

DR. GANSLER:  Is this the Romeo and Juliet kind of  

thing? 

DR. BERNSTEIN:  Certainly if you have a chance to 

give us your comments on this document it would be very 

helpful. 

DR. BIENENSTOCK:  Please send them to Anne-Marie  

too, because we’ll want them for the science and se curity 

program. 

DR. GANSLER:   Thank you all very much. 

(Whereupon, the meeting adjourned at 2:35 p.m.)  

 

 

 

 
 


