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The Problem

• Growing number of applications – on-campus and 
outsourced or hosted

• All of these service providers must: 
– Verify the identity of users (faculty, staff, students, others)

– Know who’s eligible to access the service

– Know the student is active and hasn’t left school

• The increase in outsourced or external cloud services 
raises concerns about the security and privacy of the 
identity data by both providers and universities.
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Without Federated ID
1. Users have many accounts to 

access needed resources

2. Access is based on user 
identity or location

3. Different login process at each 
resource

4. Many different passwords

5. Each resource provider must 
manage accounts / passwords

6. Lack of standards for 
password complexity, resets, 
format, etc.



www.incommon.org

The Solution: InCommon Federation

InCommon Federation was developed by 
higher education to meet our needs by:
1.Define contractual rules: We have 
developed a contract that universities and 
service providers agree too as members.
2.Technical architecture: The reference 
architecture for operation and interchange of 
Attributes – agreed upon data elements.
3.Governance: How we evolve over time to 
meet new requirements and opportunities.
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With Federated ID
• Users have single account to 

access the resources they 
need

• Access is based on trusted 
credentials from user’
institution

• No overhead requirement for 
resource provider to manage 
accounts / passwords

• Private Information from user 
institution can be passed to 
resource as needed rather 
than having resource store it
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• InCommon is:
– A wholly owned not-for-profit LLC of Internet2 created to support 

federated authentication with a board from higher ed.

– Based on open international standards (SAML).

– Focused on higher education institutions and service providers 
working with higher education institutions.

– Working closely with the Federal government to provide 
government services to universities.

• InCommon isn’t:
– A vendor.

– Focused on services outside the mission of research & 
education.
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InCommon Facts

• Fact: InCommon has more than 7 million higher 
education users across its members.

• Fact: InCommon membership has increased by 50% 
yearly for several years and now is at 550 participants.

• Fact: InCommon higher education members include 
institutions of all sizes, including community colleges, 
research universities, and small liberal arts colleges.

• Fact: InCommon technology is based on standards 
being adopted globally by over 30 countries.
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Federations Worldwide
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Future Proofing Access

• The world is changing:

– Federal initiatives such as FICAM that seek to 
address 3rd party access to federal resources.

– Public-private partnerships such as NSTIC 
that seek to create standards in other sectors.

– New requirements for security, such as 
second factor requirements.

– Increasing concern over user privacy.
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InCommon Initiatives

• Assurance: FICAM certification for universities 
to access federal resources.

• NSTIC: We actively participate and share our 
work with NSTIC.

• Multi-Factor: We now have support for 
institutionally-defined multi-factor support using 
a variety of devices, including your cell phone!

• Privacy: 2 million NIST grant to develop 
advanced user privacy controls into InCommon. 11
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InCommon Resources

• Overview – http://incommon.org/

• Particpants – http://incommon.org/participants

• Assurance – http://incommon.org/assurance

• Multi-factor: http://incommon.org/multifactor

• Certificates – http://incommon.org/certificates
Other Resources:

• NSTIC – http://www.nist.gov/nstic

• IDESG – http://idecosystem.org/ 12
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InCommon and 
Federated Identity Management
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Multi-Factor
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Assurance
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NIST NSTIC
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