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Confidentiality Pledges 

Confidential Information Protection and 
Statistical Efficiency Act (CIPSEA ) 
 Only employees/legal agents can see answers 
 Used only for “statistical purposes” 
 Employees/agents subject  to fines and jail 
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Cybersecurity Enhancement Act  
 Allows DHS employees to monitor for purposes of 

cyber security 
 Required revamp to confidentiality pledge: 

“Furthermore, your data are protected from 
cybersecurity risks through screening of the systems that 
transmit your data” 

 Interagency group assessed impact of new 
language:  
 R’s didn’t notice it; no impact on response (Eggleston, 

Redline, Wilson, Edgar and Ridolfo, 2017) 
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Data linkage: Consent 
 Consent requirements run continuum depending upon 

country 
 Legislation facilitating linkage (Canada, Finland, Netherlands) 

 
 
 
 
 
 
 

 In US, some agencies allow for Opt-in/Opt out 
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2011 Canadian Census 2016 Canadian Census 

To save time, each person can 
give Statistics Canada 
permission to use the income 
information already available 
in his or her income tax files 
instead of answering Question 
55 

In order to reduce the number 
of questions in this 
questionnaire, Statistics 
Canada will obtain your 
income information from 
personal income tax and 
benefits records. 



National Longitudinal Mortality 
Study (NLMS) 

 Links CPS/ASEC survey data to death certs 
 Began in 1973; 39 cohorts in all; 3.8 million 

records with over 550,000 identified mortalities 
 Variables include socio-economic indicators such 

as place of birth, health insurance, employment, 
occupation, and income. Also includes 
race/ethnicity and tobacco use (supplement) 

 Strict confidentiality controls in place 
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NLMS consent 
 Prior to 2015, CPS respondents could “opt-out” of 

NLMS 
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Percent opting out of data  
linkage – NDI/CPS* 
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0.12 0.31 
0.89 

1.39 1.18 1.48 
0.80 0.80 0.83 

0
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Source: CPS, U.S. Census Bureau (personal communication with G. Weyland) 
*data not available for 2010-2011 



Change in consent policy 2015 
 Data Stewardship Executive Policy Committee (DSEP)  
 DSEP ruled to remove the passive, or implicit, opt-out 

of record linking for voluntary surveys 
 Title 13 requires the agency to use other data sources in 

lieu of direct inquiries when possible 
 Title 13 does not require permission to conduct linkages 
 increased transparency in linkage activities 

 Respondents can opt-out of record linkage by 
refusing survey request 
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https://www.census.gov/about/what/admin-data.html


New NLMS notification 
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Mortality Disparities in American 
Communities (MDAC) 

 Links American Community Survey (ACS) to 
death certificates 
 2008 ACS combined with NDI = 4.5 million 

records with over 265,000 identified 
mortalities 
 Variables include: death certificates, 

neighborhood environment, social and 
economic differentials, Medicare/Medicaid 
information 
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MDAC notification 
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Who consents? 

 Evidence in literature is not consistent: 
 Age positive (Young et al. 2001; Jenkins et al. 

2006; Bates and Pascale, 2006) 
 Age negative (Banks et al.; Dahlhamer and Cox, 

2007 
 Poor health positive (Dahlhamer and Cox, 2007) 
 Poor health negative (Haider and Solon, 2000; 

Young el at. , 2001) 

 Consent is lower in self-administered modes 
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Tenants of Consent 

 First, thank respondent for providing survey 
responses 
 Second, communicate goal of the data linkage 
 Third, communicate the scope of the request 
 Finally, communicate confidentiality 

protections of the linked data 
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Increasing consent 

 Consent framing  - “Loss” versus “gain” 
(Krueter, et al., 2015; Kreuter et al. 2016 ; 
Tourangeau and Ye. 2009). 
 Placement of request? (Sakshaug, 2014; 

Sakshaug and Vicari, 2017; Eisnecker and 
Kroh, 2017). 
 Normalizing the request (Welch, et al. , 2017) 
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Consent research 
 Conduct experiments of: 

 mode,  
 framing,  
 placement, and 
  normalization 

 What do the “opt-outers” look like (NLMS)?  
 Qualitative studies 
 How to communicate what consent means e.g., where will 

data come from? What’s it linking to? Who can see it? 
What will be done with it? How protected? 

 How do older populations comprehend consent requests? 
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Future of surveys and consent 
 JASON report (2016) recommends 2030 

Census be mostly administrative record-based 
 Miller (2017) argues that “blending” 

government survey data and administrative 
records data are the future but… legal and 
practical matter arise 
 “Owners” of admin data want confidentiality 

assurances 
 And…is consent required? If so, how to obtain it? 
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