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This white paper is in response to the call for white papers designed to provide input to the U.S. National
Academies Social and Behavioral Sciences Decadal Survey, which is being conducted with the goal of helping guide
the development of a research agenda in national security for the next ten years. This paper focuses on policy
issues related to the use of machine learning algorithms in national security. The paper addresses the following
areas taken from the call for papers:

e Modeling and/or improving understanding of behaviors of relevance to national security (including those with
multiple actors)

e Strategies and techniques for avoiding errors and biases in decision making

e Decision support for national security initiatives

e Support systems in the workplace (e.g., for managing workloads, volumes of data/information, and stressful
events)

A machine learning algorithm is a data analysis method that uses a computer program to sort, interpret, and
classify data without human intervention (Goodfellow, Bengio & Courville, 2016). A program first is trained on a
data set drawn from a larger data set. The program develops an algorithm that predicts a specified outcome using
those data, and is then set loose on the larger data set for analysis. Machine learning algorithms are used broadly
within the social and behavioral sciences. Some argue that machine learning—deep learning, in particular—is a
major technical step toward general artificial intelligence (LeCun, Bengio & Hinton, 2015). The use of machine
learning in national security contexts raises important policy issues now, and likely will continue to raise more
within the next 10 to 20 years. There are at least 3 areas where machine learning is currently being used for
national security purposes (although there likely are many more):

e Autonomous weapons systems: An autonomous weapons system is a weapon or weapons platform that can
select and engage targets without human intervention. Machine learning algorithms play a role in the target
selection process. For example, machine learning can be used to interpret satellite images and select targets
(e.g. weapons instillations or military vehicles).

e Biometrics: Biometrics is the process of gathering biological information on subjects to track, and potentially
predict, their movement and behavior. A contemporary example of biometrics is facial recognition software.



e Cyber warfare: The growing cyber domain raises the possibility of engaging in virtual warfare in the next 10
years. Machine learning algorithms will play a crucial role in cyber weapons and cyber defense. Machine
learning algorithms can respond faster than humans, and may provide superior defense for cyber-attacks.

The above applications of machine learning raise important policy issues. Among these issues are:

e How should we account for false positives and false negatives generated by machine learning?
Often machine learning provides a better assessment of data than humans. However, there are cases in which
machine learning outputs are wrong. A target selection system that uses machine learning could generate false
positives, and misidentify a friendly unit as a threat. For example, in the 2003 Iraq War, a U.S. Patriot Missile
guidance system misidentified a coalition aircraft as a threat. This was the first friendly fire incident of
Operation Iragi Freedom (Piller, 2003). Biometric systems using machine learning might also misidentify
individuals. In fact, facial recognition software has been shown to be subject to error in people with dark skin
(Magnet, 2011; Introna & Wood, 2004).

e Who is legally responsible if a machine learning algorithm is wrong?

Should a system using machine learning make an error (e.g. select the incorrect target), who is legally
responsible when those who were injured by the incorrect action sue for damages? Is it the programmer who
developed the machine learning algorithm? Is it the company that she works for? Or is it the organization who
contracted for the system to be built?

¢ Do biometric machine learning algorithms violate a right to privacy?

The use of machine learning algorithms in biometrics raises important concerns regarding the 4" amendment.
Under what conditions should U.S. citizens have a reasonable expectation of privacy if there are sensors in
public spaces that gather and analyze data regarding their biological signature?

o How do we regulate the development of machine learning algorithms?

U.S. federal agencies (e.g. IARPA and DARPA) may no longer be the unchallenged leaders in technical and
scientific innovation. Rather, private industries are currently leading the charge, particularly in the
development of machine learning (consider Google image recognition or IBM's Watson). This could
be problematic for imposing regulations; the goals of industry might not align with U.S. national security
priorities and the U.S. government is not able to regulate the development of new technologies by simply
turning off funding.

There are also issues that arise when humans interact with, and make decisions based on the output of, machine
learning. Among these issues are:

¢ What might happen if machine learning is used in command and control scenarios?
Machine learning algorithms may soon be used in command and control. Machine learning can analyze the
movement of ground units, and provide command recommendations to improve mission outcomes. However,
the use of machine learning in command and control raises difficult questions. What happens when an operator
disagrees with the recommendations derived from machine learning? Will an operator follow the
recommendations or will she rely on her best judgement? There may be situations in which a human operator
is aware of more contextual features of a command and control scenario than an algorithm can encode. This
may provide a “sanity” check on the system, yet it is difficult to define when these checks ought to occur.

e Who is responsible if machine learning is used in command and control scenarios?
If machine learning is integrated into command and control, who is ultimately responsible for the human-
machine output, and who is responsible for the final decision? Does this change if the human operator is “in-



the-loop”? If so, would the human operator be responsible for the final decisions, rather than the machine or
the machine’s programmer?
o What happens to human operators in the context of human-machine interaction?

Research in psychology and human factors, as well as the first-hand experience of pilots flying aircraft equipped
with automated systems, suggests that when automated systems are in use, the human operator can lose
vigilance of the current situation. This is referred to as being “out-of-the-loop” (Endsley & Kiris, 1995; Boehm-
Davis, Curry, Wiener, & Harrison, 1983; and Wiener & Curry, 1980). Operators may also not be clear about how
a machine learning system is drawing its conclusions. This can lead operators to question—or not question—
machine learning outputs appropriately. Developing methods that ensure operators understand what a system
is doing, and how it is doing it, could facilitate active monitoring of machine learning and improve outcomes of
human-machine interaction. This issue has broader policy implications regarding the training of operators, and
the national security operations that should—or should not—rely on machine learning.

Recommendation: The issues raised in this white paper suggest that there is a need for researchers working in
fields including computer science, philosophy, cognitive psychology, and human factors/ergonomics to come
together to conduct ethical, legal, and policy analyses that are integrated in the development of
new technologies—whether it is machine learning or other innovations in the behavioral sciences. A successful
model that supports these multidisciplinary interactions is the funding design of the NIH Human Genome Project
and BRAIN Initiative. Both programs have funding streams that support ethical, legal, and policy analyses of basic
science. A similar endeavor in the domain of national security and behavioral sciences would likely generate
beneficial scholarly and policy outcomes.
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