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My Background

 Academic: Data/computational scientist: data/text/web mining,
visualization; applied Al for security and health analytics

* Applications: Security analytics; dark networks

* Projects: COPLINK (1997-2009, gang/narcotic networks); Dark Web
(2001-present, extremist/terrorist networks); Hacker Web (2009-
present)

* SBE collaborators: M. Sageman, R. Breiger, T. Holt
* Agency collaborators: TPD, PPD, FBI, CIA, NSA, DHS (NSF, DOD)
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A Vehicle to Watch via its Networks?

Shape Indicates Object Type
O circles are people
[ rectangles are vehicles

Color Denotes Activity History

B Gang related
[] Violent crimes

B Narcotics crimes
[ Violent & Narcotics

Larger Size Indicates higher
levels of activity

Border Crossing Plates are
outlined in Red




COPLINK Identity Resolution and Criminal
Network Analysis (DHS)

rLaw-enforcement Data
~ A e A

\o

/Collaboration

g

CAN Visualizer \

r

Border Crossing Data
(AZ, CA, TX)

Detect false and deceptive
identities across jurisdictions
using a probabilistic naive-
Bayes based resolution
system.

Criminal Network Analysis

~

High-risk Vehicle \
Identification

Identify high-risk vehicles
using association techniques
like mutualinformation using

border crossing and law
\ enforcement data. /
U

( Criminal Link Predictio“

Predictinteraction between
individuals and vehicles using
link prediction techniques to

( Suspect Traffic Burst \

Detection

Detectreal-time anomalies
and threatsin bordertraffic
using Markov switchingand

identify high-risk border
\ crossers. /

\ other models. J




Dark Web Overview

e Dark Web: Terrorists’ and cyber
criminals’ use of the Internet

* Collection: Web sites, forumes,
blogs, YouTube, etc.

* 20 TBs in size, with close to 10B
pages/files/messages (the entire
LOC collection: 15 TBs)




Dark Web Forum Crawler System: Probing the
Hidden Web (Proxy, TOR)
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CyberGate for Social Media Analytics: Ideational, Textual and
Interpersonal Information
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Arabic Writeprint Feature Set: Online Authorship

Analysis
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Arabic Feature Extraction Component
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Writeprints

CyberGate System Design
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Author Writeprints Anonymous Messages
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Al Dark Web Forum Portal

Welcome! cricri logoff

AZ Forum Portal

‘Home ‘Fumms'znsnts ‘EyMsmbel‘ Emiead‘ ByTlms‘ By Topic SNAGrzph‘

Alokab threads related to Topic: bomb, iraq

This page shows all the threads related to the topic searched

+TO VIEW all messages from a thread, left click anywhere in the corresponding row.
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+TO DOWNLOAD messages from all threads, click “Download in TXT format” (limit: 200 messages).

ThreadID Thread Title Thread Title Translation
11645 10 G 574 s i - §end o s Tear on Iraq - an influential poems against Irag a
38327 £550 o D pgy A e o aR:fg:;dL:m Are referees will move their armies. . Dropping a nuclear bomb
13554 B8 i) e D Sl enladd a1 Contemporary crisis of the capitalist system. The occupation of Ifag
21146 B & s Cost of the war in Iragq
21287 Islamic State in lrag
21369 Y Map of Islamic State of Irag —
22380 B o shoa, The difference between jihad and sectarian fighting - in Irag
23225 0 iy i e (R 3 Photos (the Zionists in Irag)l Being God and yes, Alok
24105 Resources Bayt Al-Mal Islamic state in Irag
26094 Mark Gorgeous in supporting the Islamic State of lfaq - Lecturer
26104 Islamic State of Ifaq / set out to say in the fact Ktai
26917 - roic operation of the Army of the ancestral Friends in Iraq
29230 POSWIIEN -~ BTN o B .
29809 il O D ot e
31191
ey Select Forum | Islamic Awakening (EN) Keyword ‘Muslim, Islam, Sharia, Sunni, Shia‘
35523
* 13M messages -
42680
snome oo [o] [ e - <] s}

3 4 O K b |« FirstPage <Previous Page |Translate
l I l e l I l e rS e — Show top 2.0% users Ve [v] Show Node Label [v] Hide Isolated Nodes [ ] Link to User Post

[&] Az Forum Portal Records 110 20 of 32 Down

aCross 29 m ajo r AZ Forum Portal G”“""’"T‘ 2 Graph Layout [Help]  [Circle v] | ewortrph
Jihadi forums in

e Home

: M The Arizona Forum Portal allows users to view de
l l g I S ) ra I C’ Help forum and message board data from the Arificial
This page shows the statistics of the forum ormessage board you wish 1 view below

n m n you selected. You can also conduct further
re C ’ e r a analysis by member, by

AZ Forum Portal

a n d R u SS i a n by topic. Analysis of AlFirdaws : S:’T‘I
(VBulletin) L

Line Graph, v4.72 - by Jpowered.

L] L]
* Linking members
L] Trial - for licensing please see, Number UfMESSages Across Time
Ove r tl m e hitp /A jpowered. com/line. graph?
2000 W Fosting

2,600
2,300
2,000
1,700
1,400

1,100

& & Internet




ar erly

MOVING TOWARD BLACK HAT RESEARCH IN INFORMATION

NN THRNEEEN

National Science Foundation
WHERE DISCOVERIES BEGIN

By -
> -

FUNDING AWARDS DISCOVERIES NEWS PUBLICATIONS STATISTICS

Emnail @ Printa Share +

Discoveries

Discovery
When hackers talk, this research
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By: M. Adam Mahmood
University of Texas at El Paso
mmahmood@utep.edu

Black Hats Versus White Hats
Versus Grey Hats m

What exactly is this white hat versus the black hat dichot-
omy? When making movies about the Old American West,
filmmakers made a symbolic distinction at times between the

Mikko Siponen
University of Oulu, Finland

mikko.siponen@oulu.fi good guys, wearing white hats, and the bad guys, wearing

black hats. If, for the sake of our basic theme, we can adopt
Detmar Straub this distinction momentarily, we would like to go on to
Georgia State University asseverate that the information systems field is heavily over-
dstraub@gsu.edu emphasizing research on white hats to the detriment of studies

on black hats
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Hacker Assets Portal V2.0 — Overview

(a) Home page, linking to (b & c) Assets, (d) Dashboard, and (e) Malware Families:

1lAZSecure Hacker Assets Portal

RYPTER FAMILY

Kk1|/AZSecure Hacker Assets Portal Home | | | | | | _

(e) Malware Families, for
depicting relationships
among assets over time
(Crypter Family shown)

KL1lAZSecure Hacker Assets Portal

FORUM ASSETS i Crypter Family

L 1|AZSecure Hacker Assets Portal

(b) Assets page, linking to
Source Code and |- z e
Atta c h m e nts DISCLAIMER: Many of these tools are malicious in nature. Please download at your own risk.

ction of hacker forums’ sox

addition to informatios

SOURCE CODE DASHBOARD

K1 AZSecure Hacker Assets Portal Assets
Explore the raw maliciou V, SOURCE CODE et AZSec:re HTackeor; S:urce Code Dashboard
Artifici Lab xploit Types er Time Year
N s —
Expoit Type
| | ,‘
(c) Source Code page; sortable by :

Source code is uncompiled code that cannot be executed independently without additional code. Examples include SQL injections and Java development code. e - e

asset name, exploit type, date, etc.

This forum assets category includes the source code from a variety of hacker forums.

Click on the name of the asset for more detailed information about the asset, or click on the download link to download the source code as a text file. Source Code Assets Key BckersBasedion| roguericy (Gf Asets

Search: | cryptes e
ik p camesr blatnoy
Name of Asset (Click asset name for Exploit Forum Download . AN/ —
D more details) Type Language Name Author Date Link i . DJ . Kl | |e R ! f\ \ ‘:T‘ <))U E
2696 Crypter System Delphi opensc cracksman  2015-07-19 Ra H H
" ’ (d) Dashboard for drill-down analysis of hackers
2607 Crypter System Delphi opensc cracksman | 2015-07-19 Ra
2608 Crypter System Delphi opensc cracksman  2015-07-19 Ra & assets over time
2699 Crypter System Delphi opensc cracksman | 2015-07-19 Ra
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Cyber Threat Intelligence (CTl) Example — Bank Exploits

Count of Exploit Type

AZSecure Hacker Attachment Dashboard AZSecure Hacker Attachment Dashboard

Exploit Types Over Time Year Exploit Types Over Time Year
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KL1|AZSecure Hacker Assets Portal KL1|AZSecure Hacker Assets Portal

1.
2.

Filtering on 2014, when BlackPQOS was posted, shows assets and threat actors at that time.

Filtering the actor who posted BlackPOS reveals that he posts other bank exploits (e.g., Zeus).
* Provides intelligence on which hacker to monitor.
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Cyber Threat Intelligence (CTI) Example — Crypters

AZSecure Hacker Source Code Dashboard

Exploit Types Over Time Year AZSecure Hacker Source Code Dashboard AZSecure Hacker Source Code Dashboard
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K1 AZSecure Hacker Assets Portal

1. Filtering on a specific time point (highest peak):
2. Filtering on a specific asset (crypters, a key technology for
Ransomware)

3. Filtering a specific crypter author (Cracksman) shows the trends and
types of assets he posted.
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Selected Challenges for ML-HD-EEN in Dark Networks

* |dentifying data Sources: availability (data stovepiEeS, data integration; RMS,
RDBMS); web OSINT (surface web, deep web, dark web; TOR, ICT); data types
(structured vs. unstructured; multi-lingual, multi-media; source code, attachment,
tutorial), data biases (noise, deception, adversarial; vigilante, honeypot, APTs)

* Recognizing nodes: levels/dimensions (who/what/where/when/wh?//how); entity
extraction and recognition (identity resolution, web authorship analysis, writeprint)

 Establishing links: linked by associations (labeled links, probabilistic links); linked by
time/space (same-time-same-place; border crossing, hotspot); linked by
conversations (linguistic cues and styles; ICT, forums)

* Analyzing network patterns: (many SNA techniques)

. TrackinF changes over time: stream data collection & mining (update & alert;
anomaly detection, concept drift; emerging cyber threats and DarkNet Markets




Selected Solutions & Directions for ML-HD EEN

 Comprehensive & timely OSINT data collection: from the surface web to the
dark web; across level/dimension, over time

* Data integration and SNA extraction: Al assisted entity/relationship
recognition/integration; across level/dimension, over time

 Methodological foundations: dark networks, hidden networks; noise,
deception, adversarial intent

* Data analytics: advanced social media analytics, stream data mining,
adversarial machine learning, BIG DATA analytics; across level/dimension,
over time



For questions and comments

hchen@eller.Arizona.edu
http://ai.Arizona.edu
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