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Introduction

Limited resources + competing priorities
« Where are the risks?

e \Which risks are acceptable?

 What should be mitigated first?

 \Which mitigation options are best?

Specific to security

» Electronic v. Operational v. Hardening?
« How much protection is enough?
o “Rational defense against irrational acts”




Risk Components and
Terminology

General
Components
of Risk

Managemen Daily Decision | Gambling | Natural Hazard
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Importance cost of suit; health ¢

Risk = P|Event]| X E[Consequences|Event]
Riski=\Vulnerability X Criticality

Risk = Threat:x-Vulnerability Xx:Consequences

RiSki= Occurrence x: Vulnerability x.-Importance -




Risk Assessment Methods
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Risk Assessment Methods
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EXAMPLE:
AASHTO Guide
for Bridges &
Tunnels (2002)
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Risk Assessment Methods

EXAMPLE:

DHS ODP State
Homeland
Security
Assessment and
Strategy
Program:
Special Needs
Jurisdiction Tool
Kit (2003)
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Risk Assessment Methods

Risk Management Series

Risk Assessment

A How-To Guide to Mitigate Potential Terrorist Attacks
Against Buildings

FEMA 452 / January 2005

b3

Very High — The likelibood f a threat, weapon, and facfic being wsed
against the site or building s imminent. Inernal decisian-makers and/
or external law enforcement and intelligence agencies determine the
threat is aedible

High — The likelihood of a threat, weapen, and tocic being used against

the site or building s expeced. Intemal desision-makers and//or
extemal law enforcement and intelligen<e agencies determine the
threat is aredible

Medium H\gh — The likelihoad of a threat, weapon, and fuetic heing
veed uguinst the site o building & probable. Inemal dectsion-makers
ond//ar externel law enforcement and intelligence agendies deter mine
the threat is credible.

Medium — The likelihood n{nihmni weapon, and fodic being used
uguinst the site: or building is ible. Internal decision-makers and)/or
extemnal law enforcement and intelligen<e agencies determine the
threat s knon, but is mat verified

Medium Low — The kkebhood of a threat, weapon, and tectic being sed
in the region is prebable. Intermal decisian-makess and/er external low
enforcement and intelli gence agendies determine the threat i known,
but s mat

Low — Tha ||h||hcnd of a threm, weapon, and taiic being vsed in

p ion-makers and/or external law
enforcement and |n|e||| gence agendies determine the threat exists, but
is nat likely.
Very Low — The likelihuad of a threat, weapon, and focix heing wsed
in the region or oguinst the site or building is very negligible. Intemal
desision-makers and/sr external low enforcement and intelligence
ogencies determing the threat & non-existent or extremely unlikely.

o an nggr-s.nr et

-p eical protection and the entire building
would be onl)' functional again sfter a ery long period of fime cfter
the attock.

High — One or mare mijor weaknesses have bezn identfied thal make
the aseet highly suscepible fo on aggressor or hazard. Tae building hos
poor redundanies, physical protection end mes! parts of the buiding
would e anly funational ogain afrer a lang pertael of tme after he
ot

Medium High - An |mp:rmn1l"n|tne- s been idenfifizd that nakes

inodeqpate rerbndun( /physical protefion and most crifical functions
would be only npemhoml agoir after a lang period of fine after the

aggressor or hazard. The huildh? has irsufficient
ysical protection and mest part of the building wwuld be
only functionol again alter o considerabl: period of time ofter the attck.

Medium Low — A weakness has been identified tiat makes the aset
somewhat suscapfible to an aggressor or hazard. The buikling has
incorporated a fair level of redunduncies/physical proecion and most
aitical functions would 3 only speratioral agair after a rensiderable
period of fime after the athack.

Low — & miner weakness hos heen identfied shar slightly increases the
suscepibility of the asset to an oggressor or hazard. The building hos
incorporated a good level of redundancies./physizal protection and the
huildirru would be aperational within o short periad of fime after an
attck.

Very Low — Mo weaknesses exid. The building hos incorporated
excellent reduadanciesphysical protecton and the building woud be
operatonal imnediately afer i attack

M
ﬂ E

Very igh— Loss or damage of the building’s assets would have exceptionally grave
comsequences, such os extemsive koss of life, widespread severs injuries, or total less
of primary services,

High — Loss or damage of the by |H|n sets would have grave onsequences,
such as loss of life, severe injuries, loss of primary s, or major oss of core
processes and functions for an extended period of fime.

Medium High — Loss or damage of the building s azsets would have serious
comsequences, such os serious injuries or impairment of core processes and funcliors
for an extended period of fime.

Medium — Loss or domage of the buibling’s msets would have moderate fo seriows
comsequences, such os injuries or impairment of core fundions and pros

Mledium Low — Loss or damage of the building s assets would have moderate
comsequences, such as minor injuries or minor impairment of core fundions and
protesss.

Low — Loss or damage of the building's assets would have minor consequences or
impaxt, such as o slight impact an core functions and processes for a short period of
fime.

Very Low — Loss or damage of the building’s assets would have negligible
COMSEQUENCES OF impact.




Risk Assessment Methods

Table 4-7: Total Risk Scale Cobor Code

itk | Wit

b1-175

EE

Risk Foctors Tool

Table 4-8: Site Funciional Pre-Assessment Screening Matrix

T [ L [ [

0
5 2w

Administration

hsset Value

Threat Rafing

Vulnerability Rating
Enginoerin

hsset Valve

Threat Rafing

Vulnerahility Rating
Warchousing

hsset Valve

Threat Rafing

Vulnerability Rating
Duta Comtor

hsset Valve

Threat Rafing

Vulnerahility Rating
Food Sarvice

hsset Valve

Threat Rating

Vulnerahility Rating

hsset Value

Threat Rafing

Vulnerability Rating
Housekeoping

hsset Valve

Threat Rafing

Vulngrability Rating
Dy Care

hsset Valve

Threat Rafing

Vulnerahility Rating

7

Risk
Asset Value
X
Threat Rating
X
Vulnerability Rating

EXAMPLE:
Results from
FEMA 452 (2005)




Risk Assessment Methods

Fault-tree / Consequence-based Assessment

Unacceptable
Outcome

Loss 2 X

|
AR

Glazing = Response 5

high hazard ‘

©R

Event'A Event A1l

Response 4

4K blast in city At location 1

No Collapse

I
Collapse | Response 3

Event A Event Al

4K blast in city At location 1

Useful for- multi-hazard risk assessment

Consequence
Assessment

\ulnerability
Assessment

Jhreat
Assessment




Critical Issues: Assessment

Definition of Risk Metric

o Stakeholders input and buy-in

Subjectivity, Uncertainty, Quantification
o Transparent, rational, unbiased

» Consistency among assessors

o SImplifying assumptions

o .imitations on results

Snapshotin Time = Re-ASSess

JEj s}
7
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Mitigation Prioritization

Hazard
Modeling

Vulnerability
Modeling /

[Consequence J

Modeling

Repeat for all
Mitigation Projects
for Facility or
System

Compute
Pre-Mitigation
Risk

v

Compute
Post-Mitigation
Risk

A 4

Estimate
Mitigation
Costs & Benefits

l

Develop
Mitigation
Project Priority

Repeat for all
Facilities and
Systems




Mitigation Prioritization

Occurrence (O)

Hazard
Modeling

Vulnerability
Modeling

Consequence P
/ Modeling

Importance (1)

Repeat for all
Mitigation Projects
for Facility or
System

Compute
Pre-Mitigation
Risk

\\

v

Compute
Post-Mitigation
Risk

\

A 4

Estimate
Mitigation
Costs & Benefits

l

N

Develop
Mitigation
Project Priority

/Risk:OxVxI

Reduction In
O, V; and/or |

Repeat for all
Facilities and
Systems




Mitigation Prioritization

Threat scenario-based assessment

Risk = Y[0; x V] x|
L—1<k\\\\\

e Similar to earthquake insurance loss
estimation methods

 Transparent impact of mitigation
(hardening v. operational v. electronic)

threat scenarios




Example |I: Gravity Dam
(HYPOTHETICAL)




Threat Scenario Definition

i=1to 21

Abutment A

Pedestrian

Water Borne

Vehicle Borne

Abutment B

Pedestrian

Water Borne

Vehicle Borne

A — A — | A

Powerhouse A

Pedestrian
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J

Vehicle Borne

(

L

Powerhouse C

]

Pedestrian

] |
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(

L

Upstream Face

]

Pedestrian

] |

Water Borne

[

L

Downstream Face

)

Pedestrian

]

Vehicle Borne

(

L

Spillways

]

Pedestrian

] |

Water Borne

[

.

Outlet System

)

Pedestrian

I

Water Borne

) |

Vehicle Borne




:‘?[Oi x V] x|
Occurrence '

Computed for each threat:

‘ | Abutment A ]

L

| Vehicle Borne |

Weighted sum of pseudo-utility values
O, ZXW

=1 |

Attributes mapped to guantitative scale
 Access for attack

o Security . against attack

o Attractiveness as atarget

 Capablility. of;aggressor




Example Utility Value Mapping

Threat Type

Level of Security
Against Attack

Utility
Value

Ship

Vehicle

Pedestrian

0.1

Inspect and escort large
yessels

Inspect all trucks

Controlled and protected
secUrity access with a

response force available.

02

CCTY with dedicated
response force

CCTY with dedicated
response force

i_onstant armed patrol

i_onstant armed patrol

i_onstant armed patrol

Controlled and protected
security access without a
response force.

15-minute armed patrol

15-minute armed patrol

CCTY with response
force

30-minute armed patrol

30-minute armed patrol

Controlled security

access but not protected.

Hourly armed patrol

Hourly armed patrol

Hourly armed patrol

Infrequent patral (less than
hiourky)

Frotected but not
controlled security
ACCESS.

Daily armed patrol

Daily armed patrol

Daily armed patrol

Infrequent patral {less
than daily)

Unprotected and
uncontrolled security
ACCESS.

Mo securty

Mo securty

Mo securty




:‘?[Oi x V] x|

Vulnerability

Computed for each threat:

‘ | Abutment A ]

L

(_Vehicle Borne )
Weighted sum of pseudo-utility valueS'

VZXW

=1 |

Attributes mapped to guantitative scale
 Expected damage

 Expected closure

» Expected casualties




Example Utility Value Mapping

Vulnerability Attribute

alue o Loss Closure Days
o1 [ o | o | 0o
30 - 60
400 - 1000
0.8 60 - 80 120-180 1000 - 2000
80 - 100 2000 - 3000
> 3000

=] |3

Moderate




:‘?[Oi x V] x|
Importance |

Computed once for the facility
Weighted sum of pseudo-utility values:

I—ZXW

.

Attributes mapped to guantitative scale
« EXposed population

o Historical/symbolic importance

» Replacement value

 Importance to regional economy.

e Importance to Irrigation system

» Importance for. power generation

o Importance to transportation network

» Annual revenue




Importance Modeling Example

W Historical significance (HS)
W Evacuation route (EV)

W Regional economy (RE)

[ Transportation network (TN)
[0 Replacement value (BV)
[1Revenue value (RV)

W Attached utilities (AU)

[ Military importance (Ml)

[0 Exposed population (EP)

Importance to the
Regional Economy:
sInsignificant =0
*Highly critical = 1




Pre-Mitigation Risk Scores
(HYPOTHETICAL EXAMPLE)
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Post-Mitigation Risk Scores
(HYPOTHETICAL EXAMPLE)
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Example I'l: Existing Building
(HYPOTHETICAL EXAMPLE)

Facade

v Interior Column

Exterior
Column

Rank | Project | Change in Risk| Project Cost (M%)} | B/C Ratio

1 | 8 | 030 |




Example 111: New Design
(HYPOTHETICAL EXAMPLE)

Example: truck
explosive at curbside

ERREERE R TR ST IRA R ITETRERE IR L]

N75

| 075 | 03F |
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|
e RASSIEIR IR Sa il 2
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Critical Issues: Prioritization

Based on rational, rigorous, and
unbiased risk assessment

Assumptions and limitations
Benefits and costs
ODbjectives and constraints
Time frame

Decision support

JEj s}
7

/1




Example IV: Existing Tunnel

Single deterministic threat

Prioritize on all benefits and costs

Benefits: Costs:

« Expected Performance » Construction Cost
GEIEIY) e Construction Risk

» Ease of Tunnel Repair e Construction Duration

« Benefit to Emergency » Impact on Operations
Response During Construction

e Secondary/Other  Impact on Operations
Benefits Long Term




Benefit-Cost Comparison

Altaernative scheJne code

—+ Benefit Score

2 3 10

Weighted average of § Cost
variables scaored on scale of 1-10

Weighted average of 4 Benefit
variables scored on scale of 1-10 Cost Score «—————




Concluding Remarks

Security risk assessment

« Components, basis, terminology

e Screening methods

e Assumptions and limitations
Mitigation prioritization

e Risk-based, guantitative benefit/cost
e Rational unblased approach

e Several other.influences
Economic, social, legal, political
Rational assessment provides data
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