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Federal Facilities Council

U.S. Department of Agriculture
* Agricultural Research

U.S. Department of the Air Force

* Air National Guard; Installations and
Management Support

*  Office of the Civil Engineer

U.S. Department of the Army

* Assistant Chief of Staff for Installations
Management

* Army Corps of Engineers

U.S. Department of Commerce

* Office of Real Estate Policy

* National Oceanic and Atmospheric
Administration

U.S. Department of Defense
* Washington Headquarters Services

U.S. Department of Energy

* Office of Management

* National Nuclear Security Administration
*  Office of Science

U.S. Department of Homeland Security
* Science and Technology Directorate
*  Customs and Border Protection

* U.S. Coast Guard

U.S. Department of Health and Human Services
* National Institutes of Health
* Indian Health Service

U.S. Department of Navy

U.S. Department of State

U.S. Department of Veterans Affairs
Architect of the Capitol

General Services Administration

National Aeronautics & Space Administration

Smithsonian Institution
FED @Y
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What is the Scale of Federal Facilities?

U.S. Commercial Federal Facilities
(Millions)

Number of Bldgs 4.9 505,559

(billions SF)

Total Square Feet 71.7 3.87

Characteristics of U.5. Government Real Assets Worldwide (2008)

Total Federal Assets | Total Building Assets Total Land Records Total Area of Building Assets
1,253,821 | 505,559 239,899 3.87 billion square fest
Source: G54 Federal Real Property Council (FRPC) 2007, F E @
wwwgsa gowgsalom_attachments/G5A_DOCUMENT/FRPP1 12007 _R2-tI3-v_0ZSROZ-i34K-pR pof
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How Well are Federal Facilities Performing?
And How Well are We Maintaining Them?

2012 2008 2004

PREDICTING OUTCOMES CORE COMPETENCIES INVESTMENTS
OF INVESTMENTS I FF FEDERAL FAGIL ITIES IN FEDERAL
MAINTENANCE AND REFAIR ASSET MANAGENENT FACILITIES

OF FEDERAL FACILITIES TRRCUGH 220 -,
Lsva Manigrrn o SYatrpan
o D 2731 Cantery
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Presentation Purpose and Outcomes

* Introducing FED iFM

— QOutline a Strategic Vision
— Build Awareness

— Enlist Support

— Gather input and feedback

FEDEY
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Data and Facility Lifecycle

* Building on Strategic Plans and Roadmaps
for Department of Defense Military
FEDEY  Health System and VA

NS e Lo AT Ry AR PR h=—————_14

DMLSS-FM 5YEAR ROAD MAP

S THE NATIONAL ACADEMIES
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Data and Facility Lifecycle

UFC
(Appendix A)

Data Flow

| | I *Clinical Operations

Templates
’ (Guideplates) I I & Performance
" *Bldg Performance
| I I
BIM (as an Enabling Tool ,supporting corporate objectives)

World Class Principles
Knowledge Center (V\ebsite & Research)

*|nnovation *Technology Advancement
" *Process Re-Engineering
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Goals of FED iFM

* |ntroduce a strategic vision for FED iFM

e Share the results of current federal agency initiatives
that are striving for the FED iFM vision

* Engage with private sector owners, architects and
professional organizations to build a bridge of
collaboration and shared interests in achieving the FED
iFM vision; and

* Enlist technology service providers to build platforms,
applications (apps) and app marketplaces to access
agency data repositories and to foster and enable the
realization and success of the FED iFM vision

FEDEY
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What is FED iFM ?

* Integrated Facility Management for Federal Agencies
and the Private Sector

A Community of Practice

FEDGY .

A Focus on Moving Data from Early Planning through
Design, Construction and into Operations and Facility
Sustainment

* AVision of a Technology “hub”—a Software and “App”
Ecosystem--for Rapid and Agile Deployment of Tools
and Innovative Practices to Dramatically Improve
Efficiency and Effectiveness

. THE NATIONAL ACADEMIES
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What is FED iFM ? (cont)

* At the outset, focus on Health Care Facilities at the DoD
Military Health System and VA and partner with GSA,
Smithsonian Institution, NAVFAC, Indian Health Service.

FE@- * A broader horizon for all Federal Facilities and the
common and shared issues and challenges that need to
be addressed

* Founding Stakeholders are: Federal Facility Council
(FFC), NIBS Committees, AIA and IFMA

* Open source as well as proprietary commercial
technologies

* Cloud- and App-based Agile Environments

e THE NATIONAL ACADEMIES
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FED iFM 2014 Industry Outreach

e Federal Facilities Council
 Private health care owners

FED Y
* Orgs: AIAAGC IFMA FIATECH NIBS WBDG

OGC SAME
* A/Es, CM, constructors, facility managers
* Consultants
* Technology Providers

FEDERAL FACILITIES COUNCIL o \ ey " THEDATIONAL ACADEMIES



www.wbdg.org/fedifm (Sign up!

a program of the

Mational Institute of Building Sciences
WHOLE BLILDIMNG DESIGM GUIDE

DESIGM GUIDANCE PROJECT MANAGEMEMNT | OPERATIONS & MAINTEMANCE | DOCUMEMTS & REFEREMCES | TOOLS | CONTINUING EDUCATION @ BIM

Home = Documents & References = FED iFM 7 COMMENT

FEDERAL HIGH PERFORMANCE
AND SUSTAINABLE BUILDING S . . B BOOKMAR
Integrated Facility Management for Federal Agencies

FEDERAL MANDATES
FED iFM iz an initiative to create shared and commeon practices for

COMSTRUCTION CRITERIA BASE integrated facility management in federal agencies and the private sector. F E @ W

Thevision is a technology hub of software and applications that can be

PRODUCTGUIDE used for rapid and agile development of tools orinnovative practices for
maoving data from early planning through design, construction and into operations and facility
PERIODICALS sustainment. Open source as well as proprietary technologies will be evaluated within an

integrated platform of cloud and server-based environments.
CASE STUDIES
Founding stakeholders are the Federal Facility Council, Mational Institute of Building Sciences,

PARTICIPATING AGENCIES American Institute of Architects and International Facility Management Association. Initially, the
focus will be an health care facilities atthe Department of Defense Military Health System, General
INDUSTRY ORGANIZATIONS Semvices Administration, Smithsonian Institution, and Indian Health Sermvice.

Please check back again soon for maore information as well as:

+ Case studies
« Bestpractices
« Data standards
+ Pilot prototypes
« Community events
UPDATES
Sign up below te receive notifications of new developments in FED iFM.

Name

Email

Submit

FEDERAL FACILITIES COUNCIL -
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Federal Integrated Facilities
Management (FED IFM)

Russ Manning
Chief, Operations & Life Cycle Integration Branch

06 February 2014



Challenge

m Integrated Facility Management

Computerized Maintenance Management System (CMMS)

s The CMMS component provides the means to manage the
data relating to the real property installed equipment (RPIE) for the
facility and its associated preventative maintenance work orders,
project management, etc..

Computer-Aided Facility Management (CAFM) system

s The CAFM component provides a means to manage the space
utilization for the facility in a graphical manner and link to relevant
CMMS data. The CAFM also provides a means for the DoD-MHS
to comply with the DoD OSD/IE Real Property Inventory
Requirements (RPIR).



http://www.acq.osd.mil/ie/bei/rpi.shtml
http://www.acq.osd.mil/ie/bei/rpi.shtml

Major Element Tasks
to Support

m CMMS m CAFM

Preventative
Maintenance (PM)

Work Orders

Asset Management /
Real Property (RPIE)

The Joint Commission
(TJC) Environment of
Care (EoC)

Project Management
Reports
Etc.

Drawings / Drawbase
Space Management
Key Control &

Real Property
Inventory
Requirements (RPIR)
Fields

Reports
Etc.



CMMS

CAFM

Strongly Agree = Agree Neutral # Disagree m Strongly Disagree NA

I -
Reports 33 I R AR
Project Management NN -5::3_’26:=:{- R
Joint Commission EoC 18 N 18'

Asset Management / Real Property T
(RPIE) 27 N\ E:NN
Work Orders 37 I N

Preventative Maintenance (PM) 28 R

0% 25% 50%

Strongly Agree in the 3™ Quartile

Agree + Strongly Agree in the 4" Quartile

Strongly Agree = Agree Neutral # Disagree m Strongly Disagree NA

Reports

Real Property (RPIR)
Key Control

Space Management

Drawings / Drawbase 25 7,

0% 25% 50%

Strongly Agree in the 3" Quartile

Agree + Strongly Agree in the 4t Quartile



Integrating FM solutions

Shared data set across tools
NOT each tool capturing the same data

Best tools for the given tasks
Sharing data from central data repository

Web-centric solutions
Secure to DoD Standards

Working collaboratively with other Federal FM
community partners



Strategic

Management Requirements Planning

e RO EEE S

~Clinical Operations
&Performance
*Bldg Performance

R B
o

BIM fas an Enabing Tool supporting corporate objectives)
World Class Principles
ledge Center (VWebsite & Research)

«Technology Advancement

+Pracess Re-Engineering
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Department of Defense Military Health haagine 'l an be
Current Work Order Process reduced by 30% per year

| 14,322 days per year to manage DMLSS FM Work Orders /
)
| 14,322 Days x $992 Per Day Full Burdened Rate = $113,407,424 J

Calculate
as 8 hour

e ——————

16332 Days  whm  32663Days wfm  48995Days  mjm 16332 Days

Work Order§

’Data Entry Repai¥ ’Data Entry
at Desk = at Desk
DoD Wide Go back to Send Field Close out
783,917 Workstation Tech to Work
Work Request Enter into Respond Order
in 2012 DMLSS FM

Hosted DMZ Test Environment fromV¥3.5-v3.9

DMLSS FM Data - Services Oriented Architecture

The tools wsed fo demonstrate the concept are not selected as the only solufions
possible, but fo Wustrate what fpoe of an ecosysfem cowld develap in fthe next varsion
of DMLES FM once a services onented anchitecture is enabled. Other wendors are
encouraged fo demonsirate how their solutions fit info the DMLSS FAM Ecosystem.

@)
- Prepared by: Onuma, Inc HT9402-11-D-0001 - Task Order 0012 - 100% Submittal
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DMLSS FM Data -

The tools used to demonstrate the concept are not selected as the only solutions
possible, but to illustrate what type of an ecosystem could develop in the next version
of DMLSS FM once a services onented architecture is enabled. Other vendors are
encouraged to demonstrate how their sclutions fit into the DMLSS FM Ecosystem.

Prepared by: Onuma, Inc @::) Setegoeees  HT9402-11-D-0001 - Task Order 0012 - 100% Submittal



Concept

Portfolio and Life Cycle

Example of how existing Redacted DMLSS FM Data was used to link from world level down to equipment

1

o { “EM BV westoms L
o) L 1 Single
P S s | |Healthcare

e Facility

Hosted DMZT&::L Environment from V3. 5-V3 9

DMLSS FM Data - Services Oriented Architecture

The tools used to demonstrate the concept are not selected as the only solutions
possible, but to illustrate what type of an ecosystem could develop in the next version
of DMLSS FM once a services onented architecture is enabled. Other vendors are
encouraged to demonstrate how their sclutions fit into the DMLSS FM Ecosystem.

Prepared by: Onuma, Inc HT9402-11-D-0001 - Task Order 0012 - 100% Submittal



Enabled
by GPS Dashboard
Live Data,Review AddressLinks. Contact, Menu, Live Reservations Ty RO
‘ mmm " Live Reviews Wabsite Link. » Write Review, Add your Photos
The servers are )
accessible - | Zero training -~ = - ~ > -
99.9% of the Needed. \ ° o
time. IT just \
works. J I |
-
| Users have -
\come to expect B 950G 1 A > =
this level of - = q
mteracuvnty 2. Bive Duck Tavern P > =5 <
B (ane l ﬁ P ATEaT M iyt @ o > Voice recognition
8 | allows you to ask =i dawn b et
3. Zaytinya z ~«|questions in English - -
e . BB - ° _ 9 R
through S \ " Knows where e a3 ¢ Q @ Salvie
::::s':‘: 4. Tosca ‘ you aw | ' Guid i 0 acaren o W v
u —1 oooo < uides you on
?f fadlltyldalta n 1127 SRNW, Washingten - | what to do. © G m €1 Aot am
rom multiple e Fats =
sources in real - “'L')"“ Q ‘ Shares photos that
time, on your L Bl 20 51 Peen Oue a ‘ others have taken
phone.... T with you.
—— © ™ 6. Siwoc Restaurant | Does not require you to understand how
e R e s GPS or Satellites work or
| what database to use. !
T r Ty N L o

Concept

The Technology is Available Today to Webservice Enable Complex Data

Is this a Dashboard, GIS, BIM, or Facility Application?
It is all and more & DMLSS FM 4.0 should function like this.

Much More

Facility Data

7. 1769

The tools used to demonstrate the concept are not selected as the only solutions
possible, but to illustrate what type of an ecosystem could develop in the next version
of DMLSS FM once a services onented architecture is enabled. Other vendors are
encouraged to demonstrate how their solutions fit into the DMLSS FM Ecosystem.

YoullThll* nttpuiyoutu.be/s-00FVMyWxI

HT9402-11-D-0001

Prepared by: Onuma, Inc

1asx

Order 0012 - 100% Submittal

p—

DMLSS FM Data - Services Oriented Architecture yelp’4:

Screenshots of Yelp 105 Aop

| Communication
lets humans focus

Automating
Machine to
Machine

on the task at
and.

Asking for
direction can
launch another
mapping app to
show you live
traffic.

‘ Lets you add your
| own data to share
with others.

“-

And it is
free.

®: W



Data for the Lifecycle




FED iFM - Data Mapping .n HEE
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FED iFM - Data Mapping

No Single System
Covers Everything




Step A - Map DMLSS to RPIM and GSA Entities
Percentage of Match Confidence Level

Percent Match
to DMLSS FM
Entities

i

$ 3 %3
sy‘i ’3,;




Step B - Map to Common FED iFM Entities
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FED iFM is Like 2 Backbone



m Start with the Basics

-------------------

O

INSTALLATION

SITE

FACILITY

ZONE

=

FLOOR

SYSTEM

SPACE

COMPONENT

-----------------

|
. - - — —_ w7 i
'l--------------------A----l‘

~N

-

hetpefeommons wikimedia. crafwikiFile:Human_skelercn_ba

-

Build on
Standards

Such as
COBie

~N

v

ck_no-texc_no-colorseg



Build a Backbone First

HEEE I IR R IR AR
AU IR TR SRR AR AR
L 2 =8 - L

vE

n_skeleron_back_no-text_no-colors

herpetfcommens wikimed @.orgiwikd/File:Huma



Expand with Attributes

INSTALLATION attributes: e %
ST IO .- - IFM:INSTALLATION &
- -~y FACILTY auributes:
i DIFACILITY_EVENT
STE ntridutes; IFM:SITE D:EVENT (difference to sbove?)
RLANG | SR N (campus, complex, D:FACILITY_SED_CAP
DINSTALLATION 376 | land, parcel) DFACILITY_AREA
. > 4 _— D:CONSTUCTION_TYPE
| D:CATEGORY_FAC {is 1his used?)
IFMCFACILITY b v e o= - - - DCONDITION_COCE
{buliding) i D:CATEGORY_CODE
D:FACILITY_CAT_CD {function i fac.)
D:FACILITY_LOCATION E
= > IFM:ZONE 5 DFACILITY_NOTE
;T":I‘*"”M“:‘Q e CEEXY L {facility zone / D:FACILITY_ORG_FUNCT (inks 1o external org |
Li n'i .’ e” 2t use? § equipment zone a8 tenant, awner, #3c )
o 3 X T - D:FACILITY_PRV (plant replacement value?] |
- DFACILITY_TYPE (haspital, darmitory, etc,}
EMFLOOR e
(story} !
IFM:SYSTEM
(structural, MEP, etc.) |
— - — SPACE attributes:
Rufiszet Alocation (user, tenant)
IFM:SPACE i RiAsset Configuration (design use quansity)
{room, area, { == m ... DARC ROOM NAME v
node, D:ENVIRONMENT_ROOM
COMPONENT attributes: - ARgmant) - D:ROOM " {
SYEE (odel, corpanesk type) D:ROOM_XXX (ather room attributes)
WARRANTY (il extended warranty) IFM:COMPONENT ~—y - v
D:ENVIRONMENT RPIE Immme== (equipment, windows, :
DRSK FACTOR 4 doors, etc.) i Dfxumzm atrivuts:
BRI F e - ORPIE_REFERENCE 0O
D:RP1E XK [other rple attributes) gfgu“w‘-;éms
s oo — &
IFM:DOCUMENT g- - == DORAWING CHANGES
DFACILITY_FILE
- T DPROJECT FILE 4
ORGANIZATION attributes: L D:RPIE_FILE
C-ORGANIZATION {may be external) o ORGAN Lk St N
D-ORG [DMLSS orgarization) CONTACT attridutes: Y 1P IZATION —_— _—
D:ORG_FUNCTION DIFCC b
D-ORG_INSTALLATION P = === DpOC_HX_NOTE
C-ORGANIZATION_NOTE D:FOC_STANDARD NOTE |
D-ORG_TYPE [owner, tenant, emplayes, etc) D:FOC_TYPE POC P " ceaa, IFM:CONTACT i
DSHOP_NAME S g ’
DSPECIALTY_SHOP | —
4 Y
IFM:ADDRESS i

hup:ficommons.wikimed a.orgiwiki/File:Human_skeleton_back_no-text_no-colorsvg



w Define Relationships

=1 ey

o g

L]
L]
L1

INSTALLATION attributes:
iFM:NSTALLATION |- --==-~ NS TALLATION
L
1 SITE attrib
att: tas:
iFM:SITE _ e
(campus, complex, [~ DIMSTALLATION_SITE
land, parcel) i
S— 4
[
]
'
i
iFMFACILITY | -~
{building) "

IFM:ORGANIZATION

—

IFM:CONTACT | IFM:ADDRESS

CONTACT amtributes:

LN D:POC

= = [D:POC_FIX_NOTE
[:POC_STANDARD_NOTE
POC_TYPE_POC

ORGAMIZATION attributes:
ORGANRZATION (may be external)
ORG (DMLSS crganization)
D:ORG_FUNCTION

* [MORG_INSTALLATION
ORGANLRZATION_NOTE
D:ORG_TYPE [owner, tenant, employes, etc.)
D:SHOP_NAME
SPECIALTY_SHOP

FACILITY attributes:

DFACILITY_EVENT

:EVENT [difference to above?)
FACILITY_BED_CAP

:FACILITY_AREA

D:CONSTUCTION_TYPE

D:CATEGORY_FAC (is this usad?)
D:CONDITION_CODE

:CATEGORY_CODE

D:FACILITY_CAT_CD (functicn in fac.)
FACILITY_LOCATION

D:FACILITY_NOTE

D:FACILITY_ORG_FUNCT [links to external
ofg as tenant, owner, etc.)

:FACILITY_PRV |plant replacement valua?)
D:FACILITY_TYPE [hospital, dormitory, etc.}

7 structure

FACILITY types:
building

linear structure

iFM:FLOOR

iFVI:SYSTEM
{structural, MEP, etc.)

L SPACE atributes:
R:Asset Allocation [user, tenant)

' R:Asset Configuration |design use quantity]

< D:ARC_ROOM_NAME
D:ENVIRONMENT_ROCM
C:ROCM

CeROCM_XXX [ather room attributes)

iFM:SPACE
[room, area,
node, segment)

iIFM:COMPOMNENT
[equipment, windows,
doors, etc.)

iFM:ZONE
+1  (facility zone f
equipment zone

~ 4 ZONE atributes:
R:Building Module [what usa?)

. IFM:DOCUMENT

DOCUMENT attributs:
D:RPIE_REFERENCE_DOC
D:DMLSS_FILES
D:DRAWING

< D:DRAWING_CHANGES
D:FACILITY_FILE
D:PROJECT_FILE
D:RPIE_FILE
D:WR_FILE

COMPOMNENT attributes:

TYPE [madel, component type)
WARRANTY [incl. extended warranty)
C:ENVIRONMENT_RPIE
C:RISK_FACTOR

C:RPIE

C:RPIE_¥XX [other rple attributes)



1] Add Modules

iFM:WORKORDER
D:WR_RPIE

work order attributes:

D:COORDINATION {manager to liason)
D:CONTRACT_FM [contract information)
D:CLASS TYPE

D:WR_RPIE

D:ASSIGMMENT

D:ASSIGMEMEMNT _REASON
D:CLOSE_OUT_REASON [cancelled, invalid, etc.]
D:COST_INFORMATION

D:FM_ESTIMATE [how is this used?)
D:IMPACT

D:IMPACT_REASON

D:IMPACT_TYPE

D:LABOR_ESTIMATE

D:PRIORITY_GROUP

D:PROJ_JOURN_ACTION
D:PROJ_PRIORITY_TYPE

D:PROJ_PROJ_CODE

D:PROJECT

D:PROJECT_X¥X (all project related attributes)
D:RELATED_CAUSE

D:WORK_REQ

D:WORK_XXN {all work request related attrib.)
D:WR_ACTION [work request action)
D:WR_XXX (all WR related attributes)
D:WR_WR [preventive vs repair)

iFM:SUPPLY

SUPPLY attributes:

D:CUST_CAT |catalog items)
D:COMM_CLASS (supply categories)
D:CUSTOMER (supply = is this correct?)
D:EOR |ordered items)
D:EOQR_CONTRACT {ordered items)
D:EOR_FUND_DATA

D:ITEM_LOC

D:ITEM_PACKAGING
D:ITEM_RECIPIENT

D:MTF_CAT (purchasable item)

IFM:REFEREMCES: value lists, drop down):

REFEREMCES attributes:
D:CAPACITY_UMNIT
D:CHECKLIST_DESK
D:CHECKLIST_STATUS
D:RECORD_TYPE
D:SPECIFICATION_UMNIT

POSSIBLE IFM ENTITIES

iFM:IOB

(job task, sched. maintenance)

JOB attributes:
D:MAINT_PROCEDLURE
D:MAINT_PROC_MOTE
D:RPIE_SCHEDULE

iFM:AUDIT_INSPECTIONS

SAFETY attributes:

D:SAF_REQ_ROOM [is this safety req?)
D:SAFETY_CLASS

D:SAFETY_XXX (all safety attributes)
D:SURVEY

IFM:ENVIRONMENT

EMVIROMMENT attributes:
D:ENVIROMMENT_HAZARD

IFM:ASSESSMENT
(condition assessments, etc.)

iIFM:CODE
(regulations)

iIFM:COMMISSIONING

financial

REAL PROPERTY
ASSET

RPA-FINANCIAL attributes: |
D:ELEMEMNT _OF_RESOURCE |expenditures]

R:Asset Review i
R:Forcasting J
R:Funding i
R:Capitol Improvement -
R:Disposal

R:Excess

D:FUND

D:PROJ_FUND_SOURCE

D:PROJ_FUND_ACT

D:PROJECT_FUND_REQ

RPA-LEGAL attributes: #
R:Grant =¥
R:Instrument

R:BRAC [base) [how is this used?)

UNKNOWN / UNCLEAR:

mezning and/for use unclear:
D:FM_CONSTRUCT_TYPE
D:FACILITY_OCCUPAMNCY
D:CLEAN_REQUIREMEMNT
D:CODE_STD
ENGIMEERING_FUND
D:FACILITY_CONFIG
D:FACILITY_ALLOCATION
:FM_FALC

:FM_REQUIREMENT et al
D:FSI_CLASSIFICATION
D:FSI_NOMENCLATURE
D:LOCATION (contains “storage_area®™?)
D:MILESTOME [where is this used?]
D:PERMIT [where is this used?)
D:QAQC_CRIT_HISTORY
D:0AQC_CRITERIA

D:RC_SUBJECT

:505_CAT

:X_FM_TRANS



4 Modules Allow for Infinite Expansion on Top of Backbone
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* Smithsonian Already has a Leading Initiative!
* VA and DoD are moving to Max.Gov!

FEDERAL FACILITIES COUNCIL - . gl A SERRR S THE NATIONAL ACADEMIES
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Smithsonian
Institution

* Structured Work Processes for Pre Project Planning

Facility Investments and Cost Engineering (FICE) is a branch that supports the three main
divisions of OPDC. Through a structured process, it reviews all project requirements to
establish project budgets and prioritizations for use by the IFTs in their pre project planning
process: The pre project planning structured process includes:

— 1. Defining requirements to address needs based on risk,

Requirements |
(Tier 1) 2. Ranking these requirements,
Cost/Funding 3. Forming projects based on highest ranking requirements and costs
Tier 2 | . .. : : .
( ) _ 4. Prioritizing and assigning funding source with FY for 5 year planning
Tier 1-Requirements Tier 2- Pre-Planning Tier 3- Tier 4-
Gathering and Definition Investments Execute Closeout

Bequests Define Rank Group Prioritize

& Plan
Tier 3-Plan Proiect
Tier1- Tier2- Execution rojec
Requirements 5 YR Plan ase Database Delivery
Database
Iterative Improvements to Database Accuracy Need

MAX.gov provides the database &
(scope and costs) Addressed?

Mission Support /IFT |

Facilities
Condition
Assessment

Risk Assessment

METR & Master Plan

Mandates

Master Plan & Studies

analysis tool (tier 1 & 2 process).

Aesthetic & HP
VE & Project Execution

Routine Repairs- Test
& Inspections
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VA and DoD Also Leading the Way

% Department of Defense

Military Health
System

' Welcome to the
F E @ Space and Equipment Planning System (SEPS)

r 1
8 00 Space and Equipment Planning System

U.S. Department
of Veterans Affairs

Tools Utilites Help  Exit

U.S. Departn

POLYTRAUMA CRITERIA DEVELOPMENT (SETTING UP PROCESS FOR UPDATING CRITERIA)
POLYTRAUMA REHABILITATION CENTER (111)

General Input Data Worksheet Program for Design (PFD) Contents Permissions
Project | POLYTRAUMA CRITERIA DEVELOPMENT (SETTING UP PR...

v

Display (#)Agency Names (_)Criteria Names Criteria Name

H POLYTRAUMA REHABILITATION CENTER (111)
i 9 POLYTRAUMA CRITERIA DEVELOPMENT (SETTING UP PROCESS FOR U ‘ Agency Name * LY FAUMA FEFABEITATION CENTER (111
. 01- a POLYTRAUMA REHABILITATION CENTER (111) i (1

Default NTG Factor 4 oo

Current NTG Factor* 4 o

Department Notes
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* Security is Critical and a Top Priority!!!
— Michael Chipley
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Securing the Data — MAX.gov

g\ https://login.max.gov/cas/login?s ﬂ Office of ... 0 eJ MAX.gov Login

e MAXcov LOGIN

Don't Have a MAX ID Yet? Register Now

Home Manage Password Contact Us
LOGIN WITH YOUR....
User ID & Password (7] PIV or CAC Card (7]
User ID [[] Set a Personal Username 5 Please make sure your card is plugged into the
‘ ‘ reader
Your registered email or personal username X
Password Forgot or change your password?
‘ LOGIN WITH YOUR
PIV OR CAC
LOGIN
Agency Federated Partner Login (7]
@ vasa ‘ ® por ‘ o HES | N icC ‘ (S usa

. 2 y 10:29 AM
Links - I
(| 2/5/2014

Security begins with Two Factor Authentication
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Securing the Data - FedRAMP

@ http:/ w.gsa.gov/portal/category/102371 - O QJ MAX.gov Login nMSN (2 FedRAMP X
Home | Mobile Site | Newsroom | Regions | Staff Directory | Careers | Forms | e-Tools | QuickLinks A
H Search J
@ U.S. General Services Administration

WHAT GSA OFFERS DOING BUSINESS WITH GSA LEARN MORE

Home > How We Help > Areas of Interest > FedRAMP >

P Overview

CONTACTS Q‘I

General Inquiries
info@fedramp.gov

N

Ensuring secure cl‘ou o
for the Federal Govern

Press Inquiries
202-501-1766

= Third Party Assessment
Organizations (3PAOs) KEY LINKS
The Federal Risk and Authorization Management Program (FedRAMP) is a government-wide FedRAMP Initiation Request

_ program that provides a standardized approach to security assessment, authorization, and Accredited 3PAOS

continuous monitoring for cloud products and services
FedRAMP Compliant CSPs

Are you a...?
Federal Agenc CSP . : 3PAO KEYDOCUMENTS
9 y Cloud Service Provider Third Party Assessors FedRAMP Branding Guidance
FedRAMP Concept of Operations
l (CONOPS)
Sy -
— FedRAMP Security Controls
=
FedRAMP Templates
What can FedRAMP do Get a FedRAMP security Become a FedRAMP ) " v
f ncy? thorization. accredited assessor. FedRAMP Continuous Monitoring

SR 10:34 AM
Llnb ey T@ -ll“ I‘

2/5/2014

MAX.gov is FedRAMP accredited to Mod-Mod-Mod
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DoD Cloud Security Model

DoD ENTERPRISE CLOUD SERVICE BROKER
CLOUD SECURITY MODEL

Version 2.0-Draft

Tuly 31,2013

Developed by the Defense Information Systems Agency (DISA)
for the Department of Defense (DoD)

DRAFT

July 31,2013
This document serves two purposes.

|. It describes the process the cloud
service providers (CSP) follow to be
listed in the Enterprise Cloud Service
Catalog.

2. It describes the process the DoD
cloud customer follows to engage the
ECSB for cloud services.

It is expected that the security model
described in this document will evolve
post ECSB Initial Operating Capability
(IOC) as the ECSB learns more about
cloud
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DoD Cloud Security Model

5.1.1 Max DataType

The first aspect of the security model and impact levels is the type of
information to be stored or hosted in the cloud.These are as follows:

[ Public information: This refers to information that is intended for
unrestricted public dissemination.This information does not require control of
read access, yet does require access control with regard to access for change or
delete.

[] Unclassified Private: This refers to information that is not controlled
unclassified information (CUI, see below), but requires more limited access than
full public release.

[] Controlled Unclassified Information: Controlled Unclassified
information (CUI) is the categorical designation that refers to unclassified
information that under law or policy requires protection from unauthorized
disclosure as established by Executive Order 13556 (November 2010).
Designating information as CUI is the responsibility of the owning organization.
CUI contains a number of categories, including, but not limited to the following:
Other information requiring explicit CUI designation; for example, For Official
Use Only, Official Use Only, Law Enforcement Sensitive, Critical Infrastructure
Information, and Sensitive Security Information.
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DoD Cloud Security Model

5 Cloud Service Provider Qualification Definitions
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DoD Cloud Security Model

loud Service Provider

Aftes tation [Fepwts
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Figure 5 — DoD Ongoing Assessment and Authorization

We are
at this
step
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Level 4 SaaS STIGS Example

|
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D.4 Requirements for Software as a Service (SaaS)

D.4.1 FedRAMP (Level 4, SaaS)

A FedRAMP Moderate provisional authorization/ATO is the starting point for acceptance into
the Enterprise Cloud Service Catalog. For those FedRAMP controls that require parameter
values, the ECSB defines those parameter values in an annex to this document, ECSB Security
Model Control Parameters Annex.

D.4.6.1 Security Technical Implementation Guides (Level 4, SaaS)

The Security Technical Implementation Guides (STIGs) are the configuration standards for DOD
IA and IA-enabled devices/systems. The STIGs contain technical guidance to “lock down”
information systems/software that might otherwise be vulnerable to a malicious computer attack.
STIGs are applicable only if the CSP utilizes the product the STIG addresses or the technology a
SRG addresses. However, it 1s our expectation that the intent of the STIGs or SRGs will be
addressed and documented by candidate CSPs.

Currently in the process to identify the required STIGS, have Sys
Admins apply/harden the hardware and software, obtain
Certificates of Networthiness to apply for DISA ATO
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http://iase.disa.mil/stigs/
http://iase.disa.mil/stigs/
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e Questions and Discussion
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* Contact us!
russell.manning@dha.mil

ko@onuma.com
Stephen.hagan@gmail.com
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