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Assessment 
Team 
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A TEAM of participants is required 
to perform a successful assessment 

Type of Participant Knowledge 
Control Systems Engineer  Control systems 

Configuration Manager  Systems management 

Operations Manager  Business operations 

IT Network Specialist  IT infrastructure 

IT Security Officer  Policies & procedures 

Risk Analyst or Insurance Specialist  Risk 



Assessment Process 
Basic steps in the assessment 
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Organize the 
Team 

Select the 
Mode and 
Standards 

Determine 
the 

Security 
Assurance 

Level 

Build the 
Network 
Diagram 

Answer 
Questions 

Analyze 
Results 



Automated Process Guidance 
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• Process is overhead 

 

• Lack of process is chaos and inefficiency 

The tax code is extremely complex, but tax software 

can guide a novice through the complexity to achieve a 

reasonable result?   

Cybersecurity process and programs are extremely complex… 
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ASSESS 
Security Controls 

MONITOR 
Security Controls 

DOCUMENT 
Security Controls 

AUTHORIZE 
Information System 

SUPPLEMENT 
Security Controls 

SELECT      
Security Controls 

IMPLEMENT 
Security Controls 

FIPS 199 / SP 800-60 

CATEGORIZE 
Information System 

Starting Point 

NIST Risk Management Framework 
CSET FIPS 199  

 SP800-60 Wizard 

& Grass Marlin 

Diagram Import 

Associate Artifacts 

and Comments for 

each control 

CSET Control 

Selection 

eMASS 

Export and 

Upload 



https://ics-cert.us-cert.gov/ 
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