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Concerns 

• Exposure of devices to the Internet is the number 
one risk for building automation systems  

•  Allows remote attacker to create cyber-physical effects 
•  Provides potential access to corporate networks 
•  Provides attack vectors to devices without detection 

 

• Lack of capability to identify Internet facing devices 
•  Multiple critical buildings exposed across myriad agencies 
•  No insight into the magnitude of the risk or exposure 



BASec: Government Facilities 
• Over the past year 
-  Scanned the Internet for building automation systems 
-  Hundreds of exposed government facilities identified 
-  Default configurations are the norm 
- Weak/default passwords and unpatched systems 
-  Exposed devices extremely vulnerable to attack 

• Reporting 
-  List of exposed government facilities provided to DHS, 

GSA, GAO and DoD over the past year 
-  Risk still exists 
- Who’s role is it to accept responsibility 



Example Findings  

What is the exposure? 
Numerous government building automation systems exposed to the Internet 

IP#Address/Hostname# Device#Identifying#Information##
141.152.127.107(( (US_Forest_Service(
209.34.41.236(( (Texas_Forest_Service(
216.161.175.123( ((USDA_Forest_Service(
64.39.245.206(( (USDA(
70.88.184.14(( (SocialServices(
75.38.87.17(( (FederalBuilding_Phase2_2(
209.180.212.83( (ABERDEEN_DSHS(J(ABERDEEN(Department(of(Social(Health(and(Services(
151.200.77.23(( (South_Quincy_Tower1(J(Virginia(Department(of(Social(Services(
38.70.8.173(( (Butterfly(House(J(Smithsonian(National(Zoo(
50.193.134.30(( (RoyalNorwegianEmbassy(
50.76.11.140(( (Brazilian_Embassey(
70.169.161.148(( (MadisonBuilding(
70.91.70.26(( (Reston(Executive(Center(I(
71.166.177.12(( (USUHS_ENS(J(Uniformed(Services(University(of(Health(Science(
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Example Findings  
IP#Address/Hostname# Device#Identifying#Information##
68.239.83.241) )FBI409)
141.156.109.233) )US)Secret)Service)7)station.name=s:US_SECRET_SERVICE_JACE01)
70.90.95.5) )Navy_Stadium)
67.192.76.18) )GSA)
96.241.172.8) )GSA_Tenant)
151.200.67.40)) )Fairchild)Building)7)EPA)
174.79.187.145)) )PatriotRidgeSup))
216.15.32.84)) )Watergate)South)Building)Automation)Server)
71.166.169.220) )Aegis70DCNationalArchives)
70.106.126.199) )GSA)Camden)for)use)at)Camden)Federal)Court)House)
173.164.48.66) )US)DOT)for)use)at)Federal)D.O.T.)
70.108.244.76))) )IRS)
72.245.251.173) )Customs)and)Border)Protection)
98.174.214.73) )US)Navy)for)use)at)NAB)Little)Creek)
99.30.91.32) )US)Citizenship)&)Immigration)
184.81.84.3) )V.A.)Medical)Center)Aspinwall))
63.138.199.217) West)Point)Alumni)Center)
65710071307125.dia.static.qwest.net) VA)Care)Center)
static718478178473.t1.cavtel.net) V.A.)Medical)Center)
98.117.89.84)) )Social_Security_WCary)
173.12.164.42)) )SocialSecurity)
) )
!



Example Findings  
IP#Address/Hostname# Device#Identifying#Information##
199.59.103.194(( (CFedBldg(

162.39.41.224(( (Federal_Reserve(

162.39.41.225(( (Federal_Reserve(

162.39.41.226(( (Federal_Reserve(

162.39.41.227(( (Federal_Reserve(

151.204.227.86(( (federal3(

70.169.140.108(( (Langley(Federal(Credit(Union(

209.121.30.79(( (LANGLEY_200(

74.165.165.42(( (NatFedCtHs(

99.148.14.165(( (***FOX***(SJ_GSA_G3(

99.148.14.161(( (SJGSA_ENC_MAIN(

98.85.77.59( (FedCourtSupervisor(

98.85.136.84( (FedCourtSupervisor(

98.85.103.208( (FedCourtSupervisor(

98.85.129.3( (FedCourtSupervisor(

70.148.48.3( (VanceFedBldg(

173.79.222.45(( (Annapolis(Junction(Lot6J1(

151.200.135.95(( (The_Lion_Building(U(Vietnam(and(Sudan(Missions(

151.200.45.177( (Embassy(of(the(Gabonese(

70.56.158.161( (Natural(Resource(Center/Homeland(Security(

128.8.37.236(( (B426(BLS(Building(U(Bureau(of(Labor(and(Stats(

141.157.27.138(( (c7125ColumbiaGatewayDr(U(ATT(government(solutions(
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DoD Example 



DoD Example 
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DoD Example 



DoD Example 



Challenges 

• Reliance on third-party vendors and system integrators 
• Lack of common configuration/implementation standards 
• Interconnection of multiple devices over common networks 
• Use of commercial network infrastructure by vendors for 
monitoring/control 

• Government has no ability to identify, monitor or track 
systems that rely on commercial network infrastructure 

Government agencies lack awareness of the 
magnitude of the cyber security risks and are 

taking no actions to mitigate that risks 



Government is not Alone 

But wait there’s more! 
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Top 10 – BAS Security Questions 
• Are any our devices are facing the Internet? Have we confirmed?

• Are our devices patched with the latest version of vendor software?  

• Do we know if any devices were recently replaced? If so, were they 
deployed matching our security policy?

• Are any of our old devices deployed to locations we longer manage?

• How do we audit our devices in a cost effective and repeatable way?



Top 10 – BAS Security Questions 
• Are our devices configured securely, how can we verify?

• Do we have a security policy deployed to all of our devices?

• Are the log files being monitored for intrusion or malicious activity?   

• How would we know if any of our devices have been compromised?

• How can we confirm the network segmentation or ‘air gap’ is secure?



Contact 

http://smartbuildingsecurity.com

contact@whitescope.io



Questions? 


