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Concerns

* Exposure of devices to the Internet is the number
one risk for building automation systems
* Allows remote attacker to create cyber-physical effects
* Provides potential access to corporate networks
* Provides attack vectors to devices without detection

- Lack of capability to identify Internet facing devices
« Multiple critical buildings exposed across my_riad agencies

* No insight into the magnitude of the risk or.éxposure—




BASec: Government Facilities

* Over the past year

— Scanned the Internet for building automation systems

- Hundreds of exposed government facilities identified

- Default configurations are the norm

- Weak/default passwords and unpatched systems

- Exposed devices extremely vulnerable to attack
» Reporting B

- List of exposed government facilities prowded to DHS,

GSA, GAO and DoD over the past year
- Risk still exists |
- Who's role is it to accept respon3|b|I|ty




Example Findings

What is the exposure?

Numerous government building automation systems exposed to the Internet

IP Address/Hostname Device Identifying Information

US Forest_Service

Texas_Forest_Service

USDA_Forest_Service

USDA

SocialServices

FederalBuilding_Phase2 2

ABERDEEN_DSHS - ABERDEEN Department of Social Health and Services
South_Quincy_Towerl - Virginia Department of Social Services
Butterfly House - Smithsonian National Zoo

RoyalNorwegianEmbassy J—
Brazilian_Embassey |
MadisonBuilding

Reston Executive Center |

USUHS_ENS - Uniformed Services University of Health Science




Example Findings

IP Address/Hostname Device Identifying Information

FBI409

US Secret Service - station.name=s:US_SECRET_SERVICE_JACEO1
Navy_ Stadium

GSA

GSA_Tenant

Fairchild Building - EPA

PatriotRidgeSup

Watergate South Building Automation Server
Aegis70DCNationalArchives

GSA Camden for use at Camden Federal Court House
US DOT for use at Federal D.O.T.

IRS

Customs and Border Protection

US Navy for use at NAB Little Creek

US Citizenship & Immigration

V.A. Medical Center Aspinwall

West Point Alumni Center

VA Care Center

V.A. Medical Center

Social_Security_WCary

SocialSecurity




Example Findings

IP Address/Hostname Device Identifying Information

CFedBldg

Federal Reserve

Federal _Reserve

Federal Reserve

Federal _Reserve

federal3

Langley Federal Credit Union

LANGLEY_ 200

NatFedCtHs

*EEFOX*** S) GSA_G3

SIGSA_ENC_MAIN

FedCourtSupervisor

FedCourtSupervisor

FedCourtSupervisor

FedCourtSupervisor

VanceFedBldg T T
Annapolis Junction Lot6J1

The_Lion_Building - Vietnam and Sudan Missions
Embassy of the Gabonese

Natural Resource Center/Homeland Security
B426 BLS Building - Bureau|of Labor and Stats
c7125ColumbiaGatewayDr|- ATT government solutions




DoD Example
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v ZiNav - AHU Emery Shutdown [Outsidedir————————— i
0 1 [ sation (004, Hosl upervisr) ] ShutdownSts | flomal Davis Monthan Air Force Base Hospital | osatemp  [597
+ {3} Home e
+ B corfig HVACEmerg SW] _Hormal HVAC Controls & Energy Management System
+ EIFil
At fasen Ll

T

Click on building of interest

[ einHospital @uig 400) | | Amibuiatory Care (B 420) |

| Central Plant (Bldy 401) | | Maintenance (Bldy 410) ]

All Alarms | | Pager Alarms v




DoD Example

- AHU Emerg Shutdown :

ShutdownSts | forma Davis Monthan Air Force Base Hospital
HVAC Emery SW | N HVAC Controls & Energy Management System
Man Shutdown | normd I




DoD Example

Click on building of interest

Main Hospital (Bldg 400) Ambulatory Care (Bldg 420)

Central Plant (Bldg 401) Maintenance (Bldg 410)

All Alarms Pager Alarms




DoD Example

¢ ¢ ¢ =

ve~ [ B B[ B ERIE

i Station (DMAFB_Hospital_Supervisor) » = Files @ px 8 Bldg400 X} Bldg_400_Menu.px
z : . Outside Air F

D () [i? steion ovare_Hospita_Supenisan) [ Davis Monthan Air Force Base Hospital ., . o

+ 3 Home Main Hospital - Building 400 T

+ B corfig Walk-in Box

+ Z Fles HVAC Controls & Energy Management System

+ #33 Histary Temperature 41.6 F

Occupied

Occupied

AHU37 10 12

Occupied

AHU89 11

m

Occupied

Bldg 400 AHU-2 Schedule

Occupied

[ wirHandert | [ irHanders | [ AcHanderto | — —_

| AHU-1 Zones | | awuszones | | sHutozones |
Occupied
| Air Handler 2 | | A Handler 7 | | Air Handler 11 |
| AHU-2 Zones I | AHU-7 Zones | | AHU-11 Zones | i
| Air Handler 3 | | Air Handler 8 | | Air Handler 12 |

| AHU-3 Zones | | AHU-8 Zones | |PharmacyHeatPump|




DoD Example

5 )

Air Handler 1 Air Handler 6 Air Handler 10
AHU-1 Zones AHU-6 Zones AHU-10 Zones

Air Handler 2 Air Handler 7 Air Handler 11
AHU-2 Zones AHU-7 Zones AHU-11 Zones

Air Handler 3 Air Handler 8 Air Handler 12
AHU-3 Zones AHU-8 Zones Pharmacy Heat Pump
Air Handler 4 Air Handler 9 Floor Plan
AHU-4 Zones AHU-9 Zones Pager Alarms




Challenges

* Reliance on third-party vendors and system integrators
 Lack of common configuration/implementation standards
* Interconnection of multiple devices over common networks

» Use of commercial network infrastructure by vendors for
monitoring/control

- Government has no ability to identify, monitor or track
systems that rely on commercial network infrastructure

Government agencies lack awarehess of the
magnitude of the cyber security risks and are
taking no actions to mltlgate that risks




Government is not Alone
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GoogleWharf7

/-\

Username;

Password:

Login




<p n="enabled" f="r"/>
<p n="expiration" f="r"/>
<p n="permissions" f="r" v="super"/>
<p n="language" f="r"/>
<p n="email" f="ro"/>
n="password" f="ro" v="AH9rlmVx/CQaelOgisXSjPHYjstiD8Gqg/Aczo+Gh7cA+h/CNCg="/>

<p n="navFile" f="r" v="file:”*nav/NavFile.nav"/>

<p n="prototypeName" f="r" v="superuser"/>

<p n="networkUser" f="r" v="true"/>

v rn=llraroianl ﬁr:”f'nnfrn'lmnr'l'eﬁ*FFianaNrnV\-1’)0'7")594’?9")5,”/\




C:\Users\bk\Desktop\java>java —cl:
t2
Enter Password to he Decoded: AHY)

anyonesguess

C:\Users\bk\Desktop\java>
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iy Station (Google_C1) » @ Home

B8 Exhaust Fans

ol Exhaust Fans v
-
Q8 |$31 Station (Google_C1) Iﬂ @
8 A Hore | ‘ MacDonald-Miller
+ B config FACILITY SOLUTIONS
+ = Files
+ &g History

111

4 Home |
EF 4C 15t Floor EF 5C
2nd Floor |
RIUL |
EF4C AUTO o EF5C AUTO
EF4C Manual Stop Global Setpoints | EF5C Manual Stop
Cafe
EF4CAlarm | Normal

EFsCalarm | Normal




i Station (Google_C1) v @ Home @M Cafe W VFDEF7

M YFD ~

X |@Station (Google_C1) lj

- &} Home

£ 1st Floar
+ [ RTUAC
+ [ RTU_2C
+ 3
{3 Exhaust Fans
£ Glbal Points
[2] Google_C1
+ B config
+ = Files
+ &g Histary

Home
HP 101
HP 102
MUA 1
MUA 2
YFD EF 7

¥FD HP 101
¥FD HP 102

¥FD MUA 1

¥FD MUA 2

Run Status On

Fault Status  NORMAL
RunHours 7379 hr

Drive Temp 82,22 °F

VFD EF 7

550,04
5000 4 5.0
4500 1
4000 1 4,0
350,01
3000 1 301
250,01
200,09 2.0
150,0 1
1000 1 1,01
B
S7.0Y 064
Yalts Amps

50,0 1

40.0 1

30,0 7

20,07

15,0 Hz

Hertz

207

(—
0.1 ki

Power

90,0

80,0 7

70,07

60,01

50,0 7

400

30,07

25,00 %

Speed




Top 10 — BAS Security Questions

* Are any our devices are facing the Internet? Have we confirmed?
* Are our devices patched with the latest version of vendor software!?

* Do we know if any devices were recently replaced!? If so, were they
deployed matching our security policy?

* Are any of our old devices deployed to locations we longer manage!?

» How do we audit our devices in a cost effective and repeatable way?




Top 10 — BAS Security Questions

* Are our devices configured securely, how can we verify!?
* Do we have a security policy deployed to all of our devices!?
* Are the log files being monitored for intrusion or malicious activity?

* How would we know if any of our devices have been compromised!?

* How can we confirm the network segmentation or“air gap’ is secure!?




Contact

http://smartbuildingsecurity.com

contact@whitescope.io



Questions?




