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Quan t um  

Co m put at i o n

Quan t um  Co m put er s 

a r e N o t  a  

r epl acem en t  o f  t he 

c l a ssi cal  co m put er s 

I t  wo r k s f a st er  f o r  

so m e spec i al  c l a sses 

o f  pr o bl em s.
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qubi t

A q u b i t  i s t h e q u a n t u m  

an al o gue o f  a  c l a ssi cal  bi t, 

an d  can  be t ho ug ht  o f  a s 

v e c t o r s. T h e ba si s s t a t e s 

(ba si s vecto r s)  ar e 

| 0⟩ =
[
1

0]
  an d   | 1⟩ =

[
0

1]
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Co m bi n ed  cubi t s

T hese can  be co m bi n ed . I f  we have t wo  

qubi t s, t he st at es ar e 
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0
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0

0

| 10⟩ =
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Su per po si t i o n

A pu r e qubi t  st at e i s a  l i n ear  

su per po si t i o n  o f  t hese ba si s 

s t a t e s , w i t h p r o b a b i l i t y  

am pl i t u d es 

α,β ∈ ℂ

|ψ⟩ = α | 0⟩ + β| 1⟩
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Ho w m an y qubi t s 

d o  we have?

A pa i r  o f  qubi t s t hat  can  ex i st  

a s ei t her  1s o r  0s can  em bo d y 

4  po ssi bl e st at es.  

3  qubi t s can  em bo d y 8 . 
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NSA NI ST

An n o u n cem en t  f o r  Sear ch 

o f  Po st- Quan t um  

Pr i m i t i ves
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T he quan t um - saf e pr i m i t i ves 

u n d er  co n si d er at i o n  by NI ST

Mu l t i var i at e pr i m i t i ves (Syst em  o f  m u l t i var i at e 

po l yn o m i al  equat i o n s)  

Co d e- ba sed  pr i m i t i ves (Deco d i n g  pr o bl em  i n  a  

l i n ear  co d e)  

Lat t i ce- ba sed  pr i m i t i ves (Sho r t  o r  c l o se vecto r  

pr o bl em  i n  a  l at t i ce)  

Ha sh- ba sed  pr i m i t i ves (F i n d i n g  co l l i si o n s o r  

pr ei m ag es i n  cr ypto g r aphi c  ha sh f u n ct i o n s)  

I so g en y- ba sed  k ey pr i m i t i ves (f i n d i n g  an  

u n k n o wn  i so g en y bet ween  a  pa i r  o f  

su per si n gu l ar  el l i pt i c  cu r ves)  

G r o u p- ba sed  pr i m i t i ves (al g o r i t hm i c  g r o u p 

t heo r et i c  pr o bl em s)
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Cyber  Secu r i t y : 

Cr ypto g r aphy

Key Exchan g es (RSA, DH)  

Sym m et r i c  Key En cr ypt i o n  

Di g i t al  Si g n at u r es 

Mu l t i l i n ear  Maps 

Fu l l y  Ho m o m o r phi c  

En cr ypt i o n s 

Au t hen t i cat i o n  

Secr et  Shar i n g
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G r o u p T heo r y  

i n  Cr ypto g r aphy

Po l ycyc l i c  G r o u ps: Ei ck , Ka hr o baei  

G r aph (RAAG )  G r o u ps: F l o r es, Ka hr o baei , Ko ber d a   

Hyper bo l i c  G r o u ps: Chat t er j i , Kahr o baei  

Ar i t hm et i c  G r o u ps: Ka hr o baei , Mal l ahi - Kar a i  

Ni l po t en t  G r o u ps: Ka hr o baei , To r to r a , To t a  

En g el  G r o u ps: Kahr o baei , No ce 

Fr ee n i l po t en t  p- g r o u ps: Ka hr o baei , Shpi l r a i n  

Sem i g r o u p o f  Mat r i ces o ver  G r o u p- Ri n g s: Ka hr o baei , Ko u ppar i s, Shpi l r a i n  

Sm al l  Can cel l at i o n  G r o u ps: Habeeb, Ka hr o baei , Shpi l r a i n  

Fr ee Met abel i an : G r o u ps: Shpi l r a i n , Z apat a , , Ka hr o baei , Habeeb
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G r o u p T heo r y  

i n  Cr ypto g r aphy

Li n ear : G r o u ps: Baum sl ag , F i n e, Xu  

Br a i d  G r o u ps: An shel - An shel - G o l d f el d ,  Ko - Lee 

G r i g o r chuk  G r o u ps: Pet r i d es 

Au to m at a  G r o u ps: G r i g o r chuk , G r i g o r i ev  

G r o u ps o f  Mat r i ces: G r i g o r i ev, Po n am er an co  

T ho m pso n : G r o u ps: Shpi l r a i n , Ushak o v 
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Al g o r i t hm i c  G r o u p T heo r et i c  

Pr o bl em s u sed  i n  Cr ypto g r aphy

Di scr et e Lo gar i t hm  Pr o bl em   

Subg r o u p I so m o r phi sm  Pr o bl em  

G r o u p Ho m o m o r phi sm  Pr o bl em  

Po wer  Co n j ugacy Sear ch Pr o bl em  

G eo d esi c  Len g t h Pr o bl em  

Di sto r t ed  Subg r o u p 

Co n j ugacy Sear ch Pr o bl em  

Wo r d  Dec i si o n  Pr o bl em  

En d o m o r phi sm  Sear ch Pr o bl em  

Deco m po si t i o n  Sear ch Pr o bl em  

Subg r o u p m em ber shi p Pr o bl em
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Appr o aches t o  Po st- quan t um  G r o u p-

Ba sed  Cr ypto g r aphy 

NP- Co m pl et e an d  Un so l vabl e G r o u p-

T heo r et i c  Pr o bl em s 

An al ysi n g  equ i val en ce t o  Hi d d en  

Subg r o u p Pr o bl em  

An al ysi n g  G r o ver 's Sear ch Pr o bl em
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Hi d d en  Subg r o u p 

Pr o bl em  (HSP)

G i ven  a  f i n i t el y  g en er at ed  g r o u p G  

an d  an  ef f i c i en t l y  co m put abl e f u n ct i o n  

f  f r o m  G  to  so m e f i n i t e set  S such t hat  

f  i s co n st an t  an d  d i st i n ct  o n  l ef t- co set s 

o f  a  subg r o u p H o f  f i n i t e i n d ex, f i n d  a  

g en er at i n g  set  f o r  H.  

Su per po si t i o n  

| G⟩ =
1

| G| ∑
g∈G

| g⟩
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Publ i c  Key- exchan g e  

Usi n g  Sem i d i r ect  Pr o d uct s  

o f  (sem i ) G r o u ps
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Publ i c  Key- exchan g e Usi n g  

Sem i d i r ect  Pr o d uct s o f  

(sem i - ) G r o u ps
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An n o u n cem en t

Po st- Quan t um  Al g ebr a i c  

Cr ypto g r aphy, I n st i t u t  Hen r i  

Po i n car e, I HP, Par i s, Fr an ce, 

Sept em ber - Decem ber  2021. 

[ J- C. Faugèr e, D. Kahr o baei , 

L. Per r et, V. Shpi l r a i n ]
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Mathematician
Cryptographic Technology Group

National Institute of Standards and 
Technology

Cryptography in a 
Post-Quantum World

Dustin Moody, 
NIST
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Quantum Computers

IBM’s 50-qubit 
quantum computer

Intel’s 49-qubit chip
“Tangle-Lake”

Google’s 72-qubit chip
“Bristlecone”
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Quantum Computing Progress

• A lot of progress, but still a long way to go

[Image credit: M. Devoret and R. Schoelkopf]
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Quantum Cryptography

• Using quantum technology to build 
cryptosystems
– Theoretically unconditional security 

guaranteed by the laws of physics

• Limitations
– Can do encryption, but not 

authentication
– Quantum networks not very scalable
– Expensive and needs special hardware

• Lots of money being spent on 
“quantum” 

25
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Quantum Algorithms

• 1994, Peter Shor created a quantum algorithm 
that would give an exponential speed-up over 
classical computers
– Factoring large integers
– Finding discrete logarithms

• Grover’s algorithm – polynomial speed-up in 
unstructured search, from O(N) to O( 𝑁)

• Simulating the dynamics of molecules, 
superconductors, photosynthesis, among 
many, many others 
– see http://math.nist.gov/quantum/zoo

http://math.nist.gov/quantum/zoo
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The Sky is Falling?

NIST Crypto standards

Public key based

Signature (FIPS 186)

Key establishment 
(800-56A/B/C)

Tools

RNG (800-90A/B/C)

KDF (800-108, 800-135)

Symmetric key based

AES  (FIPS 197 ) 
TDEA (800-67)

Modes  of 
operations (800 
38A-38G)

SHA-1/2 (FIPS 180) and 
SHA-3 (FIPS 202)

HMAC (FIPS 198)

Randomized hash (800-
106)

Guidelines

Transition  (800-
131A)

Key generation (800-133)

Key management (800-
57)

SHA3 derived functions 
(parallel hashing, KMAC, etc. 
(800-185)
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When will a Quantum Computer be 
Built?

• Quantum 
computers are 20 
years in the future 
and always will be

“There is a 1 in 7 chance that some fundamental 
public-key crypto will be broken by quantum by 
2026, and a 1 in 2 chance of the same by 2031.”

– Dr. Michele Mosca, U. of Waterloo (2016)
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• How long does your information need to be secure (x years)

• How long to re-tool existing infrastructure with quantum safe solution (y years)

• How long until large-scale quantum computer is built (z years)

How soon do we need to worry?

y x

z

time

What do we do here??

Theorem (Mosca): If x + y > z, then worry

secret keys revealed
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Post-Quantum Cryptography (PQC)

• Cryptosystems which run on classical 
computers, and are considered to be resistant 
to quantum attacks

• PQC needs time to be ready for applications
– Efficiency

– Confidence – cryptanalysis

– Standardization

– Usability and interoperability 

(IKE, TLS, etc… use public key crypto)

0

100

200

300

400

500

600

Citations of Shor's '95 paper
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NIST’s PQC Project

• NIST is running a worldwide 
“competition” to select quantum-
resistant algorithms for standardization
– Open and transparent process

• Scope
– Digital signatures  (FIPS 186)

– (Public-key) Encryption  (SP 800-56B) /Key-
establishment (KEMs)   (SP 800-56A)

• Expected outcome: a few different
algorithms
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Evaluation Criteria

• Security – against both classical and quantum attacks

– NIST asked submitters to focus on levels 1,2, and 3

• Performance – measured on various classical platforms
• Other properties:

– Drop-in replacements, Perfect forward secrecy, Resistance to side-
channel attacks, Simplicity and flexibility, Misuse resistance, etc…

Level Security Description

I At least as hard to break as AES128   (exhaustive key search)

II At least as hard to break as SHA256   (collision search)

III At least as hard to break as AES192    (exhaustive key search)

IV At least as hard to break as SHA384    (collision search)

V At least as hard to break as AES256    (exhaustive key search)
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The 1st Round Candidates

• Nov 2017 - 82 submissions received. 
• 69 accepted as “complete and proper”   (5 withdrew)

Signatures KEM/Encryption Overall

Lattice-based 5 21 26

Code-based 2 17 19

Multi-variate 7 2 9

Symmetric-based 3 3

Other 2 5 7

Total 19 45 64

https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/Round-1-Submissions
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25 Countries, 16 States, 6 Continents
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Overview of the 1st Round

• Began Dec 2017 – 1st Round Candidates published

• Resources:
– Internal and external cryptanalysis
– The 1st NIST PQC Standardization                               Workshop
– Research publications
– Performance benchmarks
– Official comments
– The pqc-forum mailing list

• Ended Jan 30, 2019 – 2nd Round Candidates Announced
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The 2nd Round Candidates

• We wanted to keep algorithm diversity and promote research, but 
had to reduce the number of candidates to a manageable size for 
the community 
– It is often very difficult to compare candidates – even in the same 

family
– Some submissions were merged together

Signatures KEM/Encryption Overall

Lattice-based 3 9 12

Code-based 7 7

Multi-variate 4 4

Symmetric based 2 2

Isogeny 1 1

Total 9 17 26
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Timeline

• 12-18 months to analyze and evaluate the 2nd round candidates
• NIST will announce the 3rd round candidates around June 2020
• The 3rd NIST PQC Standardization Conference will be in early 2021
• Release draft standards in 2022-2023 for public comments 

Nov. 30, 
2017

Dec. 2017 April, 
2018

Jan. 2019 Aug. 2019 2022-2023June 2020 early 
2021
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What can your organization do NOW?

• Perform a quantum risk assessment within your organization
– Identify information assets and their current crypto protection
– Identify what ‘x’, ‘y’, and ‘z’ might be for you – determine your quantum risk
– Prioritize activities required to maintain awareness, and to migrate technology 

to quantum-safe solutions

• Evaluate vendor products with quantum safe features
– Know which products are not quantum safe
– Ask vendors for quantum safe features in procurement templates

• Develop an internal knowledge base amongst IT staff
• Track developments in quantum computing and quantum safe solutions, 

and to establish a roadmap to quantum readiness for your organization

• Act now – it will be less expensive, less disruptive, and less likely to have 
mistakes caused by rushing and scrambling
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Summary

• Quantum computers have HUGE 
potential

• Post-quantum crypto standardization 
will be a long journey

• Check out www.nist.gov/pqcrypto
– Sign up for the pqc-forum for 

announcements & discussion

http://www.nist.gov/pqcrypto
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Delaram Kahrobaei, 
University of York

Dustin Moody, 
NIST
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