
Impact of Exponential Growth of Medical Devices on Hospital Networks 
 

Ron Mehring 
Senior Director & CISO 

Texas Health Resources  



Healthcare Delivery 
Organization 

HIPAA \ 
HITECH 

FDA 
Regulations 

State 
Regulations 

Security Architecture 

Regulatory  
Requirements & 
Standards are 
implemented or 
enforced 

CMS 
Regulations 

Complexity, 
inefficiency 
& cost 

Applications, Technology, Medical Devices & 
Connected Health 

Governance 

Regulatory -Standard Silos 

The Healthcare Ecosystem is heavily influenced by federal, state regulations and 
industry standards. 
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Siloed regulation and standards 
creates complexity & cost within 

healthcare systems. 
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Major Points of emphasis   -  We need to create a regulatory and industry 
standards environment that fosters medical device innovation, resiliency, security 
and safety.  

If you have seen one healthcare 
system technology architecture, 
you have seen one health care 
system technology architecture 
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Knowledge and skills are not 
consistent across healthcare 

systems 
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Regulations and standards  must be 
synthesized and mutually supporting to reduce 

downstream organizational - technical 
complexity and increased costs. 

Regulations and standards must be developed 
with the understanding of the diversity of 
technology architecture implementations 

between healthcare systems. 

A real effort to educate and train a workforce 
that can manage highly complex healthcare 

system architectures. 

Medical devices in a healthcare 
systems are components of a 

larger healthcare system 
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Regulations and standards must recognize 
other systems within the ecosystem and the 

risk that they bring to the ecosystem. 
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