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UBIQUITOUS COLLECTION 

AND ITS DISCONTENTS 



WHAT ARE WE TALKING ABOUT? 

• “Big Data” is a big, amorphous term. 

 

• Many descriptive and normative claims. 

 

• I want to focus on a specific set of 

normative claims that I think have 

received less attention. 



THE NORMATIVE CLAIMS OF BIG DATA 

• We should rely on correlation, not causation.  

  
 

• Algorithmic decision-making is less biased 

and more accurate than human decision-

making. 

 

• We should move away from consent-for-

collection model & rely on use restrictions. 

 

• We should retain data, not delete it. 
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ARGUMENT 1: INEVITABILITY 

“[A] sea of ubiquitous sensors, each of which 

has legitimate uses, make the notion of 

limiting information collection challenging, 

if not impossible.” 
 

 ~ White House Big Data Report (2014) 
 

“[S]o much data is being collected, in so 

many ways, that it is practically impossible 

to give people a meaningful way… to consent 

to its collection in the first place.” 
 

 ~ Craig Mundie (2014) 



ARGUMENT 2: DESIRABILITY 

“The beneficial uses of near-ubiquitous data 

collection are large, and they fuel an 

increasingly important set of economic 

activities.” 
 

“A policy focus on limiting data collection 

will not be a broadly applicable or scalable 

strategy – nor one likely to achieve the right 

balance between beneficial results and 

unintended negative consequences (such as 

inhibiting economic growth).” 
 

 ~ PCAST Report (2014) 



WHAT I AM ARGUING 

• Ubiquitous data collection is not inevitable. 
 

 

• Ubiquitous data collection is not desirable. 
 

 



HOW I AM ARGUING IT 

• Will focus on location information. 

 

• Why? 
 

o Sensitive data. 
 

o Seems inevitable – in fact, often used as 

an example for how ubiquitous data 

collection is inevitable. 
 

 

 

 

 



ARGUMENT 1: INEVITABILITY 

• Is the ubiquitous collection of location 

data inevitable? 

 

• It would certainly seem so! 

 

 

 

 



WHEN IS LOCATION DATA CREATED?  

 Use a mapping app or 

check-in  

 

              App company,     

                  advertisers. 

  

 Phone call        carrier. 
  

 Use  Internet   carrier. 
  
 Non-location oriented app gets 

location  

                              App company,  

                                  advertisers 

  
 Phone is “on,” with defaults  

                              

                               OS company  

 
 Walk through a mall or store  

 

                               Tracking firm, 

                                   retailers  
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HOW IS LOCATION DATA SHARED? 

 

 

 

 

 

 

 

 

• WSJ  2010 survey: 47 of 101 top apps: Sent 

user location data to 3rd parties, typically 

without consent.  

 

 



HOW DOES THE LAW PROTECT IT? 

• It doesn’t, really… at least not historically. 

 

• Law enforcement can obtain your location 

data without a warrant, even after Jones. 
 

o In re Application of U.S. for Historical Cell 

Site Data, 5th Cir. (2013) 

 

• Generally, firms can sell your location to any 

other company, without your consent. 
 

o 18 U.S.C. § 2702(c)(6). 
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1) There’s a consensus rule: get consent to 

collect.  
 

2) When companies break that rule, other 

companies have innovated to protect it. 
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4) The law is developing around this area. 
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ARGUMENT 1: INEVITABILITY 

• The ubiquitous collection of location data is 

not inevitable. 
 

• Taking action that assumes inevitability… 
 

o Undercuts industry consensus on 

collection and growing action on sharing. 

o Undercuts legal progress. 

o Stymies innovation and competition on 

privacy. 

 
 

 



ARGUMENT 2: DESIRABILITY  BENEFITS 

“The beneficial uses of near-ubiquitous data 

collection are large, and they fuel an 

increasingly important set of economic 

activities.” 
 

“A policy focus on limiting data collection 

will not be a broadly applicable or scalable 

strategy – nor one likely to achieve the right 

balance between beneficial results and 

unintended negative consequences (such as 

inhibiting economic growth).” 
 

 ~ PCAST Report (2014) 



VALUABLE USES OF LOCATION DATA 

• Give you directions.  

• Improve maps. 

• Track traffic. 

• Diagnose you. 

• Identify you. 

 

 
 

 



LOCATION SOCIAL SCIENCE RESEARCH 

• Individuals move more erratically before 

falling ill. (S. Pentland) 
 

• A record of someone’s location data is 

unique to that person (de Montjoye et al.) 
 

o Location information can function as a 

quasi-biometric. 

 

 

 
 

 



VALUABLE USES OF LOCATION DATA 

• Give you directions.  

• Improve maps. 

• Track traffic. 

• Diagnose you. 

• Identify you. 

• Consumer profiling. 

• Targeting ads. 

 

 
 

 

Help me. 

Help me & others 

    like me. 

Conduct health & 

    science research. 

Help others grow 

    revenue. 
 

 

• Why should the privacy protections for 

my data turn on the financial benefit of 

my information for others?  



NOT ALL BENEFITS OF DATA ARE EQUAL 

“[W]e should distinguish between research 

that benefits the public and that which 

serves only narrow and private gain.” 
 

“[W]e should separate benefits built upon 

data sets that are full of information about 

people from those built upon data that has 

almost nothing to do with personal 

information” 
 

 ~ Paul Ohm (2013) 
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(A) 
(B) 

(C) 

(D) (E) 

(F) 

(A)Evenings 9pm-7am: 

       Where you live. 

 

(B) Weekdays 7:30am: 

       Your child’s school. 

 

(C) Weekdays 9am-6pm 

       Where you work. 

 

(D) Thurs.-Sat. nights: 

       Sexual orientation. 

 

(E) Weekly visits: 

       HIV status. 

 

(F)Sundays, 11am: 

       Religion, race. 



USE LIMITS & VULNERABLE COMMUNITIES 

• A position advocating a de-emphasis on 

collection controls and an increased 

reliance on use restrictions assumes that 

we – our industries and our government – 

can adequately prohibit, ex ante, uses of 

data that are harmful to vulnerable 

communities. 

 

• Yet our society is especially slow to 

condemn – or even acknowledge – uses of 

data that hurt marginalized communities. 

 

 
 

 





COLLECTION CONTROLS ARE CRITICAL 

“Far too often, today’s invidious 
discrimination was yesterday’s national 
security or public health measure.”  
 

“The American public may never make up its 
mind about gay people, immigrants, 
minorities, and the poor – or how they and 
their data should be treated. Individual 
controls on data collection take that choice 
out of the hands of companies and the 
government, and into the hands of the 
individual.” 

 

 ~ Bedoya & Vladeck (2014) 



“The runaway slave came to my house and 

stopped outside, […] 

Through the swung half-door of the kitchen I 

saw him limpsey and weak,  

And went where he sat on a log, and led him 

in and assured him,  

And brought water and filled a tub for his 

sweated body and bruised feet, […] 

He staid with me a week before he was 

recuperated and passed north,  

I had him sit next me at table . . . . my 

firelock leaned in the corner.” 

 

 ~ Walt Whitman, Song of Myself (1855)  

 

 
 

 



COLLECTION CONTROLS ARE CRITICAL 

• The survival of some vulnerable 

communities – communities we now 

venerate and cherish – has turned on their 

ability to avoid detection. 
 

• In a world of ubiquitous collection, what 

would have happened to: 
 

o Civil rights activists? 
 

o Runaway slaves on the Underground 

Railroad? 
 

o American Revolutionaries (dissidents) 



CONCLUSIONS 

• Ubiquitous collection is neither inevitable 

nor desirable. 

 

• Accepting it as inevitable would undercut 

critical innovation – and progress – on 

privacy. 

 

• Eliminating (or de-emphasizing) user 

controls also threatens to 

disproportionately harm vulnerable 

communities who have not been 

adequately protected by use restrictions. 



RECOMMENDATIONS 

• Be skeptical of claims that consent is 

impossible. 

 

• Examine the sources of your data. 

 

• Distinguish between benefits of data 

analysis that accrue to data subjects – and 

those that do not. 

 

• Seek out and evaluate non-economic costs 

to collection and retention.  
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