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Sandia’s History ) s,

Exceptional service in the national interest

= July 1945: Z Division
= Nonnuclear component
engineering

= November 1, 1949:
Sandia Laboratory
established
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‘ to undertais this task. In my opinion you have here an opportunity

to render an exceptional service in the national interest.
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Federally Funded R&D Centers: unique resources for

government, university, industry partnerships

FFRDCS AND NATIONAL LABORATORIES:
UNIQUE RESOURCES IN THE NATIONAL INTEREST

Context

Throughout its history, the nation has faced problems
of considerable complexity—and found that the path
toward resolution could be equally complex. Parties
that might normally be involved—such as govern-
ment organizations or contractors—often lacked
sufficient resources or technical capabilities. Calling
on the private sector to participate opened questions
about objectivity, unfair competitive advantage, and
access to sensitive or proprietary government data.
This dilemma pointed to the need for a new mecha-
nism to allow the government access to the resources
and flexibility of private industry on problems of
national importance.

FFRDCs: A Unique National Resource

To address this issue, the U.S. government estab-
lished a new type of private organization during
World War II, the Federally Funded Research and
Development Center (FFRDC). Essential, partners
of their sponsor agencies, FFRDCs now operate in
the industries of defense, energy, aviation, space,
health and human services, and tax administration.

Limitations on FFRDC operations ensure objectivity
and allow sharing of data. For example, FFRDCs are
prohibited from manufacturing products or compet-
ing with industry. Further, they are required to operate
in the public, be free from conflicts of interest, and
fully disclose information with their agency sponsor.
Nonetheless, FFRDCs remain private, independent
companies, able to flexibly recruit and manage a high-
ly skilled workforce and work for entities other than
the sponsor agency under special types of contracts.

The FFRDCs’ value to the nation is immense. Each
develops extensive core competencies to match the
needs of the sponsor agency and achieves a deep
understanding of their sponsor’s evolving roles,
issues, and challenges. Sponsors thus depend on
FFRDCs to effectively craft solutions to the nation’s
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“An FFRDC meets some
special long-term
research or development
need which cannot be
met as effectively by
existing in-house or
contractor resources.”

“The FFRDC is required to
conduct its businessin a
manner befitting its
special relationship with
the Government, to
operate in the public
interest with objectivity
and independence, to be
free from organizational
conflicts of interest, and
to have full disclosure of
its affairs to the
sponsoring agency.”




Sandia has a long history in “cyber” and
information assurance.

= Significant impact on national cyber missions
= Derivation from and complement to our NW activities
= Multiple national sponsors

= History of providing adversarial threat

assessment
= U.S. nuclear command-and-control systems
= Sandia’s enterprise & classified networks

= Synergy among research, programs, operations,
and Cl

= Sandia differentiators:

= FFRDC: Does what industry/academia can’t, won’t, or
shouldn’t

= Deep understanding of the interplay between threats,
vulnerabilities, and consequences

= Systems perspective in contested environments

= Key investments: Emulytics™, data sciences and
machine learning, microelectronics design and
fabrication, and materials
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DHS cyber programs are concentrated in @
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[ ]
two areas: S&T and NPPD.
. . . National Protection
DHS'’s cybersecurity mission: and Programs
Strengthening the security and Directorate (NPPD)
resilience of cyberspace I
Office of Cybersecurity and Sandia’s role: Creation of
. Communications (CS&C) national cyber capabilities
= =i = = = Network Security Federal Network
\i‘“ \‘\l ‘wm.(‘m...‘ - ‘ e | == [  o— Deployment Resilience
National Cyber Stakeholder
Communications Engagement &
— | — o | p— Integration Center Cyber Resilience

Science & Technology

Directorate (S&T) O O
I
Homeland Security Advanced

Research Projects Agency (HSARPA)

Sandia’s role: R&D, red team
Cyber Security assessments, and tech transfer
support for Sandia-developed
-+ cyber technologies




Sandia helps DHS transition cybersecurity
technologies to enterprise consumers
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= Sandia helps the S&T Directorate
commercialize cyber technologies through
its Transition to Practice (TTP) program.

= Test and evaluate technologies from DOE
national laboratories to help mature them
and prepare them for commercialization.

CodeSeal: Tamper-proof trust anchors that protects critical

software from malware and other security gaps




Sandia’s NPPD work has focused on the @&
National Cybersecurity Protection System.

. Advanced Analytics
DHS haS deployed the Nat|0na| E3A -I\Jalicifouspattern
identification
H M *Big-data techniques
Cybersecurity Protection System (NCPS). cnsein 3 Accelerated | Sy nanors
Einstein 2 -L":;::;Z'}:;::::t;i’g:gzczzz counter’measures
* FOCUS On analytics) ' ’
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. *Intrusion Detection (for active defense)
—_ Detect'on Einstein 1 System (IDS) *Nest/ISP interface

*Advanced Analytics *Network & performance
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— Prevention/response to cyber threats

Automated
Search for Flaws

 Delivery through
— Einstein (E3A)

— Continuous Diagnostics
and Mitigation (CDM)

— Enhanced Cybersecurity
Services (ECS)

Collect Results
from Departments
and Agencies

Triage and
Analyze Results

CDM process




Cyber security and information assurance activities support fh

DHS’s mission of securing government and critical infrastructures

=  Supply Chain Risk Management (SCRM)

= Develop risk assessment tools; conduct risk- and vulnerability-
assessments; develop risk mitigation strategies; threat analysis

= |dentify and evaluate risks for CFIUS studies
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= Continuous Diagnostics & Mitigation (CDM)

= Evaluate performance impacts of cloud/mobile computing on
various CDM solutions; propose improvements

= Analyze Trusted Internet Connections (TIC) for vulnerabilities
and performance improvements

= Control Systems Security
= Develop and implement firmware analysis toolkits
= Perform incident analysis of control logic and firmware
= Provide specialized incident response and training
= Transition government technology solutions to commercial
entities

= |ndependent assessments and evaluations of government
developed tools and solutions

= Demonstrate CODESEAL technology to armor security functions hitlst rustanchor
against reverse engineering




Sandia’s efforts are enabling cybersecurity g
for critical infrastructure.

Securing Critical Infrastructure Control Systems

® Developing deep technical capabilities for Industrial

Control Systems Cyber Emergency Response Team
(ICS-CERT)

® Device-level analysis toolkits for reverse-

engineering behavior and discovering
vulnerabilities

Enhanced Cybersecurity Services Ermiomen,
® Supporting senior DHS leadership S
by assessing the effectiveness (e.g., threats Er—r

discovered/blocked) of ECS capabilities g .

® Aiding outreach to critical infrastructure

owners/operators to increase volunta ry B ey

participation ]




Sandia’s cross-cutting capabilities and kD
infrastructure are advancing DHS’s cyber mission.

Emulating the NCPS

e Existing gap: At-scale test environment for
evaluating new cybersecurity approaches and
technologies to inform NCPS investments

e Sandia effort: Extending Emulytics™ platform
to model the NCPS with enough fidelity to try
out new technologies and approaches

— Applying this to exploratory efforts (e.g., key
escrow), and technology evaluations (e.g.,
countermeasures)

SCIF Space

e In process of leasing SCIF space in close
proximity to DHS/NPPD/CS&C

e Will support ~8 detailees and cooperative R&D
with DHS and other labs/contractors




National Infrastructure
Simulation and Analysis Center




Sandia

NISAC Modeling and Analysis Goals™ &=

Provide fundamentally new modeling and simulation capabilities for the
analysis of critical infrastructures, their interdependencies, vulnerabilities,
and complexities

Aiding decision makers with Energy
- policy assessment,

- mitigation planning,

- education & training, ‘
Defense

- near real-time Industrial Base ]/
assistance to crisis
response FaC|I|t|es
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Long-term Applied Research Goal: ) S,
Understand Infrastrucgtiire.Risks and Engineer Solutions

Natural Disasters

Pandemics

Economic Destabilization

Policy Changes

Terrorist Attacks

Political Destabilization/War @

Climate Change

Healthcare/Public Health

Emergency Services
Information Technology

Banking and Finance

Chemicals

Transportation

Aﬁriculture and Food

Infrastructures

Disease outbreak

Infrastructure - Regional Disruptions

Contamination Incident

Infrastructure - Local Disruptions

Business Failures

'Perturbations

Maximize Security

Goals Maximize Resilience

Minimize Risk

Requires Multi —Scale and Multi-
Network/System Data, Modeling
and Analysis




Infrastructure Resilience Analysis Methodology ) i,
provides a Quantitative approach for assessing and

Laboratories
ﬁ\frastructure
Resilience improving resilience.
DHS/S&T

SCOPE SIMULATE MEASURE EXPLAIN

Systemic
Impact

Absorb

System

Description Adapt

Restore

Response Tota
Recovery
Effort



Chemical Criticality estimates the regional and national- 7 Sandia
level economic impacts of a terrorist attack at a single Haboratores
chemical facility.

“"‘?";._'l ¥ s -.r.‘ y
Chemical \? W
Criticality -
DHS/ISCD

Sandia’s work
helps DHS
answer these
questions...

Should DHS
regulate
chemical
facilities

based on their
economic
criticality?

Can a
chemical
incident cause
significant
economic
impacts?

What is an
economically
critical

chemical
facility?



Drinking Water Resilience Project will provide water = Sandia
Drinking infrastructure risk and prioritization at the regional and

Laboratories
Water

Resilience national level supporting DHS emergency situational

Project

DHS/S&T awareness.

Water Utility Inputs for
Local Risk Assessments Infrastructure Prioritization
for Regional and National
Risk Assessments

Supporting
Models & Data

J100 Engine Database




Resilient -
Cities — 21st Century.

SNL/DOE
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SYSTEM-specific
= SHOCKS
Building Disaster
Energy Disease Outbreak
= = Earthquake
Fire
X N ,,, Flooding
W\J’e ’“f! \ d ‘ i / \ R Heat Wave

Hurricane

hl> i e t:x
; | Landslide
. L Terrorism
Torrential Rain

Transit Disaster
Violent Protest

Transportation

STRESSES

Coastal Erosion
Crime
Education
Emigration
Energy Supply/Demand
Food Supply
Immigration
Inequality
Sea Level Rise
Sinking Lands
Unemployment
Waste
Water Safety

Resilient Cities provides technical expertise to help i) i,
cities better address the shocks and stresses of the

Laboratories

CROSS-cutting

City Critical
Function
Assessment

All Shocks
& Stresses
Risk
Assessment

Human
Resilience
Analysis

Emergency
Response
Exercises /
Optimizatio




Sandia’s progra
security

Commitment to the mission
« commitment to prime sponsors and national servi
« FFRDC charter of objectivity, independence

Patient intellectual capital
» Continuity of expertise

Anticipation of national needs
* mission-focused research

Facilities to address long-term, large scale problems

Trusted advisor roles:
» sensitive (industry or classified) information
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For more information:

* NISAC: http://www.sandia.gov/nisac/

» Resilience and Complex Systems: www.sandia.gov/casosengineering/resilience.htmi
» Cyber Security: www.sandia.gov/missions/defense systems/c '

Lori.parrott@sandia.gov
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e Security
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Division (ISCD)

Resilient Cities
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Infrastructure
Analysis (OCI

Infrastructure
Resilience

DHS/Science &
Technology
(S&T)
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Drinking Water
Resilience
Project

DHS/Science &
Technology
(S&T)

Tobacco
Regulatory
Support

FDA/Center for
Tobacco
Products (CTP)
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Hurricane Kai 25

* NISAC provided comprehensive and integrated situational awareness to the White House, DHS, and
the federal government
A computer network was developed to assist evacuees at the Houston Astrodome to
locate family members
A computer server was used to help map safe convoy routes during the evacuation
NISAC provided technical expertise in economic analyses and continues to lead a multi=
lab effort looking at water decontamination issues in New Orleans 26
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Chemical sy g -
Criticality -
DHS/ISCD

West, TX Chemical sion
West Fertilizer Company building was destroyed, 60—-80 homes destroyed, 50-75

homes damaged, 50-unit apartment building destroyed, West Middle School
damaged, 16 deaths, 160 injuries.
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Hampton Roads area had major tidal flooding, water levels built to about six feet at
high tide. Sandia worked with Norfolk as a test-bed to showcase resilience analysis

capabilities for flooding.

29
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Resilient Cities
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ety of drinking supply probed in wake of mystery epide

= . & Drinking Water
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Integration of Multidisciplinary Skill (@,
Sets & Fxnertice
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@ Infrastructure
. Resilience
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Hurricane Sandy 2012

A power outage resulted in a 200 patient evacuation from NYU Langone Medical
Center in New York City — Sandia developed a systems-based model called “Hospital
Evacuation during Infrastructure Disruptions” to prevent a repeat scenario. 34




